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Page 2 of 2
AMENDMENTMODIFICATION F33601-99-E9052

. AS A WESULT OF QUESTION SUBMITTED BY POTENTIAL OFFFERORS THE FOLLOWING
CHAMUES ARE MADFE TO F33601-99-R0052,

RFP PAGE 18 OF 21 |5 [IERFBY REPLACED WiTH THE REVISED PAGE {18 OF 21 TC
(NCORPORATE CHANGES TO SECTION J, LIST OF DOCUMLUNTS, EXLHBITS ANT2 OTHER
ATTACHMENTS. -

REPLACE APPENDINX A, STATEMENT OF OBIECTIVES DATED 10 MOV %9 4 PAGES, WITH
THE ATTACHED STATFMENT OF GRIECTIVES DATED 24 NOW 99, 1 PAULS,

REFLACE APPENLMX I3, SKTLL CATEGORY DESCRIPTIONS AND QUALIFICATIOMS
DATED 10 NOV %4 $ PAGES, WITH THE ATTACHED SKIL L CAIT.GORY NESCRIPTIONS
AND QUALIFICATICRNS DATED 24 MOV 89, 5 PAGES.

DUE TOQ AN ADDITEON OF A NEW LABOR CATEGORY AND REDISTRIBUTION OF LABOR
HOURS: THL CLARTFICATION ON SERVICE CONTRACT ACT APPLICARILITY TO THE
LADOR CATREGORIES: CHANGES/EXPANDED INFORMATION ON TABLE L-2; AND OTHER
MISCELLANEOUS CHANGES, THE FOLLOWING REPLACEMENT PAGES ARE PROVIDED
FOR ALL SECTTON 1. TABLES: TABLE L-1 (1 PAGL), TARTE L-2 (1 PAGE), TABLE L-3 {3
PAGES). TARLE L-4 (1 PAGE), TABLE L-5 (1 PAGE). TABLE L-6 (1 FPAGE}.

THE FOLLOWING PEN AND ISK CIIANGES SHOULD BE MADE:

{1} Suction L, 4.2, Subfactor 2, change first hullet Lo from *Submit your corporate nerwark
administration plans and processes employed L accomplish system administration” to reud
“Synbmit vour network administration plans and processes emplovad 1o accomplish system
administration™.

(%) Section L, 5.0 g {1}, chanpe the fullowing sentence from “1f more than ong conlraclor rate peried
will be used to sarisfy the requiremenls of a single contract rare period ({1 Octaher Ly 30
September)...” to read “If more than oo conractor rate period will be used to satiafy the
requirements of a single contract rate period (date of award plis 364 days)..."

{3} Section L, 2.2.a, delete the fullowing sentence “The attachments identificd in the table should be
separately bound in threc-ring, loose-leat binders.”

. THE QAL AND TIME FOR RECEIPT OF PROPOSALS REMATSNS TUNCHANGED:.
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AMENDMENTMODIFICATION F33601-99-R8052 Amend 03

A3 A RESULT OF QUESTION 5UBMITTED BY POIENTIAL OFFERORS THE FOLLLOWING
CHANGES ARE MADE T FI3A01-00-RO052,

REPLACE APPENTAX A, STATEMENT OF OBIECTIVES DATED 24 NOV 99, 4 PAGES, WITH
THE ATTACHED STATEMENT OF ORIFCTIVES DATED 06 DEC 59, 4 PAGES, TO CORRECT
THE URL REFERENCE IV FARA 2.0

REPLACE SECTION L, TABLE 1.-2 {AMEND 02) {1 PAGE) WITH SECTION 1., TABLE L-2
{AMEND 03} (1 PAGE). THIS CORRECTS AND INCREASES ROMAD RATES FOR TWU
LABOR CATEGORIES, PROGRAMMYER/ANALYST AND JUNIOR [ EVEL PROGRAMMER,
ERRONEOUSLY LOWERED TN aMENL 02

REPLACE SECTION L, PAGE 23 OF 23, ATTACHMENT 3, CROSS REFERENCE MATRIX (
PAGE)} WITH THE VERSION ATTACHETY TIIIS CHANGE 15 NECESSARY TO ADT ANTROR
COREECT "300 REF" PARAGRAFHS 8a THROUGH Xe.

TILE FOLLOWING PEN AND INKE CHANGES SHOUED RE MADE:

{1} Section ], BEP page 18 of 21, change Appendix A, Statement of Ohjectives date, from #10 Nov
997t O Dec 99

(2) Sectton L, 2.2 ¢, change ths following sentence from “Proposal files shall be in a formar that is
usable with Microsoft {M8) Word 6.0, MS Excel 7.0, and MS Power Point 440, to “Proposal fles
shall be in & format thar is usable with Microsoft (MS) Offiee 07

{1 Scction M, 2.0, Subfactor 2.1.1, change last bullet, last sentenee from “Proposal should provide
fur a sufficicnt number of skilled employees to assume responsibility of’ all C3OW raquirements
initially and during the trapsition period.” to read “Proposal should provide for a sufficient oqumber
of skilied emplayees tn assume respansibility of all CEOW requirements initially and during the
transition.”

THE DATE AND TIME FOR RECEIPT OOF FROPMOSALS REMAINS UNCHANGED.
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PART I- THE SCHEDULE
SECTION B
BUPPLIES OR SERVICE AND PRICES/CDSTS

Ext Est Cailing

kem Mo, Supplies/Services Oty Lin Total Price
{0m Nen-personal sarvices to penform faskings 2ssomated 1 LOT f_ 53.75M

with WPAFE Infeimation Technoiogy Suppert

(WETS) services on a l2ber hour basis

(see Appendix O for lahor rales)

AW CS0W dated L6 Dog 59
L0z Hon-personal services io pedorm taskings associated 1 LaT 5 _175M

wilhk WPAFE Infomation Teshnology Supgor

{WiTS; services on a firm fixed price basig

{see Appendix 0 for labor rales). (Same rates as Lsed

for CLIN DOOT).

AW C50W dated |8 Tinp 89 -
003 Cither Direcl Costy 1 Lar b M

As requirsd in Ihe perfomanse of CLIM 000
amd as more specihically defined in indivigyal
task orders To inzlode mciaeoal raining,
supplies, hardware, sofftware, maintenance,
W CSOW dated 16 Dec 99

NOTE: Materials, hardware, software, matnisnance, training shall be reimbursed a1 curen
publishied price. less any applizable dissounts privided tha!, in no event ssall the price be
in exr2ss of contractors price 10 s most favored customer, Applicabie handing charges
al aclual rales incemed, but nof exceeding the rates shown in dause H-568 will be allowed,

Y Travel Casis 1 Lar $ J25W
Ingumed incrdental Lo travet, per diem, ladging,
and yahicia rental required in performance ol CLIN 0001
and in actordance with the Joint Travel
Regulztion (JTR). Handling and GEA in acsordance
wilh dause H-568.
|AYY CSDW daled 16 llec B9

05 Data . 1 LaT [l
In sceordancs with Exhib 1,
Conteact Data Requirernents List
(CORL), DD Form 1423, 25
required on individual task orders

Section B - Addilkonsl Nohcas
MDEFINITE DELIVERYMDEFINITE QUANTITY (IDIC) ORDERMNG

2 Inacoordance with FAR 5221622 In Secfion |, INDEFINITE QUANTITY, the Govemment shall ordar any combination af the CLINE listed in Section B
totaling a minimum of £30,000.00 per coniracl. The tolal amaund of all oeders during the penad of the contract shall not exosed 3 magimum of §75, 0000, 0600, 00).
In aceordance with FAR 52.216-12, GRDERING, task orders for this conlract may be issied only by the contracting 29ency shawn in Block 7. Fage 1 (5F 1447,
b.  in addiion io this confradd, contract F336M 00 _TTF 00 1 hae alsa been awarded in suppoit of Ihe WITS program, The Govemment makes no
quaraniee thaf arders placad under these cuntrecis will be of equal dollar value. The total combined amount of all orders Dlaced agains! this and sontract
FIIGMO0.OE 0% wil nal excesd $75,000,000 .00,
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Bl CLALSES AKD PROVISIONS

) Clauses and prowisions from the Federal Acquesition Regutalion (FARY amd supplements Tevete ane Incorporaled m this document by feference and in ful
text. Those incamirated by reference have the same foroe and efeo as if Ihay were miven m full faxt.

b Clauses and provisions in this document will be numbered i sequence, but will not necessanly eppear in consecutive ordsr
(c) Sections K, L and M will be physically removed from any resultant sward, but will be desmed 10 be incomorated, by reference, in that award,

B-448  5352232.3001 IMPLEMENTATION OF LIMITATION OF FUNDS {AFMC) JUL 1097
{IAW AFMCFARS 5332 705-21c))

PART i - THE SCHECULE
SECTIONC
DESCRIPTION/SPECIFICATIONS/WORK STATEMENT

REFER T{_} SECTION J.
C-205  252.211-7005 SUBSTITUTIONS FOR MILITARY OR FEDERAL AR 1999
SPECIFICATIONS AND STANDARDS
(AW DFARS 211273
(d} {Cferor insert informahon ke 2ach SR process)
SH Process:
Fackty _

Mulitary or Faderal Specification or Siandarg:

Aftecded Confract Line llarm Number, Subling llem Higmber, Component, or Elermient:

C-851 INCORPORATION OF REFERENCE DOCLMENTS
Al spaciicalions, exihibils, drawings or odher documenis which ane referrad o n this contrac, whether or not sitsched, a0 incorporaied harsin by redevence,

PART |- THE SCHEDULE

BECTION E
WSPECTION ANT ACCEPTANCE
ES 522464 INSPECTION OF SERVICES-ED.ED-PRICE ALG 1305
(LAWY FAR 46.304)
E7. 522466 INSPECTION-TIME-AND-MATERIAL AND LABOR-HOUR JAN 1985
(AW FAR 45.306)
INSPECTION AND ACCERTANCE

Inspection and acospiance shall be acomplished as specified on ach indivickasl defivary order,

Ddiva‘yﬂrﬁerLeaderM!hinseumﬁjda};s. ¥ tha DD Form 250 iy meqinmmmmwmmmuwmm DD Fami 250 b tha Conractor
Giafivery Qrder Lesdar for comection, I the absance of the COTR, an allemate COTR shall assuma this responsiifty. In the absence of the GOTR and allemate
COTR, the Contractor shafl consud the Govemmen Sile Manaoer for drection. Fingl payment lor each defivery omer wil be axomplished by a fing 06 Form 250,
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E-35. LD FORM 1423 DATA INSPECTION AND ACCEPTANCE
(14 FAR 48 4011y and 46.503)
The Inspection and Accerance for Diata ilems are as shown on DO Form 1423 aftachad heretn,

PART i - THE SCHEDULE
SECTION F
DELIVERIES CR PERFORMANCE

Ff2 FERIOD OF PERFGRMANCE
(AW FAR 17 401(a))
Performance under this contract shall be from AWARD i) END OF YEAR FIVE {5

F-1dh. PLACE OF PERFORMANCE
[lAW CAR 11 dit(a)
Senvices under i coniract are required fo be peaformed at the following location(s)” AS DESIGNATED ON INDIVIDUAL DELVERY DRDERS FOR THE HOST
)

AND TENANT ORGANIZATIONS AT WEAFE AND ASSOCIATED REMOTE SITES.

F-26 5224245 STOP.WORK ORDER ALK 1349
(AW FAR 42,1305(0){ 1))
PART |- THE SCHEDULE
SECTION G
CONTRACT ADMINISTRATIGN DATA

-1, ACCOUNTING AND: APPROPRIATION GATA

TQEEL OHN INOR CRDERS
For the pumoses of this confract, the sontractor is hereby authorized to use cerlified volces in sy of 3 senarste mvoicing feport. The conbadior shal subymi
Wvpices to B8 CRISCXP ATTH: TED ALDG 676 B WRIGHT-PATTTER OH 5206 for certificabon, Lipon completion of the certifr=alicn
process, the certifving official shall o 2 copyfies) of the certified invoics o e designated payrnent office and 1 copvfies) b tha designated admenistration
affice,

Catificate of Services (Standard Fom 1034) shall be submitied in accordance with the: foflowing procedures:

Carfificrie of Services - The contracter ghall Submit in Iriplicate {criginal and 2 copies) 2 monthly Cartficate of Sanvice to the lask monitor for aach Crder,
which shall consis! of the Resolialed labaor classificallons and hours assigned to this contract, the number of person-hours worked by each negotiated labor
assifoaiion or the calandar monlh; fundad amount; maonthly and cumulated sxpendiurms: percentags expended: and the esliimats compede. Tha
Cedificaie of Service shalf also list the items of coal incurred in acromance with the Contract Line ltzms 00CH, 0007, 0003, and 004, Individual fiems
shiid inchude the lask oiders proposal fiem number

UpmdmmhaﬁmwmmmmdermwmmmmwmbymNnm.ﬂmfﬂhningstmiﬂadaﬂng
acceplabify shall be execired on the Sertificate of Saryice:

'lmﬁrmmmmmmmwbmmmmmmmue.'

[Task Moniter Name and Office Symbot (Caie)

{COTR: Name and Cffica Symbol)

)] Inwokces for publie youchsrs), Supportad by a siaterman nfmalfurplfmmnemdﬁﬁismmﬂ:t_ﬂdl mﬁmmainmemq:izamwmse Contract Audit
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Aurilor, as Ihe auhorizad representalive of the Conlracting Officer ko ExImining vouchers fegeiver directty from contractoes, wil Hansmd povisionally approved
vouchiers o the cognizant dishumsing office for paymeni,

G-210. 5352329000 REMITTANCE ADDRESS MAY 1566
(AW AFFARE 5332908
M the remiltance address is different from the mafling address, enler the remitiance addrizss below, Fallur (o provide this information may impact payment.

G-445 51522379002 CONTRACT HOLIDAYS (AFMC) JUL 1997
{IAW AFMCFARS 5337.110-90¢cj)

{a) The pricesicosts in Section B of the contract include holiday obsenances; actondingly, (he Government will nat be bilked r such hoiidays except when

5&rvices ane reguined by Iha Govermment and are actually performad on 2 hofiday. Holidays in addiiion to hose reflected in this contract, which are gesignated

by tha Gowemment, will be bilabls provided the assigned Coniractor empiyse was available for performanc® and was precingdad from such perlomanca.

{B] The following days are conlract holkdays; dll Faciara) Holigays

PART | - THE SCHECULE

SECTION H
SPECIAL CONTRALT REQUIREMENTS
M8t WAGE DETERMINATION
(AW FAR 22 1512.1)
Service Coelract Act Waga Delermination b 942415 REVI14), dated 21 MAY 1999, s atiachee hersto and made a part hersol,
H-526 OFTICN TO EXTEND SERVICES
(PKW 96106}

The Conlraziing Officer may provide wrilten nolice 1o the contracior exiending he pariod of perormance of Ihe eonkract for 30 aggregale period nol 1o
excead B months in accordance with coniract clause i-154, Option Io Extend Sarvices, ne less than 14 calandar days prior Io the expration of the
contract  The comiract mudension shall be at the rates speciiiad in e contiad scheduda for the pericd of performance immediately preceding the
extansion, adjusted only s alfowsd by |15,

H-568 MATERIAL AND SUBCOMTRACTED SERVICES HANDLING CHARGES




PART Il - CONTRACT CLAUSES
SECTION |
CONTRACT CLALSES

FAR 522522 CLANSES INCORPORATED BY REFERENGE
{IAW FAR 52.107(b)

Re St 7P I8 R petly D e rptpes U Clokn oo gt

http://farsite.hill.af mil/reghtml /dfara/dfaritoc. htm

hetp: //farsite hill . af. mil/reghtml/affars/affarltoc. htm

http: //farsite. hill . af. mil/reghtml /afmefars/afimcltos. htm

F13601-89-R-0052
Fage f of 2

FEE 1998

NOTE: After selecling the appopriate requlation above, at he *Table of Contents" page, conduct 3 search ke the desired regudation feference USiNgG your Brcswesrs

FIND funchon. When ncated, cick on the megutaion reference (hyparin).

HE. FAR PARA CLAUSE TITLE

11, 522024 DEFINITIONS
(AW FAR 2.201)

18 52233 GRATUMES
{lAWY FAR 3.202)

20 823035 COVERANT AGAINST CONTINGEKT FEES
Nl FRRLE (k)

21 52204 RESTRICTIONS CH SUBCONTRACTOR SALES TO THE
GOVERNMENT
{lav FAR 3503 2}

22 522M-T ANTHKICKBACK PROCEDURES
(IoW FAR, 3.502-3)

23 52 2Mm.% CANCELLATION, RESCISSION, AND RECOVERY
CF FUNDS FOR ILLEGAL OF MPROPER ACTVITY
(AW FAR 3.104-5(a)

-5 5220310 PRICE OR FEE ADMUSTMENT FOR ILLEGAL OR
IMPROPER ACTIVITY
(LAW FAR: 3.404-8{b)

-25C. 5220312 LIMITATION ON PAYMENTS TO SWFLUENGE CERTAIN
FEDERAL TRANSACTIONS
(L& FAR 3.808b))

|37, 523042 SECURITY REQUREMENTS
[LAWW FAR 4.404{a}}

[-39. 522042 PRINTINGICOPYING DOUBLE-51DED ON RECYCLED PAPER
{IAW FAR 4.304)

L8, 522005 PROTECTING THE GOVERNMENT'S INTEREST WHEN

SUBCONTRACTING WITH CONTRAGTORS DEBARRED,
SUSPENDED, OR PROPOSED FOR DEBARMENT
{1AVY FAR 9.40%(b))
102, 5221145 DEFENSE PRIORITY AND ALLOCATION REQUIREMENTS
LW FAR 11,604(b)
128, §22152 - AUDIT AND RECORDS-NEGOTIATION
(AW FAR 15.20K1))
1295, 522158 ORDER OF PRECEDENCE-UNIFORM CONTRACT FORMAT
(LW FAR 15 206(H)
[MC, 5221511 PRICE REDUCTION FOR DEFECTIVE COST OR
PRICING DATA-MODIFICATIONS
{I8W FAR 15.408{c)

CATE
QCT $505

APR 1084
APR 1084
JIL 1385

A

JUL 1995

JAM 1297
JAN 1957
JUN 1557

AUG 1998
JUN 1996

JUL 1585

SEF 1590
JUR 1533
oCT 1897

DT 1967



1360 52.21513

1350 5231515

HAGC. 5221518

R1E3 527167

1170, S2.Me-18

SUBCONTRACTOR COST OR PRICING OATA-
MODIFICATIONS

(IAW EAR 15.408/))

PENSION ADIUSTMENTS AND ASSET REVERSIONS
{lAW FAR 15.408(g))}

REVERSION OR ADAISTMENT OF PLANS FOR
POSTRETIREMENT BENEFITS {PR) OTHER
THAN PENSIONS

{I4W FAR 15.408()]

ALLOWABLE COST AND PAYMENT

(AW FAR 18.307(2) 1))

ORDERING

LAWY FAR 16 505(a|)

Farthe pumeses of this daise the Wankis} riars complelsd a5 folkws:
(b issied from AWARD through END OF YEAR FIVE 5],

HOTE:

171, 521515 ORDER LIMITATIONS

- {IW FAR 16.506(b))

For the purpases of this dausa the tankis] Is/are completed o inliows;

[a) §1,000.00

(b)1)  $75.000,000.00

{bli2)  $75.000,000.

(b¥3} 7 DAYS

(d)  7DAYS

H78, 522522 WOEFINITE QUANTITY

{IAW FAR 15.508(a))

Far the: purposes of this dausa the tank(z) is/zre complaied as fotiows:

(&) Contraciar shat not be required 1 make any delivenas undr this conyact atlar 160 DAYS AFTER EXPIRATION OF COMTRACT.
154 5221714 OPTION TO EXTEND SERVICES

{lAW FAR 17206
1210, 522154 MWOTICE QF PRICE EVALUATICH PREFERENCE FOR HUBZana SMALL BIUSINESS CONCERNS

DORDERING NOTICE
ONLY ASC/PKWI 15 AUTHORZED TOPLA
OTHER THAN THOSE AUTHORIZED HERE

{IAW FAR 19.1308(k})

{c] Waiver of evaluation praference.
[ ] Offesor adects to waive the avairation predarence,

Mg, 52194

RE. 5229944

R235, Er2B-13

UTILIZATION OF SMALL BUSINESS CONCERNS
{L8W FAR 19.7080a))

LIMITATIONS ON SUBCONTRACTING

{lAW FAR 12.508{e), 19811 ~He), and 19,1006 ()3

NOTFICATION OF COMPETITION LIMITED TO
ELEGIBLE {a) CONCERNS
(AW FAR 18 811-3(0)

Fuﬂww:posescfwsdmsamuw:{s}aempletedmmﬁ;

@

W &
1245 522229

248 52212

SHC code 7319
The Offerar il noiify the ASG/PKIN Contracting Offcer I WRITING

NOTICE TO THE GOVERNMENT OF LABOR DISPUTES
(1AW FAR 22 103-5¢a))

PAYMENT FOR OVERTIME PREMILMS

AW FAR 22, 103-50m))

Fox 1he porposes of s dlause the Blank{s) m/are completed 35 folows:
ta} dows nol eiceed ZERD, '

F33B01-39.R-m53
Page 7 of 11

OCT 1097
DEC 1994

QLT 1957

AFR 1998
OCT 19485

CE ORDERS AGAINST THIS CONTRACT. THE CONTRACTOR SHALL NOT ACCEPT AN CRDER FROM
BY.

COT 1508

OCT ja0s

4G 1969

JAN 1959

DT 1904

DEC 1565

LN 1909

FEE 1837
JUL 1889



1247,
l-253E,
-2,

274,

I-276.

278

" 283

|-254.

For the punoses of this gauza
It cxwrpiance with the Senioe
senvdice employees expected To be einployed undger

2222
52322.M
S XL

R Iz.35

52.222-36

52.200.37

2241

L2242

CONVICT LABOR
{lAW FAR 22,202}
PROMIBITION OF SEGREGATED FACIT ES

(IAW FAR 22 810{2)1)
EQUAL OPPORTUNTY

{IAW FAR 22 810

AFFIRMATIVE ACTION FOR B
YETERANS OF THE VIETHAM

FSABLED VETERANS AND
ERA

(1AW FAR 22.1368(aj{1], and DFARS 222 1208(s)1)
AFFIRMATIVE ACTION FOR WORKERS WITH DISABILITIES
1AW FAR 22.1406¢2])
EMPLOYMENT REPORTS ON DISABLED VETERANS
AND VETERANS OF THE VIETNAM ERA

(AW FAR 22 1308by
SERVICE CONTRACT ACT OF 1965, AS AMENDED
{HW FAR 22 1006(2))
STATEMENT OF EQUIVALENT RATES FOR FEDERAL HIRES
{IAYY FAR 22.1008(by)

THIS STATEMENT IS FOR INFORMATION ONLY:
[T 15 NOT A WAGE LETERMINATION

gency subedt to the provisions of 5 14.5.C, 5341 or 5332,
[ EMPLOYEE CLASS [ RATE
Computer Specialis! £25.78 PH
Computer Spectalist £ Programmer | $21 88 PH
I_ﬁ.nalys[] ]
Lomputer Specialist (Programmer | $2168 PR
Analyst}
| Computer Engineer 22158 PH
| Compuler Engineer $21.58 PH
Computer Specialls] £10.02 PH
Computer Assistant $13.53 PH ]
| Compuiar Assistant $12.22 pH 1
| Computer Specialiat §21.68 PH
Computar Assisian FI2Z2PH
Compuler Assistant LM PH
Compirer Opargior $1405PH
Telecommunications Tachnical $9.85 PH |
Compuler Assistant $8.06 FH i

the blank{s) iz'are completed 2 follows:
Conlract Act of 1985, 26 amendad, and tha requlations af the: Secmty
ihe contract and states the wages i

FI3501 89-R-9052
Fage B of 21

AUG 1505
FEA 1900
FEB 1868

APR. 118

JUN 1868
JAN 1035

MAY 1585

MAY 1889



285 5227243

292 SaEni

1204, 52293.%
L25, 52323-6
l-267E, 5232314
F32 52asdq
FE S22

L31Y, 522772

RIX L1

MEI7 522285
1388, 522327

Alt)
M F2232
92, 5223249
463, 52.232.17
04, 5223218
4B 5223220

(1) 30 days; £5%
408, S22%m

fc) 3 days; ase
(@ 30 days

0% 5ERE
12 5223225

FAN LABOR STANDARDS ACT AND SERVICE CONTRACT
ACT-PRICE ADJUSTMENT (MULTIPLE YEAR AND OPTION
CONTRACTS)

{TAW FAR 22 1006{¢)1})

CLEAN AR AND WATER

{16V FAR 731050y

POLLUTION PREVERTION AND F\:EHT-TD-H'.HDW INFORMATHON

[LAW FAR. 23, 1005)
DRUG-FREE WORKPLACE

{W8W FAR 21505

TOXIC CHEMICAL RELEASE REPORTING

{LAW FAR 2 907 (b

RESTRICTIONS ON CERTAIN FOREIGN PURCHASES
(AW FAR 25702}

AUTHOREZATION AND CONSENT

(LAW FAR 27.201-2(a)

NOTICE AND ASSISTANCE REGARDING PATENT AND
COPYRIGHT INFRINGEMENTS

(AW FAR 27 20721

FILING OF PATENT APPLICATIONS--CLASSIFIED
SUBMELT MATTER -

{IAW FAR 27 207-2)

INSURANCE-- WORH ON & GOVERNMENT INSTALLATION
(1AW FAR 28.310)

PAYMENTS UNDER TIME-AND-MATERIALS AND
LABOR-HOUR CONTRACTS

(1AW FAR 32.111iby)

PAYMENTS

{IAW FAR 32.111{ay1)

LIMTATION ON WITHHOLDING OF PAYMENTS
(AW FAR 22 111{c)t2))

INTEREST

(1AW FAR 32 617(2], andt 32.617{b))
AVAILABAITY OF FUNDS

(1AW FAR 32 705-112)}

LIMITATION OF COST

(LAWY FAR 32.7065-2(a))

LIMITATION OF FUNDS
{IAW FAR 32 705 24c))

ASSIGNMENT OF CLAMS
{IAW FAR 32 B06{a) 13
PROMPT PAYMENT

1AW FAR 32 90Bic))

Fumamrpmufu'ﬁsdausemequsjafmtedasfdm:

(25K} 14th
{by1} Jg™
I-416F. 52.232.2)
1417, 522341
419, 522311

PAYMENT BY ELECTRONIC FUNDS TRANSFER—
CENTRAL CONTRACTOR REGISTRATION

(AW FAR 32 1110¢a)1)

DISPUTES

1AW FAR 33.215)

PROTEST AFTER AWARD

FA3601-50.7 8050
Page 9 of 29

MaAY 1580

7R, 1084
APR 1998
JAN 1897

0GT 199
ALK 19597
JUL 1985

AUG 1996

APR 1884
JAM 1807

FEB 1957

APR 1384
APR 1964
JUN 199¢
APR 1984

APR 1984

APR 1984

JAN 15885

JUN 1997

MaY 1969

DEC 1998
AUG 1996
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{IAW FAR 331086y
430, 3223 PROTEST AFTER AWARD - ALTERNATE | JUM 1585
ravy FAF 23, 106{0)
W78, 522372 PROTECTION OF GOVERNMENT BUNLDINGS, EGQUIPMENT, APR 1964
AND VEGETATION
(TAW FAR 37.1100k))
l-479. 511373 CONTINUITY OF SERVICES JAN 1991
{4 FAR 37 110(c)}
531, 522433 PEMALTIES FOR UNALLOWABLE COSTS OCT 1885
{IAW FAR 42.700.6)
1£32, 82424 CERTIFICATION OF FINAL INDIRECT COSTS JAN 1057
{IAW FAR 42703 200}
fe} The cartificate of final indirect costs shall resd as fllows:
CERTIFICATE OF FINAL INDIRECT COETS
This it erlify that | have roviewed this pvoposal to establish final muired cost rates and to he best of My knowledoe and beliat;
1. ﬂllmtslmlﬁedinlrﬁmdﬂmm]mmbﬁshﬁrrsiiniir&:lmslsral&sftr identf iod coversd
rate) ae alkwable in accordance with the 205! principles of the Fadaral Acquisiicn Regpulation {FAR] and its supplemente aoplicable o the
Contracts ko which the finaf indireel cost rates will apply; and
2 This picposal docs ot molude any cosle whith 2 expressly unaliowable under applicable cosl primgdes of the FAR or il
supplernents
Fir; JAukima, Ine , O
Signalure:
Name of Cartifying Officiad: Daref E_Wicker
Tille: YE of Ferance
Date of Exacation: 165-Der 0
541, 5234213 BANKRUPTCY JUL 1955
{IAW FAR 42 3903)
FHE 52 CHANGES—FIXED-PRICE AlLK5 1987
[AW FAR 43 205¢2)(11)
T 522431 CHAHGES—FIIED-PHICE—ALTERHATE i ALIG 1987
{IAW FAR 43 205K 3))
508, 51243 CHANGES--TIME-AND-MATERIALS OR LABCR-HOURS ALK 1987
{IAW FAR 43 205}
574, Sl2adg SUBCONTRACTS FOR COMMERC AL ITEMS AND QCT 1898
COMMERCIAL COMPONENTS
(AW FAR 44407
590 522459 USE AND CHARGES [DEVIATION) APR 1584
(1AW FAR 45 106(1).45.202-1, 45.205{c], 45 302-5(c),
45.303(2)&(5), 45.407{d], and DOP Mama dated
30 Aug B9, DAR Tracking ¥25-0001)
1£d3., 5224620 WARRANTY OF SERVICES APR 1984
{lAYY FAR 46,7100
For the pitpeses of this dause the bank{5) are completed 25 foffows:
fl) WITHTH 20 DAYS.
HE3X, 5224625 LIMITATION OF LLABY MY-5ERVICES FEB 1097
(AW FAR 48 805
RET1.  SLME9 VALUE ENGINEERING [DEVIATION) MAR 1483
{IAWY FAR 43.201{h), @ DOP Mhemo dated 10 Jun 2,
CAR Tracking 459-00008)
682 51is0e TERMMATION {COST-REMELRSEMENT) SEP 1355

1AW FAR 45 503(a)01])
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MEGE 532405 TERMINATION [EDST-REHBURSEMENU - SEP (9
ALTERNATE IV
fLAWY FAR 49,503 a)4])
623, 522408 DEFAULT (FIXED-PRICE SUPPLY AND SERWICE} AFF 1984
(AW FAR 49.5047a% 1)
710, 5224914 EXCUSABLE DELAYS APR 1584
{L4W FAR 49.505(d)
73, 522%3.6 AUTHORZED DEVIATIONS IN CLAUSES AFR 1984
{lAW FAR 52. 1071
For the: puipases of s ciaugs the blankis) istare complated 3¢ e e
{b} Defense F it |=tlon Supolameqt (48 CFR Chapter 2
750, 52251 COMPUTER GENERATED FORMS JAN 1961
(LAWY FAR 53 111)
B0 252201-7000 CONTRACTING OFFICERS REPRESENTATIVE DEC 1981
(AW DFARS 201.802-70)
1A-22 2522037001 PROHIEITION DN PERSONS COMVICTED OF FRALID MAF 1599
OR DTHER DEFENS E-CONTRACT-RELATED FELOGNIES
{AW DFARS 209.570-5)
IA-24, 3522057002 INSPLAY OF DOO HOTLINE POSTER DEC 1841
{l4W DFARS 200.7007)
1A-3%F 252.304-T000 DECLOSURE OF [NFORMATION - DEC 1591
(1AW DFARS 204 40470 )y -
A-13. 522047000 CONTROL OF GOVERNMENT PERSDNNEL WORK PRODUCT APF 152
{law BFEARS 20440470000
IA-34. 250304-7004 REQUIRED CENTRAL CONTRACTOR REGISTRATIDN MAR 1395
AW DEARS 204.7304)
(Mol applicabie [0 awards with formign vestioes and foreign pedomance)
14350 252.204-7005 ORAL ATTESTATION OF SECURNY REQUIREMENTS ALK 1909
{MW CRARS 20 404-70ich
540, 252.205-T000 PROVISION OF tNFORMATION TO COOPERATIVE AGREEMENT DEG 19
HOLDERS
{IAW DFARS 205.47D.7|
-390 Z52N0S-TON ACQUISITION FROM SUBCONTRACTORS SUBJECT TD NOW 1385
ON-STTE NSPECTION UNDER THE INTERMEDIATE-RANGE
NUCLEAR FORGES (IMF) TREATY
AW DFEARE 209103701
W-82  252.308-7004 SUBCONTRACTING WITH FIRMS THAT ARE DWNED OR MAR 1558
CONTROLLED EY THE GUVERNMENT OF 4 TERRORIST COUNTRY
(AW DFARS 305.409) :
M-152 252145 Fo00 FRICING ADJUSTMENTS OEC 19
(AW DFARS 215.40801))
l4-243F. 25 Ha-7000 SECTION 8{a) DIRECT AWARD JUN 1898

) (AW DFARS 219.811.3(1))
mmmummmwﬂaﬂemmmmm
LH M—Mﬂ__sum RA —

lA-243), 252.H8-T010 ALTERMATE A JUI 1509
{Alemate to FAR Clauss 52 7913 Malification
of Compatition Limited to Eligibin &a) Concerns)
{lawW DFARS 113 811-3(2p)

142430 252.218.7071 NOTIFICATION TO DELAY PERFORMANCE JUN 195g
1AW DFARS 219 811-3(3)
A-280, 2922237004 DRUG-FREE WORK FORCE SEP 1588

(LAY DFARS 229 570-4¢a)
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1A-282 252 223-TO0G PROHIBITION ON STORAGE ANRD DISPOSAL OF TOXK: APR 1593
AND HAZARTOUS MATERIAL S
{LAW DFARS 223710
203 252057047 PREFERENGE FOR CERTAIN DOMESTIC COMMODTIES WM&y 1500
(LAWY DFARS 225 T002-3a))
14312 287 3357035 RESTRICTION ON ACQUISITION OF FORGINGS ) B
1AW DFARS 225.7102-4;2)]
M-SR 25 2281026 REPORTING OF CONTRACT PERFORMANCE OUTSIGE THE MAR 1598
UNITED 5TATES
(AW DFARS 225 7203
IA-3124. 252 225- 1011 SECONDARY ARAR BOYCOTT OF JSRAEL JUM 1947
{IAW DFARS 225 770-5)
1A4-332. 2519770 RIGHTS W TECHNICAL DATAHHDNEGMMERCML MEMS NV 1585
(AW DFARS 227.7102-Xb), and 227 7102-6(a)}
{e) 8] The Contractor assears for itsek, o the persons identifieg below, that the Govermmenrs nghts (0 use, refexte, or distise the following
kechnical data should be restrictad-.
Technical Data Assartod Name of person
10 be Fumished Basis lor Rights Asserting
With Restricions* Assertion* Catmgony™ Reslrictipng e
- _

Ganerally, e develpprment of an ltem, component, ar process a privale expenss eilher exciirtively o partially, is the anly basis for a5serting restictions on

the Gevernment's righls t use, relaase. o disclose (ochnicsl daa pertaining ko such items, componenis, or processes. Indicale whether developmant was

axclusively or parfally at privale expenze. If development was not gt privale Bxpense, enfar th spaciiic reason for asserting thal the Govemment's rights
restricted, '

Enter assertad rights TGy (2.4, Jovemekent pumpcse koanse fights from a prior contracs, rights In S31R data penerated wnder anolhar coniracy, limited o
QaveMMeEnt purpase Aghits uncier fhis or a prinr Contrac, or specilicatly nepoliaied licenses l.

Corparation, indrviu‘ua‘,unxharpersm, 2= APpNriate.
Dizim .I'I--‘!l ! !! "!‘, 4
Printed Mama and Title (=8 e VP

Signature T
s {End of identiication and sssertion)
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fiks rrarkings.

Cata defvered or nivenwise fumished 1o ﬂmGauemnmtmmarighlsshaubemaka:rasfchr

jal Beanee rahts mankd

GOVERNMENT PURPGSE RIGHTS
Contract No.

Contractor Name _

Conlractor Addrems .

LMITED RIGHTS

Contract hay. .

Contracior Name _ —
Contractor Agdress

{f0ata in which the Govemment's nghts stermt from a Spocifically negotiatad license shafl be miarked wilh the following legand:

SPECIAL LICENSE RIGHTS

The Govanement’s fights to yge, rnodfy, Reprocucs,
relzase, perorm, display, o discioss these dats ae

fES‘MdH:lbemlraﬁNn.“_'__

Murrbar) , Licanse No.

{Ireserl conracy
{inser licensa

e tifier - Any repmduction of lechical data
umﬁwumwwwmfsbgamnmalm

resrodute e markings.,

(End of legend}
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8330 25:37T-70r4 RIGHTS IN NONCOMMERCIAL COMPUTER SOFTWARE anND - JUIN 1995
NONCOMMERCIAL COMPUTER SOFTWARE DGCUMENTATION
1AW DFARS 227 7203 &a01))
LA-3370. 252 297 1t RIGHTS IN BID OR PROPOSAL INFORMATION JUN T35
(1AW DFARS 227 2103-61e).1], 227.7104fe¥1),
or 227, 7203-6(k))
IA-338G. 253.227-7019 YALIDATION OF ASSERTED RESTRICTW.CGMTER JUN 1095
SOFTWARE
{IAW DFARS 227.7104{2)(3}, and 27 T2036eh
B-M7. 250133700 TECHNICAL DATA-WITHHOLINNG OF PAYMENT OCT 1088
{lAW DFARS 227 TH03-8e)(2) or 27 7104y}
For the purposes mmisdm.mmmmmmmwdmmammmm.
IA-252. 25223T-T03%6 DECLARATION OF TECHNICAL DATA CONFORMTY JAN 1997
{lAW DFARS 227 7I00-5(eK ) or 287 71 04{m5)
14-353.  252237-7007 VALIDATHIN OF RESTRICTIVE MARKINGS ON TECHNICAL SEF 1995
DATA
{I4¥ DFARS 227.7102-3c), 227 T103-5{e)4),
227 T1D4e)(B), or 227,783 Bif)
%328, 232.231.7000 SUPPLEMENTAL COST PRINCIPLES DEL 189
AW DFaRS Z34.100-7101)
32 251 242-7000 POSTAWARD CONFERENCE - DEC 180
(AW DFARS 242 570)
L5245 252 2437007 RETHIESTS FOR EQUITABLE ADWJETMENT MAR 1998
[IAW DFARS 743 205-72y
[A4-F45. 252 247.7000 TRANSPORTATION DF SUPPLIES BY SE4 HOV 1965
AW DFARS 257 573
IE-305 5352 204-2000 ROTIFICATION OF GOVERNMENT SECURMTY ACThviTY MAY 1205
{lAW AFFARS 5304 404-50)
B-306. 5352 2045004 VEITCR GROUP SECURITY AGREEMENTS MAT 1905
HAW AFFARS 530,404-50)
1B-311. 5352 276-5DM AWARDING CRDERS UNDER MULTIPLE MY 1995
AWARD CONTRACTS
{l4W AFFARS 5316 506)
Foe the purposes of tis clayse: the blank(s] is/am completed as odows:
6] ALTH
(1} Tha Govemment wi reques! hat each rmuliple award contraciy submit their Ischnical andior man agenal approach, PECESSAY, and
Costiprioe
estimite in response to the Bovernmants work statement.
(2 The response may be Frecefiled o lhe Governman sier erally orin writng.
{3 The Gavemment will izsue o based on an Sssesament of the tachnlca] approach, estimated (gl oosliprice, and past
perfomance n making awarde under this paragraph,
@ Ombirdsman is MR PLAJSTED, {37) 2554095, 1790 10™ STREET, R 208 WFAFH CH 45473,
fe) 5221872
B-321 535} P21oom ELIMINATION OF LJSE OF CLASS | OZONE MAT 1506
DEPLETING SUBSTANCES CDs)
(AW AFFARS 53238907}
For the pumases of this chause the bankls) is/ars completed ax flows:
(d) NONE
Subnianms - AppicationUse Chrantity {Tbs)
B-321. $352.223-9001 HEALTH AND SAFETY DN GOVERMMENT INSTALLATIONS JUN 1897
(AW AFFARS 53299002
B-343. 53522429000 LONTRACTCR ACCESS To AR FORCE INSTALLATIONS MAY 1536
(WW AFFARS 5342 490-1)

For the purposes of (his class the blankfs) is/are compiated 25 follows:
{t] NONE
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E-411. 53522089007 ORGANIZATIONAL CONFLICT OF INTEREST [AFMC) JUL 1607
AW AFMCFARS 5309 507-30(a) 1), ang £315. 200907

(@) The following restictions and definitions apply b preven! conflicting roles which may bias Ihe Contractors judgmant o Sbijectivily, or to procluda the

Comractor ioen abtainng an untair Eompesive advamage in corourent or fulne acquisiiong

(1) Oescrpbions ar efindians,

“Contraciar’ means the businass, enlity receivng the award of [his eoniract, its parents, affiliates, divisions ang slhsrrfianas,

"Devalopment” means all eforts fowards salution of broadty-defied poblems. Thig My encompass Jesearch, evaluating laganizal feasibutity, preaf of design

and lesl, or engineering of Rregrams nat yst appraved for scqulsifion or QpEr Lo

"Proprietary Information® means all information designated as propriefary in accordance wiih law and regutatian, and sl in sonfidence or ieclosen unde-

restnciian bs prevent uncontroled distibution, Examplas include iimited or resk:icted data, Uace secrets, sensitive fnancial mlomatian, an computer

software, and may apyiear in cost and pricing data or involve Z2assiicd injermation.

*Bystem” means the syslem that & the sirtyect of this contract,

"Sysler Life” means all phases of the Systermn’s development, productian o slppor.

"Systems Engneening” means prepaning specifcations, identifying and resalwng inferface prablems, asveloping les! requiremens, evalualing [est dala ang

supenasing design,

"Technicat Direction® means developing work statements, telenmining paameters, direcing other Contraciars® oparations, of resclving technical cNirverses.

{2} Restrictions. The Conlractor shall perform Syslems angineenng andlor lechmical direchizn, but will ned have sverall contraci respans hifity for the systen's

develupment, inteqration, sesembly and checkout, or sroduction. The partias recogaize that the Cantractor shan acCURY 2 hisghly influeatial ar responsine

positlon in delermining he syslem's basic toncepts and supervising their exacifion by other Contactors. The Cantraciars jugament urd recammendatiang mus:

be obeciive, impartiat, and independenl. To avoid e Prospedd of the Contraciors judgment or recommendations being influsncar by its own produsts o

capabililies, it is agreed thal the Confractor is predluded for the dife of the system from award of 2 Dol cantrac 1o supply the Eystem ar any of s mayor

cmponants, and from actng as 3 subconiradar or consultant 1o a Dol supolier jor (he Sysiers or any o its major campanents.

BA1F,  5352.208-9002 ORGANIZATIONAL CONFLICT QF INTEREST ~ ALTERNATE I {AFMC] Jub 1997
AW AFMEF ARS 5305 507500 )

As pressies it £302 207 Sap4l ade e fobane sioaziast o g beae SiZuse sunzant a'ly 24 wrHar,

(®  The Contracto may gain acmass o proprietary information of alher companies uring contrac| performance, The Contracier Erees o enber into company-
o-Company agreements to (1) protecd other GoMpany's nfarmation lram unauirorized yse or disclosure for as long as It i consicered propriedary by the olher
company and (2} o refrain from wsing the infomation o any purpnse other than ihat for which it was furrsisned. For information Purpeses, the Conlractor sharl
fumish copies of these agieaments o the Contraciing Olicer. Thesa Oreements ars n Intended 1o aroiest information which is available 12 the Sovemment or
|a the Contractor from other sources and furnished waluritawily withoud restriction

[E-411H. 5352.209-5002 ORGANLZATIONAL COMFLICT OF INTEREST - ALTERNATE V {AFMC) JUL 1497
(tAW AFMCOFARS S305.507-MKa)iRy)
A5 presoribed n S300.507-%% aNk), add Ihe Idfzwing Saragraph fb) 1o e pagie tlause, substanitially a5 writien. K more than ane Adlemats is used, renumber

this parageagh Bcoorgingly.

by The Sontrador agrees o accapt and to complate issued delivery orders, provided that no new argamizational confics of interest are sroared by the
doceplance of tat order. The Conlracting Cfficer shal wientify the erganizational conflic: of intevest in sach erdar, The Canlractor shafl nat contract with
Govemment prime Contractors or firsidier subcontractons in such a Wy a5 fo reale an organizatlonal conflict of injeres],
B4114. 5352.208.5002 ORGANZATIONAL CONFLICT OF INTEREST - ALTERMNATE V1 AFIC} JUL 1997

{lAW AFMCFARS 5309 507-%0aN )
A3 prescribed m 5309.507-90(a}7), add the following paragraph B) to the basiz clause substartially 3z writen, If eiltar Altemate [l or 1 or both ara med,
fenumber this paragraph sccomingly,
(8] The abews restricthons shall be induded in at Subceniracts, leaming arangements, and oiher areements calling for peormance of work which s subfect

1o the
organizational confict of interest restrictions identifiad in this clausa, unkss excused in wriling by the: Contracting Officer.

3423, 53522159000 TRAVEL [AFMC) JUL 1557
(LAWY AFMCFARS 52315.208.90¢k)]
&) The Contractor may be required Lo ravel within the configuoys Unded Sides and cverseas The Contracior may be required 1o Tavel by

Govemment-provided Iransportation, Trave! requircriemis will bc refmbursad by separale voucher and must be anproved i advance by the Contracting Oficer. Travel
requirernents wil be lentifed, poposed, and negotiaied m mdividual task orders on @ osi-eimbusement basis.  Billable ravel cosls am ar fare, ground
Tranaporiabion. and per diam costs, nol labor haurs. The Contractor shall be responsisle for oBlanIng ahy paszpos or yisae and MakingG Iravel amangemants 1o gnd
from any CONUS location.
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1) Per dism, o fare, and a8 pther aMlowabée: IFaved costs shall be seimbursed in scoondance wiih dhe Faderal Aonuisition Regulation. Al
Uravel within overseas areas shall be approvad m advance by the Contracing Officar
(2 The Gevernment may provide travel 1o and from ovarseas work sites via Air Mobiity Command (aC) fights, ¥ available. AMC ravet
fees may be Contractry-paid and invorced I (he Govemnent. The Sovemen* wil ne fesponsitls fof olaining dravel clearaces and Issuanee of any
fequimd Special pmers, .
(k) Use of AWK transportation shall be approved in advanoe by dhe Contracting Cfiver o designee. Ordarg ahonzing AL ravel wif specify e Contracior's
Customer Ideniffication Code {GiC). tf the Contractor does not have CIe number, ihe oicers will state *special account handing: Lilling for AMC Iransportation wii [+
forwarged 1o {1441 Mctormick Dvive Largn, MO 26774 - Usa ol AMC ranspantation
s subject to avallabilty

order. Travel by claricsl support perscnngl sha be appitved m advance by the Caniracting Officer
15424, 53522159010 TRAMNING [AFMC) JUL 19497
(LAW AFMCFARS 5315.208-500))
fa) When trakning is conducted at a Gavernment site, Govammeni-furmishad facilives ang soupmed will be ullized nchuding dassicoms, tvormead Propectorg,
scaen, chalkboars, and equipmant insgalled unaer (his conlract,

fh] The contractor shall be MEFpOnSibis inr
{1} Fumishing afl traning marurals, schematics, drawings, charts, and franspatencies requimd to conduct fraining. A copy of & traming matcrizle will
be provided 1o the Govamment Funchong| Area Evalualer {FAE sea AFMOFARS 5L37.51) Ik review and appioval;
{2} Fumishing all equipmen necessay 10 alectively madudt e training program excep Bquipenent that is speciically inentfied HeEuiore in fhe
Conlract a5 baing fumished by the Gevemmant; ang
M) Condugting fomat Iraiming spprosimalely eight hours per day (excluding weekends and Govemment hodidays).
{r] The povemmend FAE wif be the Nt o contact for coordmating raining dates,
E-440C  5352.217-010 ASSOCIATE CONTRALTOR ACREEMENTS (AEMT) 4k 185T
{lAW AFMCFARS SA17.8203¢))
{a] The centractor shall enter inln Associate Cantractor Agresments [ACA] for any postion of the cantract requlking foint Rarticipation in the accamplishimean) of
the Govamment's requirement, The agreaments shall indlinde the basls (o shaning information, gata, fechnical knowledge, expanise, andior resources essential
1o the integration of the WRIGH I-PATTERSON INFGRMATION TECHNDLOGY SUPPCRT which shall ensyre the greztest degree of cooperation for the
davelopment of the prograrm o mesr the lams of the confract, Associae coniraciars are isked in ¢h) bedow.
(] ACAs shall inclurke the following neneral information;
{1} Identfy Ihe associate contractors and their relationships.
e Idantity the program involved and the relevani Govemment contracts of the S4EDGAE cont-actors,
{4}  Describe Ihe associate coniractor interfaces by grnergl subject matier,
{#)  Specify the categores of information o be exchanged or supont Io be provided.
(%] Inchude the axpiration data (or evanl) of the ACA,
{8} Idantfy polentsl conffcts between relevant Governmeant contracis and the ACA: indlude agresmarnits on Protection of proprielary data and resirictions an

BMpGYeEs, -

disagreement with an gssociale contractor. .

{fy Liabily for the impropaer disckrgurs of any propristary data contained in or refereneed By any agreement shall rest with he Fartics Io the agreement, and pot
the Government,

(8] Al costa asenclated with the SNEEMERtS are included in tha regoliated cast of this coniract Agrsements may be amended as reguired by the Govemmen|
during the perfarmance of his contrat

(81 The inllowing contracions are assodate Loniractors with whom agreements are requitag:

COMTRACTOR ADDRESS PROGRAMICONTRACT
TED
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1B-462. SM52I2T-8000 EXPORT-CONTROLLED DATA RESTRICTIONS [AFIC) JUt 1Bay
(AW AFMCFARS 5327 801190))
(3] For the purperse of this dause,

goverrment. a forsion-owmed or influencad im CORFaNON o pergon;
3 Foreign soumes are: those soures (vandoes, subcontraciors, ang SURRars] pwned ang conticlied Oy & loreign perscr; and

e} The Contractor shaft place 3 clauss in subconiracts ConLaming appopniate export cong resirictions, sed fonh in dhic clause

{c} MNething in this clsuse waives any requinemant imposed by any other U5 Govemmear gency with respect to employmeny of foreian nalionals or EE

work, Buipmient, or data 1o which the person will have actess, and whether jha fereign persoy: is deared 1o have 3000ss Io technical dala (Dol 5?213'.22I~Iv:, Matiaral

Incuslrial Security Program Elperating Maniat {HISPOM)},
[B-483C. 53522779002 VISIT REQUESTS BY FOREIGH-OWNED OR CONTROLLED FlRMS {AFMC) JUL 1837
{LAYY AFMCFARS S327, 5002 )

fal Frime Cantracko's which are forengn-omned or coninollad and Fequite access 1o a LS. Governmen) instaliation shall submi yizit Mquests thraugh thaie fnssgn
embassy n Washington, (. & leagl 33 days price to the propesed visit date

{7} Subroniractors which ap foreign-ouned or controied and require acoese in 3 U5, Sovemmant instaiabon shall have their Frime Contractor submit 2 vigh
Fequest i the senwity police office of the base beeinug wisfledt af least bwo weeks bhefira the erheguizd mesfing.

4] Canadian Contractors and Canadian Qowernmant ?errnplnraes may dimcly amanne visis by having Ihair security office submit 3 vigkl reques! [p the Securily
palicy office of the base being visited  Inzst ws Weoks befiea the schedulmd freating

IB-465C. 3352.226-5004 INSURANCE CLAUSE IMPLEMENTATION {AFMC) JUL 1287

(AW AFMCFARS 5320 310(a) and 5328.311.1)
IB-435C.  5352.237-9000 EWPLOYEE QUALIFICATION (AFMC] JUL 19a7
AW AFMCFARS 533710501 a)

{B488C,  5152237-9001 CONTRACTOR IDENTIFICATION {AFMC) JUL 1887

{IAW APMCFARS 5337, 110-00b))
{a} Contractor pereanngl and (heir subconiraciors mipst idenlify themselves as Contractors or mubopniacion turing mestings, telephong crAversalions, m

slectronk Messages, O coRespondence raiated (o this conpract,

{& Contractor-tocupied facities forn AFMG or gifer Gavammant Wnstaltalions) such as officas, separste FoOME, oF cublclies mus) ke chearty -idenljﬁsd with
Contractor suppled sigre, name Plates or other identification, ahowing that these are work areas for Contractor or subcontracior PN,

IB-515C. 552 245-5004 BASE SUPFORT (AFMC) JUL 1047

{tAW AFMCFARS FHE.105-000a)
Base support shi bemdedbyﬁu&verm! 1d]

{a) Base suppont incluges Govemment-contrpied WG 500ce, materid, Buipmen, Services hiluding automatic dats
procassing), or ather support fexciuding use of tha Defense Switchad Metwork FDISM]] which the (Sovemment detemings can be made avaiahle al,
o through, 3y Afr Forse instaltafion where this Contract shall be performed. Al Givemmant Property I the: pessession of the Conlracor, prowiced
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i) The Air Force insialations prowichng the support shalf be listad in Subparagrach e, and the Govemment Support 1D be
tumished by each installaticn under this contract sholl be listact mn Subparagraph (D,
{t} Unless otherwisa slipulated in the coniract schedule, suppont shall e provided on a na-chargefor-use basis ang the value

shall be & parl of ihe Govenmeni's fontract consideration,
{d} Tha Contractor agress. 1o Immethately repoit fwith 2 SopY lo the eagrizanl CAQY Inadequades, detectve Govemmen;-
Fumished Property (GFFY or nanauaitatifty of support stipudated by e condract schadute, togeiher wilh & recommended plan for oblaning the

auihorized reprasentalive) shall ool purchase, or olferwise fumish any base suppor requaremant peovided by the clause (or autharize others In oo
soh, withoul piioe writhen Wwﬁdmmmngﬂﬁmmgardrg te price, tevms, and conditions of ihe proposed purchase, of apomval of oy
Arandements.

(2] Fodowing are mstallallons whemn base suppord wil be pravided TO BE SPECIF CH INCIWVIDU ELIVERY DRDERS.

in The Govemmenl support 1 be fumished under this contract & TO B ECIFEED DMVIENIAL DE CROERS.
Becauze of the natuee and tocationfs) of the work perfimed, tha valye of such sqinpmen is undejenminatle. The Contraciar shal not inGur any cost
resultng from rosLpnoon price io Contracting Cfficer concinmence in accordance wrih this. cfage,

1B-S150. 5352 245-5004 BASE SUPPORT - ALTERNATE | [AFMC) JUL 1987
[1&W AFMCFARS S5 1055 a0
Add the following paragraph {g} 1o the basi: dause:

reesiriction,
PART It LIST OF DOCUMENTS, EXHIBITS AND OTHER ATTACHMENTS
SECTION J
LIST OF ATTACHMENTS
{AN listnd attachments are 3t the and of this decument)
FORM NR me DATE HR OF PAGES
OC Form 1423 Exhibit 1, Conlract Darg Fequiraments List 19 1L o9 g
08 Fowrm 264 Exhibit 2 Conlract Sacurity Classification Specification 10 ALIG 59 -
Appenti A Staterent of Cbjertives 2 JUL 9 {Drafty 4
Appendix B Labor Category Descriptions 21 DCT 99 (Deaky 5
Appandiy ¢ Wage Detsrminaiion 2T MAY 59 B
B-2413 REV14}

Append: D Loaded Laber Rafe Chart {Unknown-dated by Offeror) 1
Appendx £ Allemale Dispules Resolition Memondum of Agreemen {Unkncwn dated ty Offeror 2
Alch 1 Saction L 10 Mow 99 38
Atch 2 Saction M 10 Ny 89 -]
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88 CG/ISCCM
Fram: FOIA [foia@foia.com]
Sent: Saturday, January 10, 2004 12:43 PM - :
To: Lynn Kane@wpaft.af mil U F. R. ﬁ:}i /PKMI
Subject; MNew Request for F33601-00-0-PO02 2 of 4 CONTROI, #_9%=f EL W
' DUE DATE_. 4 f2b 03

Importanca: High
Lynn:

Fod morning, under the previgions of the Freedom of [(REormatl lon Rot, T
hereby request a copy of the followlng documents relsvant bo
Coneract F33E601-00-TU-PCCZ .

(1) Contracts

{2} Mods

{3} Dalivery - Task Orders and any modification thereta

(4} All Contract deliverables to include manthly reports, status reports, GDRLS,
and financial reports, for the last six months

(5) Winning proposals [only if incoporated and releasable portions]

NOTE: Flease contact me if items 2 & 3 are voluminous.
T agree to pay rgascnable foia fess, however, please antify me 2f these

fees exceed 375.00. Thanks! Tani Walters, Dizsctor ofs FOTA Group, Ing.
1L 8. Whiring =S¢, 1lsth Floor, dlexandria, wa 22304 (723) 461-3&05.

1/12/2004



Kane Lynn € Civ 88 CG/SCCM rr\ P d&LkéfLUi'

__ A — ____ N
From: FOIA [foia@foia com)
Sant: Friday, January 20, 2004 3:15 PM
To: Thempson George Ann Civ ASC/PKWI
Cc: Kane Lynn C Civ 88 CG/SCCM; Thomton Frieda M Civ ASC/PKWIS
Subject: Re: FOIA 04-137LK, Multimax and FOIA 04-1350LK 'WITS

{George Ann:

Good afternoon, per our telecon we agree lo take the documents as you
racommend below, .

Thanks,

Lani Walters
FOIA Group, Ine.

Thompson George Ann Civ ASC/PKW | wrote:

>Based on my talecon with your office (FOIA Group Inc.}, | have the following suggestions and
recommendations ta revise your recent FOIA request in an effart to expedite the request. The subject material
was requested by your office in Jun of 2000 and the resylt was 3 partial denial from the Staff Judge
Advocale's office here at Wright Pattersan AFB.

>

»The partial denial included 1) Appendix F, (Contractor Statement of

>Waork), 2) Appendix D Rates, 3) Special Contract Requiremant Clause

>H-568 (indirect rates).

>

-

>Your present requests includa:

-

>1.Confract

>2 Modifications

>3.Delivery - Task orders and any madification thersto

>4.All Contract deliverables to include monthly reports, status reports
>CDRLS, and financial reports for the |ast six months 3.Winning
>proposals { only if incorporated and releasable portions)

-

-

>Far item 1. Request: Contract specifically excluding the above partial
>denial parts.
s
>foritern 2, Request: Distributed modifications to contract
=
>for item 3, Reguest: The most recent task order issued including
»distributed modifications to that order {(note there are approximatety
>40) delivery orders to this cantract, many of them are clased, providing
>putdated information).
=
>for item 4, Remove 4. These will all be a partial or full denial.
»>The monthly reports do not come to this office, they are delivered to the wsing office. They contain contractar
invoicing amounts as well as business solutions. Rounding up these reports to take to lagal for the denial will
be expansive, time consuming and non-productive for your customer.
-]
>for item 5, Remove 5. The winning proposals were not incorporated into
1



>the contract,

>

>

>Estimate of Government costs

>

>These documents are not available electranically, thus paper copies
>will be made ($15 for copies, $20 for labor).

=

>If you request as | have suggested the cost will be around 100 dollars
>per each FOIA request.

>

>If you request all of the "approximately” 40 task orders for each
>contract plus the distributed modifications you will add 200 - 500
=dollars in labor.

>

>If you have questions, please call the undersigned.

-

-

o™

>George Ann Thompson

>Contract Negotiator

>ASCIPKWI

={937) 2574774 ext. 4432

=

YoV v




. F13601-9%-r-goss
ADDENDUM TC DD FORM 254
08 February 1999
USE OF SPECIAL INTELLIGENCE MARKINGS

Exhibit 2

|. Authorized Controd Markings of intelligence Information

&, "Dissemination and Extraction of Information Contralled by Qriginator (ORCON)".

Phis marking may te used an! ¥ on classified iniclligence that clearly identifies or would
reasanably permit ready identification of inteiligence sources ar methods that are particularly susceptible
) countermeasures that wauld nuilify or measurably reduce their effectiveness. It is usad to enablc the
criginator to maintain continuing knowledge and supervision of the further uge of inteliigence bevond the
erigtnal disscmination. This control marking may not be used when access to the intelligznce
information will reasonably be protected by use of jts classification marking (i.c. Confidential, Sccrat,
Top Secret), or by use of any other control marking specified herein.

b. "Not Releasable to Foreign Nationals (NOFORNY"
This control marking is used to identify classified intelligence material that may not be released

in any form to foreign Eovemments, foreign nationals, or non-US citizens without permission of the US
Crovernmnent otiginatar, and then only whun released in compliance with the National Disclosura Palicy.

¢. "Authorized for Release to (Name of ceuntry(ies)/international organization”

This marking is used to identily classified intelligence material that the US Government
Criginator lixs predetermined to be releasable or has been releaged through estahlished foreign disclosure
channels to the indicated couniry{ies) or organization.

2. Pracedures Governing Fse of Contral Markin 5

4. ANy recipient desiring to use intelligence in a manner contrary to the restrictions estabiished by
(lie control markings set furth above, shall obtain the advanced permission of the originating agency.
Such permission applies only to the specific purposes agreed to by the originator and does not
automatically apply 1o all recipicnts. Originator will ensurc that prempt consideration is given to
recipients’ requests, with particular aftention 1o reviewing and editing if necessary, sanitized or
pariphirased versions to derive a text suitable for release subject to lesser or no contral markings,

lr. The control markings authorized abave shali be shown on the title page, frant cover, and other
applicable pages of documents, incorparated in the text of electrical communications, shown on graphiics,
and associated (in full ar abbreviated form) with dlata stored or Frocessed in automatic data processing
swsiems. The control markings also shal! be indicated by parenthetical vsc of the rnarkings abbreviations
at the beginning ar end of the approficiate poartions. [ the control markings apply 1o several or all
pattions, the document may be marked with a staicment to this cffect rather than marking each portion

tned i vidually.

. e control markings in paragraph one (1) shall be individually assigned at the time of
preparatton of intelligence products and used in conjunction with sceurity classifications and other
markings specificd by EO 12958 and jts impiementing ISOO Directive. The markings shall be carried
forvard to any new fnrmat in which the same information is incorporated including oral and visnal

pogsentalions.
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Exhibir 2 F33601-39-R-9057

ADL ..MUM TO DD FORM 254
12 Oectober [994

GENERAL INTELLIGENCE MATERIAL/FOREIGN DISCLOSURE:

I. Special Requirements for General and Foreign Intelligence Material. In addition to the
iequirements and conirols for classified material, the Director, Central intelligence, sets up
addifional requiremnents and coptrols for intelligence in the passession of confractors. The

contractor must:

a. Maintain control of all intelligence materials released in his or her custody in accordance
with DOD 5220.22-M, the National Industrial Secunty Program Operating Manual (NISPOM),
Iannary 1995, paragraphs 5-200, 201 and 202 for cantroi, Contractors agrees that al] intelligence
material refcased, all reproductions and other material generated {including reproduction 3) arc
the property of the US Govemnment.

b. Maintain contro! of all reproduced intelligence data in the same manner as the original.

c. Destroy intellipence materials in accordance with approved methods identified in the
NISPOM.

d. Restrict access to those individuals with a valid need-to-know who are actually providing
services under the contract. Further digsemination to other contractors, subcontraciors, or other
government agencics and private individuals or orpanization is prohibited unless authorized in
wriing by the Contracting Officer’s Reprasentative {COR) with prior approval of

ASCNAIC/POA,

¢. Nof release intelligence data to foreign nationals or immigrant aliens, regardless of their
sectrity clearance or contract status, without advance written permission from the COR, Foreign
Disclosure Policy Office (ASC/SYSR), and ASC/NAIC/POA.

[. Cnsure that each employee having access to intellipence material is fully aware of the
special security requirements for this materiad,

~. Returning Intcligence to the Air Foree. Contractors must retum intellipence . data to the
ZOR af the termination or eompletion of a contract unless the COR hag provided written
aprroval for the contractor to retain for an additional twa years. If retention is required heyond
the two year period, the confractor must again request and roecive written refention autharnity
frum the COR. Tf the COR grants retention awhority, he or she must provide a copy of the

wrilten approval to ASC/NATC/POA

4 Relcase of Classified and Unclassified Information to Foreigr Government and Their
Representatives. Any military activity or defense contracter receiving a request from a loreign
govemment or a representative theruol] for intellipence data about this program, shall forward the
reguest to ASC/SYSR and ASC/NAIC/POA. Information reteased Under Forcign Military Sales
{(FIM3) must comply with the specific USAF disclosure guidance issued for he specitic FMS

COsIoner.
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Exhibir 2 F33601-99-g-9052
ADDENDUM TG DD FORMm 254
Revised 4 November 1953

EMISSION SECURITY {(EMSEC) REQUIREMENTS
(FORMERLY TEMPEST REQUIREMENTS)

EMISSIONS SECURITY ASSESSMENT REQUEST (ESAR)

FOR ALL CLLASSIFIED SYSTEMS

l. The contractor shall ensure that compromising emanations (EMSEC) conditions related to this
contract are minfntzed. '

2. The contractor shall provide countermeasure assessment data to the Contracting Officer (CO), in the
form of an ESAR. The ESAR shall provide only specific responses to the date required in paragraph 3
below, The contractor's standard security plan shall NOT be used as a “stand-alone” ESAR response,
The contractor shall NOT submit a detailed facility analysis/assessment. The ESAR information wiil
be used to complete an EMSEC Countermeasures Assessment Review of the contractor's facility to be
performed by the government EMSEC authority using current Air Force EMSEC directives. EMSEC
is epplied on & casc-by-case basis and further information may be required to complete the review, The
contractor skall provide this information to the CO when requested.  Afier the evaluation of ths ESAR
by the government EMSEC aotherity, additional EMSEC requirements may be necessary. When
changes to the information required in paragraph 3 below occurs {including, but not limited ta,
relocation, additions, or deletions of equipment from the ociprinal approved oom), the contractors shall
notity the CO of these changes. Upon request, the contractor shall submit to the CO a new ESAR,
identifying the new configuration at least 30 days before the change occurs. The contractor shall NOT
commence processing with the new configuration yntil receiving, as a minimum, interim appraval

from the CQ.
i. *ESAR contents shall include, as a minimum, the following information:

a. The specific classification and special cateporics of materiel to be processed/handled by
electronic means. Include percentape of cach classification level used including unclassifiad (ie., 5%
Top Sc;ra_:t, 10% Secret/SAR, 25% Sccret, 0% Unclassified).

L. The speclic location (complete address, building/room number, or office) where classified
processing will be performed. Include identification of any ather contracter/company located within

200 meters of the facility.

c. Aftach a copy of the Defense Investigative Service (DIS) Form 147 to validate physical security
amd approved stutage level of the facility.

d. Provide the name, title, and telephane number {commetcial and/or D3N of a point of contact at
ihe facility where processing will oceur,

£ The prime contractor shall ensure that all subcontractors andfor verdors comply with EMSEC

.

requirsments when performing classified processing related 1o this contrzet.  The subcontractor will
provide the above documentation through their prime © the CO (o complets the ESAR.

TNOTE: A copy of your Automated Information System Security Plinis) {AISSP) will suftice.

"
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Exhibit 2 F33601-99-k-yps52

ADDENDUM To Oy FORM 154
Revised 4 Nuvemhér'IQQH

EMISSION SECURITY (EMSEC) REQUIREMENTS
(FORMERLY TEMPEST REQUIREMENTS)

EMISSIONS SECURITY ASSESSMENT REQUEST (ESAR)

OR TOP SECRET SYSTEMS

I. ln addition to the jnformation required for all classifiad systems, the following will ba required for
Top Secret processing:

a. Identify the radius (in meters) of the physical control Space available around the systerm,
equipment, or facility. Describe the barriers, doors, fences, walls, efe that define the area, Describe the
control exercised over the area during duty and nonduty hours. Describe other factors which contrbute
ta control (i.e., visitor procedures, escort requiremeunts, searches of personnel and/or vehicles, stc).

b. Identify the type and lacation (relative to the classified system) of any unfiltered/telephane or
communication lines, shielded or unshielded twisted pair cables or fiber, underground or unfiliered
power lines, conduit, heating and air conditioning duets, water pipes, ete, that ransgress the established

controdled area.

¢ Deseribe the building in which the classified system(s) is housed, ie., concrete block auter
walls, 2" X 4" and single ply gypsum board inner walls, true floar to true ceiling walls, metallic {stael)
a: solid wood doors, windows (if there are windows, describe the type of coverings on them), ete.

d. Diagrams and/or drawings would be cxtremely helpful,

1. Additional information may be requested upon review of the documentation provided.
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Exhibir 2 : FI3601-99-k-gp52

ADNENDUM TG DD FORM 254
23 March 1498

FOR OFFICIAL USE ONLY (FOLIO)
The following procedurcs will be used to protect FOR OFFICIAL USE ONLY {FOUCY) information.

. HANDLING: Access to FOUD material shall be limied to those employees who necd the materis! to do their jubs, '1he FOR
OEYFICIAL USE ONLY marking is assigned to information when crested by a DOD User Agency. FOR GEFICTAL USE OMLY i
not a clussifteation, but requires exira precautions to ensure it is niot rejeased o the public,

2. MARKINCG;

4. Mark an unclassificd document cantaining FOUO information "FOR OFFICIAL USE ONLY" at the battom of each page
containing FOUQ information and on the bottom of the front page or fronr cover {if any) and on the hack of the last page and on
the back cover (ifany).

b. In e classified document, mark:

(1, An individual paragraph that contains FOUQ, bul not classifiad in.l‘nrmation, by placing "(FOLIOY at the baginning nf
the paragraph,

{2} The top and bottom of each page that has both FOLO) and classified informaticn, with the highest seeurity classification
of the infurmation on that page,

{31 "IFOUD" at the bottom of each page that has FOUQ information but is not classified

(4] 1f a classified document also contains FOUO information o if the classified material becomes FOUO when declassified,
place the following statement on the bottom of the cover or the first page, under the classification marking: "NOTE: If
declassifled, review the document to make sure materiz! is nat FOLO and not exempt under AFT 37-131 before public
release,

¢, Mark other records, such as computer print outs, photographs, films, tapes, or slide "FOR OFFICIAL USE ONLY™ so that
the receiver ar viewer knows the record contains FOUO information.

d.  Mark each part of a message that contains FOUO information. Unclassified messages containing FOUO information must
show the abbreviation "FOTIO" before the test begins.

¢ Make sure that documents that transmit FOUC materials cali attention io any FOUO agachments.

3. STORAGY: To safeguard FOR OFFICIAL USE ONLY records during normal duty hours, place them In an oul-of-sight
tocation if your work area js accessible ta persons who do not have a valid need for the information. Afrer normal duty hours, store
FOU records to prevent unauthorizad aceass, File them with other unclassifed records in unlocked files or desks when norma!
internal building security is provided. When there is no intemal secirity, locked huildings or rooms usttally provide adequate afier-
howrs protection. For additional protection, store FOUO material in Incked containers such as file cabinets, desks, or bookcases
Expendituce of funds for security containers or closed areas solely for the protection of FOLIO data is prohibited.

4. TRAMSMISSIOMN; FOUO jnaterial shall be transiitied by the same niethods as nther UNCLASSIFIED material. Discussion of
I'OUQ material on the telephone is authonzed if necessary for performance of the contract. FOUO infurmation may be transmitted
aver telephone tines in digital fomn, by telecapies, or by other commercial teletype lines withou! encryplion

:. RELEASE. FOUQ infurmation may be released anly to Dol componcnts, officials of Do component, and other DoD
contracters when necded (o conduct official DoD business.

. DESTRUCTION: When no tenger needed, FOUCQ information miy be disposed ol by any method which will preclude its
dizelasure Lo wnauthorized individuals.

-

Paxe ¥ of B



Exhihit 2 FISBU =N — 3

ADL  IDUM TO DD FORM 254
05 February 1999

NOTIFICATION OF GOVERNMENT SECURITY ACTIVITY

1. Thirty days before the date Contractor operations will begin on Wright-Patterson AFB OI1,
the Contractor shall provide ASC/S YSPC, 1801 Tenth Street, WPAFR, OH 45433-7625 the

fallowing information:

. The name, address, and telephone number of your company’s Facility Sccurity
Officer and your designated on-site security representative;

b. The contract number and military contracting command;

¢. The highest classification category of defensc information to which Contractor
employees will have access;

d. The date Contractor operations will begin on WPAFB OH;
¢. The astimated completion date of operations on WPAFB OH;

Z. This requiremeat is in additien to visjt request notification procedures contained in DoD
5220,22M, Nationa! Tndustrial Security Program Qperating Manual, Chapter &,
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Appendix A

Wright-Patterson AFB Information Technology Support

Statement of Objcctives
06 Dec 99

L0 INTRODUCTION:

The 88™ Comnunications Group's mission is to provide communication, compiter and related systems
support services to Defense activitiss at WPALH and other related remote siws. In addition to supporting
computer systems of all types and varieties the 88 CG supports muny of the Wright-Patterson Air Foree
Base (WPAFB) local area networks {LAN}, metropolitan arca networks (MAN), wide ared networks
[(WAN} and DoD unclassifiadiclazsified networks,

2.0 DOCUMENTS,
Air Force Instruction 33-115, Communications and Infarmation Network Management,

The contractor sliall adhere to applicable standards, regulations, directives, instructions, pamphlets, and
their supplenents (e.g., security, safety, communication-compuler} in effect during the performance of this
contract. Special emphasis shall be placed on compliance with UISAF, AFMC, ASC, and WPAFB
standards and architectures. Prior approval for deviation from these docwments shall be obtained through
e Contracting Cfficer, notwithstanding any individual task order requirenients o direction. In addition,
the couttactor shall comply with all WFAFE pulicies and procedures, and with all Fedaral, state, and loeal
laws applicable to the work being perfarmud.

Relevant documents and information may be found at the following web site:

hitp:fwww alme wpafb.afunil/pdlpubs.htm

3.0 SCOPE:

The seope of this wequisition is to provide communication-computer resources for information lechnology
support to the acquisilion managers, scientists and enginsers, and support staff of the hoxt and lenanl
organizations locuted at WPAFB, aud associated remote sites. lase organizations will ordur services by
meany of task orders with specifically defined tasks, schedueles, and performance eriteria. Task order
reyuircrients may range from a need for a small number af contractar persormel to be temporarily located
al Wright-Patterson Air Force Base, 1o a requirement for a large numbur of contracior personnel to be
pernenently located here and at associated remoie sites.

4.8 PURPOSE:

The purposc of this contract is to provide hest and tenant organizations located 2t WPAFEB and associated
remolc sites with cost-effective infonmation technology services. 45 a minimum, inlomoation technology
services will consist of the fellowing: Systems engineering: database design, data administration; software
clstom [zation; communications; retworking: telepbonic and oo-site user support’probiem resolution,;
product support training, test and evaluation support; handware/software evaluation, installation,
maintenance, update, and administration; ¥ideo Teleconference {VTC) operation support; configuration
and computer cyuipment and software inventory management; long range [T strategic planning;
troubleshooting/analysis; computer security; communication security (COMSEC); desklop computer
services; imuging/electronic document management; Weh development, maintenance, and adminisiration;
and support for Commercial Off the Shelf (COTS) and Govermnent-unigque software,
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Appendix A

5.0 PERSONNEL MANAGEMENT:
The contractor shall provide personnel who at a minimutn mect the skills listed in Attachument Appendix B,
Skill Category Deseriptions and Qualifications. Personnel managem#nt objectives should inglude:

2y  Adequate staffing to insure appropriate coverage by qualitied enyployess with apprapriate securicy
clearances at the beginning of the periad(s) of performance:

b) A plan for recruiting and retaining qualified individuals and only requesting waiver/substitations o
requirad qualifications in exceptiunal situations;

¢} Prompi statting of personne] for workload surges and for task orders with shott tern periods of
performance;

d}  Task order stalfing with technically current work frce.

. Contractor personnel shall have sufficient training and expericnce to perform the required
duties at their time of appuintment to this contract. Technival education of contractor peesonncl
required Lo fulfili the basic tusks of the contract shail be the contractd’s responsibility and shall
not be funded by the Govemment, Training at the Government's expense Inay only be
considercd for those systems/equipment andior services thal are added to a task during its
petformance, that are not similar to the systems/equipment and services already covered by the
contract, and that are unique to the WPAFB environment and ot common in the market. If
contracior personnel whe have received Government funded training leave and are replaced,
the contractor shall be itesponsible for all coats, including labor hours, asseciated with the
equivalent training of the replacement personncl. Al| requests for traming at Government
cxpense shall be submitted to the Contracting Officer's ‘Technical Representative (COTR) for
consideration for spproval/disapproval prior to the iraining,

2. Cuntracter employces shall be easily recopnized as cuntractor employces, The contractor shail
fumish an identifying badpe, which shail include as a minimum, the persan’s hame, nume of
the contractor, and the word “Contracior ™ Tach employee shail wear the hades on the vuter
clothing on the front of the body between the feck and waist 5o that the badge is visible at all
times. Tn addition, each person shall be required to identify themselves ax a contractor
employee in all writen correspondence and telephone conversations,

Pursonnel that are assigned full-time on-site shall not be removed, or reassigned to another site without the
wrilten concurrence of the COTR. If contract personnc! are going to be unavailabie for a comtityous perind
exceeding thirty (30) culendar days, the contractor shatl notify the task manager and COTR, immediately.
Upon request of the tusk manager, the contractor shall replace such persormel with persuanct of comparnhle
quelifications and expericnce, I any case, the contractor ju responsible for completely meeting the
requirements of the rask order.

6.0 CONTRACT ADMINISTRATION ORJECTIVES:
The Comtract Administretion Obfectives shall inelude:

] Luvel of contractor manapement at a site appropriate for the level of work being performed:
b) Electronic accass to and clectronic delivery of contracs data

€} Llectronically available contractor performance metrics
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Appendix A

7.0 FUNCTIONAL SERVICE DBJECT TVES.

The functionat service objectivas shall include:

a)

B

c)

d)

Capahility to provide a broad range of 11" support, including the following functions:

1. Systems engineering,

Long range IT strategic planning and management,

Compliance with USAF/AFMU/ASC/WEAFR policies, standards, architectures,
Diatabase design, data administration, and sofiwsrc customization,

Video teleconferencing operation support,

Imaging and eiectronic document management systems SUppOLT,

Support for Commercial Off The Shelf (COTS) and Govemment-unique suftware, and
Support tor Network Management, Information Pratection Operations, Nelwork
Administration, Help Desk Administration, Functional Svstery Administration, and Work
Group Management functions as described in Air Force Instuction 33-115.

WAL R e

Contractor processes and procedures that foster nptimum utilization of resvurces and assets, and
resuli in the crealion of an affordable, effective, inter-nperabls, operationally secure, common
management information systems architecture within consiraints such as DolWAF/AFMC standards,
and,

Contractor progesses and procedures that reduce cost and imprave the et¥ectiveness and efficiency
of Wright-Patterson Air Force Buse communications-computer systems, 1T services und propram
management functions,

Capability to deploy and integraie sirategies for new technologics for a unique, dynamic, and
diverse organizational operating environment.

8.0 FERFORMANCE HASED SERVICE ORJECTIVES,

The Performance-based service objectives shall include:

a}
B}
c)

d)

€}

Consistently high Tevel of customer satisfuction,
Mintmum interruptions of communications-vomputer service to the end user.
Customer support ut Wright—l’attersun Air Force Base and associsted rewnule sites

installation/reinstallation/maintenance/repair services of enmmunications-compuier systems, related
equipment, and user problem resclution apywlhere oo site,

Configuration management of communications-computer systems hardware and software at Wripht-
Panerson Air Force Liase,

9.0 PERFORMANCE METRICS AND DELIVERABLES.

The contractor shall deliver all reports and data items electronically in a frrmat cotnpatible with the
Government's requitements as stated in Lhe contract and each task order. Those deliverables will include
but should not be Yimited to, charts describing performance and cost, schiedule, and task crder staffing
mettics on gl task urders base wide. This metric und deliverable data sha)l provide the Government with
timely, user friendly access to contractor information.

10.00 SECURITY.

The contracior shall comply with DD Form 254, DoD) Conract Security Classification Specification,
attached to thiy vontract. DoD military, civilian, consultants, and contractor personnel vsing unclzsaified
automated infornslion systems must have at a minitmum a National Apency Chech/Entrance national
Agency check IAW DoD 5200.2-R. 'I'asks will raquire that cuntrsctor personnel be clearcd For access to
Sccret andsor Top Sacret infonnation.
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Appendix A

114 TRAVEL.

The contracior shall be required to travel, both local and distant, in support of cuntractual work
requirements. Travel costs are reimbursable in aceardance with FAR 31.205-46. Personal phone calls are
not reimbursable. The contractor shall propose travel in accordance with each task arder's requirements.
The contractor shail usc the most cconomica) means of kansportation consistent with accomplishment of
the contract and to fimit major cost. Itemns such as airfare, velicle rental, mileage rates, and per diem
allewances are reimbursable to the extent that ihey do not excecd the maxinwum rates in effuct at the time of
travel as sct forth in the Federal Travel Regulations or Joinr Travel Regulations (TR},

120 OTHER CONSIDERA TIONS,

The contractor shall be prepared to provide suppost outside of the established core duty hours, Such non-
core hour support could include, but should not be limited to, software/system upgrades, information
security incidents, office re-locations and any unschedulsd pemsunnel surge requirements.

13.0 GOVERNMENT SUPPLIED BASE FACTLITIES, EQUIFPMENT, SUYPLIES, and SERVICES
The Guvernmeant will famish the fullowing "aa is" and at no cost to the contractar for their use in direct
suppott of contract performance:

{4} Adequate facilities that include office space and furnishings shail be provided at no charge to
the contractor and will be provided for the full-time orn-site members of the staif assigned to the program.

(b} Custedial scrvices for any identified facilities,

{c] On-base phone service in the facilities the contractor places personnel.

(d} Local and fong distance phonc service, fax machine, and reproduction machine in or near
neglpisd facilities,

(e} Government forms, Publications and dacuments, it required.

{f) Computers, terminals, commemn use software, communication, networks, und other resuurces
vwned or leased by the Government tor use by on-site contractor personnel,

(8} Miscellaneous uffice supplies.
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Appendlx B

SKILL CATEGORY DESCRIPTIONS AND QUALIFICATIONS

. QUALTFICATION REQUIREMENTS. To perform on this contract, condractor personnel must mecl the minimum
requirement for centract skill category described hercin, Tn addition o the total and specialized experience defined in the skill
categories, the Government may further define specific areas of required expertise in a Government task request. The
contractor shall certify to the Delivery Order Contracting (¥ficer's Technical Rupresentative (COTR) that the candidats meets
the contract qualifications. At the option of the delivery order COTR, contractor personinel may he approved for performunce
in multiple skill categories for which they are qualified and where there is documentation.

2. TASK LEADER. A Task Leader shall ke named for each dulivery order by the contructor to manage the contractors
efforts. The Task Leader will be any person assigned o a delivery order who is alvo performing tasks contained in the
delivery order. Task leaders must have supervisory or project leader experience that demonstrats an individual’s ability to
accomplish prjects/tasks through others. A task leader shall not he assigned to a delivury order for the sole purpose of
managing personned.

3. SUBSTITUTION OF EDUCATION FOR EXPERIENCE. The substitution rate of cdugation for experience will be 1
ycar of specialized technical cduction above the high school diploma shall equal 2 years of specialized cxperience.
Substitutions shall enly be considered on a casc-by-case basis and in only in exceptional cases. Requests for substitution shall
be submitted 1o the CO'L'R for approval/disapproval prier ta the vmployee beginning work.

4. SUBSTITUTION OF CERTIFICATION FOR EDUCATION. The COTR may accepl corifications in lieu of a
degree requircment if the candidate pusscsses one or more of the certifications [isted below in addition to two yuars of
education from an aceredited college or university, and if the certification is directly related to the task w be performed.
Substitutions of certification for a degree will be considered based on compelling justification provided by the contactor.
Hequests for sebstitution shall be sulmitted to the 1ask Order Manager and COTR for approval/disapproval prios o the
candidate heginning wotl,

A LERTIFICATIONS. The Government muy sucept the following certifications, ‘The COTR reserves the right to
amend the liat as needed.

Alr Foree [nsauction (AFTY 35-115 Networky Management, Yolume IT Cori fication
Microsoll Certified Systems Enginesr + Tmternet {MCSE)

Microsoft Certitied Systetns Engineer (MCSE)

Microsoft Certificd Solution Develeper (MCSD)

Certified Novell Engineer

Microsoft Certified NT Engincer

3. SUBSTITUTION OF EXFERIENCE FOR EDUFCATION, The substitution ratc of experience for educatinn will be 2
yeaurs of relevant technical experience for 1 year of post high school education. Substitutions shall not nurmally be approved,
and will only be cunsidered in rare, exceptionul cases, Kequests for substitulion shall be submitted 1o the CAVIR for
approval'disapproval prior to the employee beginning work.

6. PERSONNEL REASSIGNMENT. Personnel that are assigned full-time en-site shall not he removed, or renssigned o
another site without the wrillen concurrence of the COTR. 1f personnel are going v be unavailable for 2 continuous periad
exceeding five (5) calendar days, the contractor shall notify the COTR immedistely and replace such personnel with personnel
of equivalent qualifications and experience unless waived in writing by the COTR. When contractor personnel are Eoing to
be unavailably, the contractor shall notify the task manager itnmediately.

7. SKILI, CATEGORY. The minimum experience and educutiona) requirements for cuch skill category s as follows:

TECHNICAL SERVICES DIRECTOR.

DUTIES: Plans and oversees the researcil, evaluation, and integration of new teehnology, systems duvelopment,
methodologies, data adminisiration, capacity planning, training and technical support, Performs this wark in conjunction
with the plans, standards, duties and respousibilities of the Chief Information Officer. Must have u tharough knowledge of
archicteclurey, standards, and plans of the customer orgAnizZAtion.
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TOTAL EXPERIENCE: Ten (L0} years of progrussive expetivnce in senior level computer/communicativns management,
such as planning, budgeting, network Management, systems development, and eperatiuns supporting 4 major Air Force
installution,

ERUCATION REQUIREMENT: A Bachelors degree from an acercdited college or university with a majer in Computer
Suience, Information Systems, Enginesring, Business, or other related scientific or technical discipline.

PROJECT LEADER,

DUTIES: Organizes, directs and manages the task requirements. Develops schedules, coordinates TERGANCes and svrves as
technical Jead, Moets with Government personnel and centracior personnel to formalate and review delivery order plans and
deliverabic items. Ensurcs conformance with delivery order schedules und costs, Must have demonsirated eapabitity for oral
and written communications with sll levels of mansgement, Must have a thorough knowledge of the capabilitics of applicable
computer and communications configurations.

TOTAL FXPERIENCE: Ten (10} yeurs of progressive experience in computer/communications support activities such as
COMPpUter operations, data cominunications, nelwork desigm, or maintenance activities.

SPECIALIZED EXPERIENCE: Five (5) years of specific experience in managing the overall oparating funcrions of 2
mederm medium or large-scale Campuicr envitonments incliding responsibility for such activities as computer network
vperations, hardwere and software maintenance, customer suppaort, and production control, Must have demonstrated
managentent expertise through the affective use of project management scheduling tools. Must have proven expertise in the
maragement and control of funds and resources and demomstrated capubility in managing multi-task delivery orders of this
Iypu and complexity.

EDUCATION REQUIREMENT: A Dachelor's degree trom an accredired colluge or university with a major in Computer
Science, Information Sysiems, Lngineering, Busingss, or uther related seicntific or techigeal discipline,

PROGRAMMER/ANALYST.

DUTIES: Anaiyzes, designs, programs, documents, tests and implements applications tor 2 client/server environment,
Knowledge of Windows NT, NOVELL, Windows 23, UNTX or other applicable operaling systemns and related systerns
concepts and knowledge of COTS software is reguircd for effective developrent, intepration, amd deployment of saftware
modules. Parlicipates in all phases of development with emphusis on the design, coding, testing, docutnentation, integration,
and acceplance phases. Designs and prepares technical reports and related docurmentation.

TOTATL EXPERIENCE: $ix (6} years of progressive experience in the computer programming fieid. This person mAy serve
us 2 task leader vn one or more dulivery orders. Task leaders must have supervisory or project lcader expericnce that
demonstratcs an individual’s ability to accemplish projects/tasks through others,

EDUCATIONAL REGUIREMENTS: A Bachelor's degree from an weeredited college or university with a major in
Computer Science, Information Systems, or other related scientilic or technical discipline,

JUNIOR LEVEL PROGRAMMER.

DUTIES: Performs assigned portions of agalysis, design, programming, documentation and testing for [S/ADP systems,
Pamicipates in all phases of softwars development with emphasis on the programming, testing, documentation, and acceplunce
phases. Designs and prepares technicul reperts and related documentation, and makes charts and praphs to record results.
TOTAIL EXPERIENCE: Thrae {3} yeurs experience in the compter programming fekl,

EDUCATIONAL REQUIREMENTS: A Liachelor's Ucgree from an aceredited college or nniversity with a major in

Coumpiter Science, Information Sysiems, or other related scientiftc or technical discipline.

SYSTEMS ENGINEER.

Duties; Respansible for die dusign, developiment, and implementation of computer sothware on Windows, Unix, ar ather
platforns. Recommends specific solutions for 2 chent/server environment. Develops GUI-based AppHcativng and systems
software. Reviews computer systams cotumunications and response needs and recommends optimutn methad for satisfying
syslem requirelents within resowree und funding constraints. Prepares trade-off studiey und develops pians tor conliguration
and intsgration of compenents end snftware into existing or proposed system environment, Develops well-defined
procedures and proprams to implement proposed solutions,

TOTAL EXPERIENCE: 8ix {§) vears of experience in the desien and developmnent of COmuUnications-computer systems
applications. Three {3) years of experience in assessing the design impact of system sofiware and hardwure issues, Tlix
Persun may serve as 4 task l#ader on une ar more delivery orders. Task leaders must have supervisory or project leader
experience that demansirates and individual’s ability 1o accomplish projectsitasks threupeh others,

EDUCATIONAL REQIIIREMENTS: A Bachelor's degree from an aceredited college ar university with 2 major in
Computer Science, Information Systeiny, or athet related suientific or techinical discipline.
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NETWORK ENGIN EER.

DUTIES: Designs, implements and supports nebwork solutions invalving multiple platforins. Performs hardware/saftware
analyscs ta provide comparative data of performance characteristies and suitability within the existing systerns env ironment.
Prepares trade-off studies and cvaluations for vendor equiprnent. Gensrates netwaork monitoring/performance reports for
LAN/WAN utilization studies. Recommends natwork design changesfenhancements for improved system availability and
performance. May support video teleconferencing center equipment and cotmmunication requirements. Plans und monitors
the installation of communications circuits. Manage and monitor focal arca networks and ussociated equipment (&.g., bridees,
roulers, modem pools, gateways, etc).  Modifies command languege programs, network start up files, arsipnsiTe-assigns
network device logicals, analyscs network perfurmance and recummends adjustments to wide variety of complex netwark
management finctions with responsibility for overall performance and availability of netwaorks. Conducts short and leng term
planning to mevl communications requirements.

TOTAL EXPERIENCE: Six (8) vears of cxperience in planning, dasigning and analyzing data or telecommunications
networks. This experience must have demonstrated knowledge of Ethernet, FDDI and » working knowledge of operating
systems and protocols suci as Novell, NT, UNIX, VINES and TCIVIE. Must have experience with network
analysismanagement tuols and techniques and be familiar with PC's in u client/server environment. Must be familiar with [T
techndlogy and lung distance and lucal carrier management. This person may serve as a task leader on ane of more delivery
orders. Task leaders must have supervisory or project leader experience that demanstrates an indivigual’s ability to
secomplish prejects/asks thromgh others.

ENUCATIONAL REQUIREMENTS: A Dachelors degree from an accredited coilege or university with a major in
Computer Science, Information Systems Enginecring or other related scientitic or technical discipline. [T applicable, shall be
certificd as a network engineer for the specific netwark operating system as defined in the Government task reguest,
Certification criteria is determined by the network opuerating system vendor,

LAN ADMINISTRATOR.

NUTIES: Performs g varisty of network management functions i suppaort of MI1S services related 1o the aperation,
performance or availability of datz commuynications netwerks. Installs and maintainy lncal area networks hardware and
software. Analyze client’s LAN, isolate source of problems, recommend reconfipuration and inplementation of new network
hardware to increase performance, Working knowledge of network operating systems. Modifies command lanpnage
programs, network start up tiles, a3s1EnSre-assigns network deyice logicals. Conducts haad balancing eMforts to achieve
optimum device vtilization asd network performance. Manages network E-mail functions. Establishes mail boxes and
monitors mail performance on the network. Warks with customer and eperations staff in scheduling preventative and
ENIIFEENCY maintenance activities. Performs system baukups and data recovery. May serve as tazk Jeader an one Or More
delivery orders.

TOTAL EXPERIENCE: Five {$) years experience in one or more of the following areas: data communications engineering,
dats communications hurdwars or software analysis, netwark administeation or managemertl, or datz comamuonication
equipment installation and matntenance. This Persun may serve as a task leader on one or more delivery orders, Task leaders
must have supervisory or project leader expuricnce that demonstrates an individual’s ability to aceomplish prefects/tasks
through others,

FTTUCATIONAL REQUIREMENTS: A Bachelor's degree from an accredited collepy: or university with a major in
Computer Science, Infonnation Technology, Engineering, or & related discipline. TF applicable, shall he cartified as 4 nerwork
engineer for the specific network operating syulem as defined in the Government task request. Certification criteria is
detenmited by the nstwork cperakng systen vendor,

PC SOFTWARE SPECIALIST.

DUTIES: Responds to user calls referrcd hy the Help Dezk. Diagnoses cnd-user equipiment and software problems. Assists
users with PC applications such as word processors, spreadshests, dalubase managemen! svetems and clectronic mail.
Contigures, installs and supporls PCs and externally connected peripherals and assuciated data communications equipment.
Troubleshoots and provides prablem resclution far PO and dals communications hardware, Adds or replaces bourds,
batluries, disks drives, and other PC components. Installs and refocates end-user devieas, Adds and rains new users,
Purforms backups and data recovery, Works independently.

TOTAL EXPERIENCL: Three (3) years experience installation, operation, troubleshooling and maintenunce of ADP
equipment {e.¢., personal computers, laptops, Ilinicamputers, pristcrs, monitors, modems, erc.) and rusalving desktop
application problems.

EDUCATIONAL REQUIREMEN1S: An Associate’s degree from an acoredited villege or university in a relaled ficld: or
Technical School centifivate of compietion in the data communications field; or the equivalent military training.
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PC TECHNICTAN,

DUTIES: Responds te user calls referred by the Heip Desk. Diagnoses snd-user cquipment problems. Installs and relocules
end-user devices. Adds or exchanges externally connected PIC accessorios and data communications equipment,
Troubleshoots and provides problem resolution far PC and data communications hardware. Adds or replaces boards,
batteries, disks drives, and other PC components. Rupairs and services end-user equipment. Performs board-]evel
maintenance and swap out of component parts for ADPE, including PCs, printers, plotters, gte. Performs tests to locate
problems using disgnostic software and electronic test equipment, Kepairsireplaces broken of non-functional parts that
prevent pruper operation of mechanical devices. Tests ADPE to validale functionality. InstaHs/relacates hardware and
saftware at a designated location and assivts users with initial uperating instructions. Works independently.

TOTAL EXTERIENCE: Thrue {3} years sxperience in the installation, uperation, treubleshouting and mainteriance of AP
cquipment (£.g., personal computers, laptops, minicomputers, printers, moniters, modems, ete ), .
EDUCATIONAL REQUIREMENTS: An Associate's degree from an accredited college or university in a related ficld or
Technical School certificatn of completion in the data communicatians field; or the equivalent military truining,

DATA BASE ADMINISTRATOR,

DUTIFES: Specifies proper types of files organization, indexing methods, and security procedures. Advises contractos
project teams on the design of complex data bases {e.g., schuma and subschema dutails). Defines specialized aspects of
user's daks base administrator decumentation. Perfurms detailed comparisons of various data base systems. Perfurms duties
in a complex, distributed, heterogensons computing environment, which may involve dilferent types of hardware plafionrms,
Operating systemns applications, and uetwork environments. Brov)des expertise in data storage systems. Develops backup
and archival policies and procedures. Configures Sturage systems software 1 meet requirements. Perfors administration
tasks {installing, maintaining, moniroring, recovering, rebuilding, upprading, patching and performance wning), Implaments
software solutions (ar performance enhancernent, operator interface, and increased uscr capahility.

TUTAL EXFERIENCE: Five (5) years specific expericnce specializing in dalabase management.

EDUCATIONAL REQUIREMENTS: A Bachuior's degres from an accredited college ot university with a major in
Computer Science, Information Systems, Engineering, Busitess, or other related scientific or technical discipline.

TECHNICAL WRITER.
DUTIES: Prepares and edits [T/ADI documentation, user manuals, technical reports, training vourses and procedurcs,
incorporating information provided by user, specialist, analyst, programnmer, znd operations personnel. Muost have a
substantial kniowledge uf the capabilities of computer systems, Dutics include writing, editing, and graphic presentation of
technical infirmation for both technical and non-techuieal personnel. [ntecprets technical documuntation standards and
preparcs documentation accurding to standards. Must he capable of wurking independently. This category provides incidental
support for other approved requirements. .
TOTAL EXPERIENCE: Four (4) years of technical writing or documentation experience. One (1) year of specialized AP
techrtical documentation expericnge,

FOUCATIONAL REQUIREMENTS: An Associate’s degres from an accradied college or university or two (2) years of
college or university study in a related discipline,

HELP DESK/CUSTOMER SERVICE SUPFORT,
DUTINS: Answers user’s calls, necords all necessary information, and follows problem through to resolution. Cfers
assistance over the phone, providing assistance with applications sofiware and providimy limited user waining. Assigns
problems that cannut be resolverd over the phone to the appropriale technician for resolution. Logs and reports data on the
nusnber and tvpes of calls rageived.

TOTAL EXPERTENCL: Three {3} years expetisnce in a business ADP environmuent with emphasis on micrecomputer
hardware and applications. QOnc (1) year of specific cxperienca in applications suppart, hardware/software analysis, network
administration, computer systems administation, diagnostic troubleshuoting of computer systems peripherals and assosiated
devicss or conununivation media as specified in the dalivery order.

LDUICATIONAL REQUIREMENTS: High school diplome.

SENIOR COMMUNICATIONS OFERATOR.

DUTIES: Sopervises, monilors and maifitains communications network operations, ldentifies processing requiremenrs and
schedules job streams. Must have a thorough knowledge of the capabilitics of applicable computer hardware confignrations.
Fstablishes, modifics, and deletss user accounts according ta Government approved procedures, Must be famjliar with all
operating procedures.

TOTAL EXPERIENCE: Thres (3} years experience in planning, organizing, directing, and contralling all funcrions of
compurer systems vperations and providing customer support. This person may serve us a task leader on one or more delivery
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srders. Task leaders must have supervisary or project leader experience that demonstrates an individual's ability to
accomplish projects/tasks through others.

ECUCATIONAL REQUIREMENTS: An Associate's degree from an accrediled college or university in Computer Science,
Information Systems, Engineering, Business or oiher related scientific or technical discipline, or a high schoal diploma and
twa (2} years additional technical waining in a related fick,

COMMUNICATIONS OFERATOR.

DUTIES: Manitors and maintains communications network operations, conforming to site specific operating procedures,
Must be familiar with all normal operating procedures.

TOTAL EXPERTENCLE: One (1) year experience operaling computer systems.

EDUCATIONAL REQUIREMENTS: High schonl diplema,

DATA CONTROL CLERK (DOT. Wage Deterntination Category 403043 - Computer Operator 101,

DUTIES: Performs variuus functions supporting the operation of an ADF installation including scheduling aperations, data
review and preparation, tape library contral, distribution of ATIP SYsten repatts, cio.

TOTAL EXPERIENCE: One {1} year of experichice in data‘production control aperations fur an 15 installation.
EDUCATIONAL REQUIREMENTS: A high schooi diploma.
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WAGE DETERMINATION NO: 94-2419 REY {14) AREA: OH.DAYTON

WAZE CETERMINATICN NO: 94-2419 RzZv - g, AREA: OH,DRAYTON
"HYFDR CFFICIAL USE ONLY BY FESERMLL ASENCIES PARTICIPATING 1IN Mo WITH COL+»~-

RESISTER OF WAGE CETERMINATICY CHDER ! U.5. DEPARTMENT oF LABgR
THE SERVICE LCONTRACT Ao | EMPLOYMENT STANDARDS ACMINISTRATICH
By oirecrion of tha Secretary of Lazar ° WAGE AND EOUR DIVISION

I Wasnimgtsn, D.C. 23210
:
! Wage Cetermination Ha. . 84-2419

Divisisn gt Wage Decerminavions| Pate of Last devision: 05/27/1859

' State): Indiana, Chinm
I
i AT®as: Indiana COUNTIES OF Randalph, Toion, WHayne

I Uhia COUNTIES or Champaign, Slagk, Clintoen, Carke, Greens, Logan,

I Miami, Montgomery, Ereple, Shelby
|

** Fringe Benefits Fequired For &0 Yocupations Irciuded I
This Wage Datesnirari-g Fellow The Gocupat-onal Lifting -

CCCUPATTON CODE anp TrTig MINTMUM HOURLY WAGE
Addministracive Support and Clericg; Occupations:
01311 Accounting Clerk I

ploiz ASCOURting Clark [

Qro13 AcCCounting Clerk -IT

011014 Acgounting Clerk IV

Gl030 Coure Reporror 11.63
01050 Dispatcher, Motor Vahiclu 13.231

1
5 3.83
3
5
g
5
1060 Document Preparation Clare 3 9,93
5
5
3
5
3
£
5

11.26
14.05

Qloro dessengmr {(Courier) B.04
01089 Duplicating Machine Operator 9.99
0110 Film/Tape Librarian 3.83
Bl115 Genaral Clerk = 7.80
01116 Ganeral rleck It B.12
01117 General Clerk 17 3.62
01118 General Clerk v 11.52
a11z1 Housing Referral REigiETanc

Q1131 Hay Entry Operator T

01132 Xay Entry Gperatar II

011581 Crder Clark I

01192 Qrdmr Clark II

U1281 Per=oppal Assiscant (Employmenc) I
01262 Personnel Assisrant [Employmens] It
01263 Fearsopne) AsFistant (Emglayment: TTT
Qr2R4 Personne]l Assisran- ‘Emplayment) IV 13.12
01270 Production Control Clerk 15.13

i iq4.17
3
]
L4
]
5
1
]
5
]

Q1250 Rental Cloerk £ 14, 6%
g
3
g
]
7
2
]
5
]
]
]
5

H.3g
10.84
B.048
11,28
B.37
940
11.73

dL3an Scheduler, Maintensance 10. &5
01311 Jecretary I 13.63
01312 Sgcretary IT 12.48
d1313 Secrerary TII 14.17
01314 Secretary IV 17.38
01315 Bacretary v 13.23
J1320 Servica Order Jisparcnar 11.36
01341 Stenographer I.

01342 Stencgrapher 11

1480 Supply Technician

01429 Survey Workar tInterviawor|

V1460 Switchboard Gperaru:~ﬂecepulonist
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Appendix C
21310 Tescr Examinar T lZ.d48
JlZZ0 Test Proerar Z 12.48
31531 Travel Tlerk I 5 B.EO
0132 Travel Clerk IT 309,17
215333 Travel Clerk III S 8,73
J1&11 Word Processor T 5 10.50
+16l2 Wors Processor I3 5 11.a80
Ci6l53 Ward Processar IIL > 13,22
AUCOTACLC Data Processing Occupaciuna:
230L0 Computer Oata Librarien % 9,87
Q3041 Camputer Cperator I 5. 9.37
3043 Computer Qparator T 5 10.7E
13042 Compurer Uperater III £ 13.:53
03044 Computer Cperator IV § 16.05
03745 Computer Operator V F17.77
11071 Computer Programmer I ./ 5 16.17
13072 Computer Frogrammer I 1/ 5 19.43
03073 Ccmputer Programmer ITI -/ 3 22.46
03074 Compurer Programmer IV 1/ 5 26.B9
03101 Computer Systams Analystc I 1/ F 22,06
03102 Computer Systems Analysr 1T 1/ 3 2491
310 Zomputer Systems Analyst [TI 1/ 5 27.42
33160 Peripheral Equipment Dperator 5 11.01
Adtomorive Service Occupations:
G005 Automobile Bady Rapairar, Figeorglass 5 17.83
15010 Autemorive Glas= Tascallsar 3 149.55
253040} Autemotive Warker 5 16.58
05070 Flectricran, Automotiva £ 17.24
U531C0 Mobile Eguipment Sarvicer 7 15.84
03136 Mober Equipment Metal Mecharic 5 17.819
5160 Motar Equipment Metal Worker 5 16,58
15130 Maorer Vehicle Mechanic & 18.70
95220 Motor vehicle Mackanis Eelper § 14.5H
0330 Motcr Vehicle Uphelstery Worker 5 15.840
03280 Motar Vehicle Wrackor 5 16.586
13310 Palnter, Autamorive 5 17.24
0334C Radiator Repair fpecialist % LE.EE
05370 Tice Repairers g 15.24
3400 Transmission Repair Specialis: 5 17.8%
Food Premararion and Service Lcouparians:
DTG0 Baker § l1.01
57341 Cook I $ 10.1%
7042 Zoock 11T 5 11.01
07070 Cishwasherp 5 B.52
07100 Food Service Worker (Cafersria Workerz) § 8.53
Q7130 Meat Cutrar 3 11.901
07250 Waiter/Waitress 5 B.91
Furniture Maintenance and Aepair Gccuparcians:
09010 Elecrrastatie Spray Paintes 5 17.44
02040 Furniture Handaler 5 13.27
DH07C Furniture Refinisher 5 17.24
03100 Furniture Refinisher Helpar § 14.58
03110 Furniture Repairer, Mipor £ 15.892
09130 Upholstarar 5 17.24
General Service and Supporr Soeoupationas
11030 Cleaner. Vehicles 3 8.53
L10EU Flevatcr Uparator 5 HB.E3
11090 Gardener § Ld.ly
11141 Housekeeping Aide I 5 T.B%
21122 Hyusekssping Aide IT 3 HB.86
11150 Janitar 7 E.98
11220 Labarer, Crounds Mairntenance i 8.8%8
11240 Maid cr Housaman a T.8%9
11270 Fest Zoncrollar 5 10.92
11300 Refuse Collactor § 5.81
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L1331
11365
eaith
L2c2n
2040
L2207
TE0TE
L2073
LZlzn
12130
t2lel
12130
12221
12222
12223
12224
12250
12284
12311
12312
L2313
12314
12315
L2316

[

t3ocz
13911
1iciz
12012
13041
13042
12043
=047
134950
13071
L3072
13q73
13074
13075

Laundry

L501c
15330
M=
1307¢
12030
L5104
L1513
l51an
1515840
LE22n
15250

httprifwwaw ceads.usace. amy. mibine

Tractor Ooergror
Windew Cleapnar

Occucations:

[ental Assistranc

Emergency Medical TechniciansParamedic Ambularnce Coiver
~lzensed Practical Nurse I

Licensed Practircal Warse I:

Licersed Practisal Yerse ITT

Medzecal Assigranc

Medical Lacoratory Tashnicizn

Medical Record cClerk

Medical Record Technician

Mur=sing Assistant I

bursing Assistant TT

Wursing Assistant IT%

Mirsing Assiscant [V

Fharmacy Tachnician

‘Fhirbotomisr

Iz
II,
fIT
ITZ.
IV

Hur=a
Hursee
Hurse
Nurse
Hurse
Hures

Fegistered
Regizstereqg
Hegisrered
Eegizterad
Segisterad
Fegistareq

Spmcizliss

Anesthetieor

niartaticn and Artw Ocougacians:

Audicvisual Librarian
Exhibits Specialiaz: T
Exhibite Speosialisc I
Exhibits Specialist [1]
sllustrater I
Iilustrater IT
Tllustrarar I1IT
Librarian

Library Techmician
fhotographer I
Photographesr II
Fhotographer I-T
Photographer IV
Photographer ¥
- Drycleaning, Pressing and Relatag Ducups:
Assamhlex

Counter Attamndanc

Ory Cleanar

Finisher, Flatwark, Machine

Presser, Hand

Frazsser, Machine, Drycleaning

Prezsmar, Machine, Shircs

Prezser, Machines, Wearzng Apparegl, Laundry
Jawing Mackine Operatcr

Tailor

Washer, Machine

HMachire Tzgl Uparaticn and Repair Quocupations:

15010
18040

Machine-Tesl Operaror [Tonlroom)
Tocgl and Die Makar

Materials Handling and Facking Socupatisns:

2lo1n
alnaag
2133¢
210497
21350
21071
Zlodo
21luc
£113d
21ll40

Fuel Distribution System Cparartar
Haterial Coordipnators

Haterizl Expediter

Material Handling Laborer

Gracer ¥Lllar

Forelift Operater

Productien Line Worker (Food Fracessing)
Inilppang/Recaiving Clerk

Shlpping Packer

Store Workep I
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21150 Stoex Clerk [(Sheir . :er: f-ore Horker I 313,43
21210 Tools anmd Parts Attzndanc 3 i4.07
21420 Warehouso specialistc & 14.07
Mechanics and Maintenance ano Fepalr Cocupazlons:
230L0 Alrcraft Machapis 3 .7.89
43040 Aircraftc Mechanie Helper 3 14.52
23050 Adrerafr Quality Cantrol inspectar 5 1le.52
23360 Aircraft Servicer 5 1E.90
23070 Bireraft Worker 3 1c.Ea
23100 Applianmce Mechanse 5 17,24
23120 Bicycle Repairer 5.15.24
£3125 Cable Splicer 3 IT.E%
23130 Carpenter, Maintenance 7 17.24
23140 Carper Layar % 16.56
23140 Electrician, Maintenarss £ 17,66
23181 Electranics Tecnnician, Malncenance - § 11.413
23182 Electronics Techaician, Hainrenanze LI 3 1lg.83
23183 Electrorics Technician, Maintenance ITT 5 i7.60
23267 Fabric Worker 5 15.90
23230 Tire Rlarm System Mechanic 5 17.5%%9
23310 Fire Extinguisher Repairer 3 15.2¢
£3340 Fuel Diatribution System Mechanic = 17.89
23370 General Maintenance Worker 5 lB.5&
23400 Heating, Refrigararion and Alr-fenaitioning Mechan:zo 3 17.49
23430 Heavy Eguipmesnr Mecpenic & 17.8%9
23240 Eeavy Equipment Gueraccr F L7.B%
23480 Instrument Mechapic 3 17.4839
23470 Laborar 5 8,31
235090 Locksmith § 317.24
235330 Machinecy Mainrenance Mechanic § 21.8H
23550 Machinist, Maintenancs £ 16.78
<3580 Maintenance Trades Helper 7 14.514
23640 Millwright 3 20.42
43700 Office Appliance Fepairmr § 17.244
23740 PBainter, Bircraft = 17,24
23780 Painter, Maintaena-rce 5 17.24
237890 Pipefitter, Mainrenance 3 13.21
23800 Flumber, Maintenance % 18.51
23820 Pneudraulic Systems Mechanic 5 17.43%
Z21B30 Rigger § 17,83
£387C Scale Meochanie 3 le.58
23890 Sheet-Metal Worker, Mainrenancs £ 17.83
238310 Small Zngine Meckanic 7 L6.55
23937 Telescommunications Meechanice I 5 17.E9
23931 Telecommunicaricpns Mazhanig II 5 27,03
23350 Telsohone Lineman 5 17.89
21560 Wmlder, Combinatisn, Mainteanance F 17.E9
23964 Well Driller 5 17.89
23970 Wanderaft Worker 5 17.48%9
23980 Woodworker ¥ 1524
Perzonal Heeds Uccupations:
24570 Child Care Attendant 5 E.B3
24580 Child Care Center Clark $ 11.82
24600 Chore Aice & HB.83
24630 Humema<er g 12.61

Blant and System Operation Cocupations:
23010 Boiler Tender

25040 Saewage 2lant Oparateg

23070 Srstionacy Engineer

L3120 Venrilaticn Equipment Tander
25210 Water Trearment Diant Cperator
Protective Zervice Occupaticns:

23004 Alarm Monirtor

27004 Corrections Qfficer

27010 Court Security Officer

Wt o O 4N A0 4 L0
f
)
ra
Wi
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270440
27070
27101
27102
47130

EtQVEdnringfLsn

28319
ZEQZD
28030
23049
2050

Jdetentinag ot
firefighter
Guard T
Suard II
Pelice Offn

Olocker ang
Hateh Tender
Lina Handler
Stevedorg I
Stevedore IT

Eizer

Ber

Jshoremen Q-cugatienal

Bracer

Technicgl Jccuepations:
Alr Traffic Contral Specialise, Tanter 2/

29010
23012
23012
28023
29024
29025
28030

Bip Traffic
Alr Traffie
Archeologica

roheclogica

Cactographic Technician

Cantral
ConTtrol

http:!ﬂ’-’bhw.cﬂaIS,usaEc.a.nn}'.miL"ne,.,]

[

Iervices:

Specialiss, Ztatisn 2/
fpecialist, Tarminai Z/

L Technician :
l Tachrician 7T
Archeclogrcal Techaician II1

28035 Cumpitar Based Training (cBT) Spacialist/Instrucrar
L3040 Civil Eagineering Tecnnician
2306 Crafrer :

29062 Cratser IT

29383 Drafter III

23064 Crafter 1V

23031 ENgineesing Technician I
280462 Engineering Tacamician IL
Z30E7 Engineering Techniczan II1
L3084 Enginearing Technacian IV
230gs Enginsaring Tecnnician v
23085 Engireesing Techrnician VT
250490 Environmental Tachnician
23100 Flight Simulator/Instructer {Piler)
29150 Graphic Artise

29160 Tnstrucror

23210 Laceratory Technician

29240 Mattemaricmal Technician

29351 farzlegai/Lagal Aazistant T
23362 Paraiegal/Leqat AREBistant I
223813 Pa:alegalﬁLegal Assistapr [IT
29364 Paralegal/legal Aszierant IV
293540 Fhotocontrics Technrecian

23480
23491
294492
254493
20434
294195
28820
29521
23522

Technical wWritep
Unexplodad COrdrance Technician
Ynexploded Ordnance Technician
Unexploded drdnance Technician
Unexplaoded Safmry Excart
Unexploded Swesp Personnel
Wearther Observer, Sanigr 3/
Weather Observer, Combined Upp
Weathar Cbzarvar, lpper Air 3/

Iz
[TT

ar Alr & Surface Programs 3/

TranspmrtaticnKMobile Equipment Cperation Jdoeups :

3103a
3lzen

Bus Oriver
Parking amd Lot At tendant

31290 Shurtle Bus Criver

31300 Taxj Jriver

21361 Trucsdriver, Light Trucx
J13R2 Truckdsivar, Medivm Truci

31363 Truckdriver, Heavy Truck
31364 Truckdriver, Tractor-Trailer
Miscellanuwors Uecupaticns:

3020 Animal Taretaker

99030 Cashier

99041 Carniwal Equipmant Cparater
38042 Carmiva. Equipment Repairer

Fage 5 of 8
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13,02
14.63
7,95
12,38
17.4H

LAY TR A T

15.65
1588
15.86
I5.04
SA6. 31

W Lo 0 n 4y

25.04
17.30
19.05
14.04
15,78
19.53
13.53
24.58
13.=3
12,77
11.235
1€.38
2l.7n
11,08
12.45
16.78
13.04
22.00
£8.6%
13,49}
24.8%
1870
22.05
15.58
18.0% .
11.63
1g.20
13.74
23,83
18.42
Z6.16
15.584
13, 29
23.1z2
15,494
15,94
15.02
13.53
13.53

~u‘.|m-h!.r:Lﬂ{nmmmm{nummmmmmmﬂ

tﬂm(ﬂfﬂ'ﬂ?’lﬂ}tﬁtﬂﬂtﬂiﬂhlﬂlﬂmhinmm

12.21

7.33
11.3z

3.407
10,24
12,19
12.44
16.15

5.3%
T.21
11.44
11.72

e 40 Ly 4 mmmmmmmm
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2uUng 3 Carmavaj Workasr £ :.ao
Y050 Desk Clerk + 5.E3J
29095 Empalmer 5 1a.00
49300 Lifegquara 3 £.38
23310 Mortician 5 20.7%
39330 Park Attenmant (Aide| 10,32
20400 Fhatofinishinq Worker {Phoro “ap T2ch., Tarkreonm Te=h} § 5,058
19500 Becreatinp Spesigiies 5 12.24
=8510 Recycang Warker 3 11.z5
F2BE0 Zalasg Clerk 3 7.87
99620 School C:ﬂssinq Guard ‘Crosswali fbtandant: 5. 5.3
#3630 Sports Cfficial ¥ B.3B
32658 Survey Party Chie# (Chiaf or Parzy) 5 lE.E

Q9559 SUEVeying Technician iIns-r. Person/Surve yor Asz¢./Tnstc.y g 12,17
G9660 Surveying Aide & 7.8%
B%e0n Swimming Pogl Operargr i 11.21
93720 vending Maching Attendan: * 9.7B
23730 Vending Machina Repaircr 11,01
89740 Vending Machine Repairer Heiper 5 B.7B

“** Fringe Bernefits Reauireag For A, Occupations [noluded Th
This Wage Cetesminaricn +«
HEALTIl & WELFARE: $1.63 an nour or 565.30 a Week or 52%2.53 a4 month.
VACATION: 2 weeks Eaid vacation afrar | YRAT 0L Eervice with a
SUnTCacteor op SUCCaEROr; 3 weexs aftpop B Yrars: 1 weeks afcer 15 VEArs .
Length of servige includes vthe whrole fzan of continucous Servisig with
Fe present Tonrbractor op SEUZSCCSEor, wWhorosvar 2mploved, and with
predecessor COOTEacters in the perrfermance of similar work at the sama
Fedexral facility. (ses 73 TER 4,173
HOLIDAYS: » minimam of cleven Faid holidays per ¥EaTr: Hew Ygar's Day.
Martin Luther FEing Jr's Birzhday, Washingtan's Birthdav, Good Friday,
Memoira] Cay, Independence-oay. Labor Cav, Columbusg Lay, Vetarans' Day,
Thanksgiving Lay, and Chriscmas Cay. A copntracrop may subistityute trar
any af the named holidats ararher aay off with pay in 2ccordance with a
plan comminicared ta Lhe employess -nvolvad.] :5ae S9CFR 4.174)
1/
Does not apply ta employees emploved (0 a bons fide executive,
ddministrativa, gr profeszisnal ciapacity as Zdefined ang delineatasd :in
2% £FR 5471, (5ee 2% PR 1,159
A
WPPELICABLE T3 aAlnm YRAFFIC CONTROLLERS oMLy - NIGHT DIFFERENTIAL: an employee
ls entitled o Pay far all work performen becwean the haurs of 6:00 P.M. ang
>: 00 AM. at rhe Tate of basic pay glus a night pay cifferenrial amounting =z
10 perccae ot the rate of basic Fay.

IEATHER CRSERVERS - NIGHT PAY & SUNDAY fAY: IE you work acr night as part o=
- regular teour of duty, ¥ou will earn a night differential ana recelve an
dditional 10% of hasic pay faor any hours werked batweern €pm and Gam., If iz
e a full-time employss (30 hours 4 week] and Supdav is FArt of your
egularly s=scheduled workweek, you arae Faid at your rate o EBasic Pay plu= a
Unday preium of 25% af your basic rate for fach hour of Sunday wark which is
L overtime [i.e, ocCasional work an Sunday autside the noarmal tour of dury
S Congidarcd overtime wWork),
4OUNIFCEM RLLOWANCE »+

[ employvess srg FEQUITRT Lo wWeaAr uniforms in the performapce ar

this contrazt (either By the terms ui the Govearmmene Sohntract, by

the employer, by the srate or local AW, @tc.), tha cost of

Eurnish;ng Such unlforms and malntaining (by laundering or dry

zleaning| such uniforms = an RRpense Lhat may not be borne By ap

employes whare such Fo3t reduces The hourly rate beilgw that

required by the WAQR determination. The Department of Lapar will

4CCHRT payment 1n accardince WiCh Lhe following standards as

complisnce:

The contracter ar SHOCOrLIactor ls reguired to furnish all

cmployees wikh an adequata mumber of uniforms without cosr G to

Fage & nf B
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Telmoursg emplavees for Che 2CTUAL Cost of phe umiforma. In
additien, where uniform cleaning ang miintenance is made the
FeSpansinility of the eMDioves, 511 contractors ang Zubconrtracrors
SUDJeCt ty this Wige determipatisan zhall fin rthe absence of g baona
Fide coliectiva bargaining aoreemant Previding for a diffarapt
AMount, or the TArnishing oz SOnTrary atfirmarive Ereci as to the
Gttla: cosr), reimburge ail enplovees far sueh cleaning ang
maincenance ar 4 Fate of 54.79 pur waek lor %.85 econts ber day:,
Howaver, ip those insrances where the uniforms furnished are nade
vf “wash ang We3T" marcerials, may be routinely washed and dried
With orthap parscnal JEAIMENLsE, and do not Tequire any Bpecia)
Lreatmenc such ze dry cieaning, daily washing, or commercial
launuering in order to mesat the eleanliness ar dPpeArance standarde
SeL bY the terms of the Govecnmant Sontract, by rhe Contracror, by
law, ar By the nature of the work, there is no Tequirement that
tployess be rzambursed for uniform maintenance coste,

Tt NOTES REPLYING TO THIS WAGE CETERMINATION w«

Sourse of Uceupational Titles and Deseriptiens:

The duties of employeas undar Job titles listenm Are thase describag
in the "Service Contract Act Dirmctory of Occupations,  Fourtn
Edlition, January 19583, 4g amended by the Secondg Supplement, dateq
August 1995, Lnluess otherwisa indicated. This Publication may pa
otained from tha Superincendent o= Documents, ac 202-722-3238, o
Y Wiiting to tea Superintendent of Documents, ©.5. Governmenc
Frinting Offiza, Washington, o.c, 20407, Copies of Specific jak
descriptians M3y aisc ba abta:ined from the aspropriate cCantracting
nlf1cer,

RECUEST fom AUTHORIZATION oF ADDITIONAL CLASSTTICATION AMD WAGE PATE

[Standarg Form 1444 (58 1444
Conformance Process:

The CONLrACting uwtficer zhall Fequire that any class gf sepyise
employee which g MOt ilsted Lerein ang which iz tg ba empiayed
under rhe CONLI22t [:.e., rhe work B be perfarmed is por rerformed
By any vlassificatimny listed in the wage datermination!, he
classifiead by rhe CORLLACIor 52 as to provide g reasonahle
telationship . a., 4PPTOpsiate lavel of skill ComMpazrigon} betwesr
Fuch untisreg classificaticns gng the classificarions lisred in the
wWaga dete:minatxon. Such canformed classas ofF emplayeas =hall ke
Faid fthe monetary wWagesz and furnished tha fringe benefire ag aras
deternined, Such CONLOTMINgG process shall ke initigred by the
HERTIACESr pricr g the perzarmanee of Eeltracr work by such
dn.lszed ciasziasy et employees. The conformad clazsificarion,
“ige rate, ano/or fringe benefirs shall be retroactive £t the
SEMDENCement date of the =GNtract. (See Secticn 4.4 (S fwiy}

When multiple WAJR determinations arae included in a contrace, a
Separate 55 1444 should ke prepared for 2dCh wWage determination ro
which a classfies}) ie to bBe confoarmed.

The procase fgr PIBR2ring a conformance TBEQUAST 13 as fellows:

11 When Preparing the pid, thae CONLracTor identifies the nead far a
Confarmed QCCupation) and Computes a proposaed ratm} ,

2} After contrace award, the cantractar Prepares a written repert
listing in grdeg Proposed classification title}, a Federal grade
=quivalency [(FGE) for each pProposed clasaificaticn), jak
cescoipticn), and Tatiznale for proposed wage rave), including
information tegarding the agreemenc AL cisagoeemsnt of tha
aUthorized Teprasentacive cf tha emplovess invelved, ar whare thare
is no autheorized fepresencative, the employees themsaelvyes, Thiz
Ieport snould he submitted tg kRe “entracting officer ng latex than
30 days afreg such unlistad Class (ea) of employees perfarms any
CONRIJCcE wWopk,

1} The CCNLracting officey Te¥iew= rhe proposed acrion and promptly
aubmits a4 cepopt of the action, tagether with the dyency's
fecommandations amg Fertinent information including the Fomition of
Lthe contracter and the empicyses, ro the Wige and Hour Civision,
Employment Standargsy Administration, y.s5. Department of Labor, for

Fage 7 of 8
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Tariew. S@e gecpa. <BIRI{E) of Regulacions 29 CF. ° -+t 4.

11 Within 39 days or receipt, tha Wage and Hour Division approves,
modifies, or disacproves the action via tranamittal Lo the agency
Contracting orficer., ur notifies the contracting officer thac
ddditiconal time will hm required to process the reguest.

S} Tre Fontracting officer transmits the Wage and Hour decision to
the cantractaor.

B! The cantraccer :ntorms the affected employaes.

nformation requared by the Regulations must be submitted on S5F
1444 ar bond paper. '

When preparing a contsrmance request, the "Service Contract Act
Directory of Occupations® (Lhs Pirectory) should be used to Compare
job definitiens %o insure that duties requested are not performed
by a classification already listed in the wage determinatinn.
Bemember, it is not the job titla, but the required tasks that
determine whether a class is included in an established wage
determiration. Conformances may not be used €0 actificially split,
combine, or subdivide classificaticns listed in the wage

determination.
t [
[ DI E

141 4|/
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AFPENDIX E

Wright-Patterson AFB Information Technology Support
(WITS)

Alternative Dispute Resolution
Memorandum of Agrecment
Between
Wright-Patterson Air Force Base {WPAFB)
and

Multimax_ inc.

t. Wright-Patterson Air Force Base (WPAFB), and _ Muitimax, inc. ]

(collectively the Partics) have entered into contract{s} __ F33601-99-R-0052 /F33601-00—-POy2
2. to acquire Wrighl-Pattersan Information Technology Support (WITS). The Partics

share the objective of providing host and tenant organizations located gt WPAFB and

associated remote sites with cost-effective information technology services. This (Thesc)
contract(s) contain(s) the “Disputes” clauss {32.233-1} to implement the Contract

Disputes Act of 1978. However, as contemplated by FAR 32,214, the parties also

recognize that Alternative Dispute Resolution {ADR) procedures involving collaborative
techniques can be used as an alternative to Disputes Clause procedures in order 1o avoid

the disruption and high cost of litigation which detracts from mission aceomplishment.

3. The Partics agree that they will try to resolve all issues in controversy arising under
o1 related to the contract by negotiation and mutua! agrecment at the contracting officer's
level. If negotiations reach an impasse, the parties agree to use to the maximum exlent
feasible one or more of the ADR processes contemplated by FAR 32.2 to reduce or
¢liminate the need for litigation The Parties further agree that any ADR process musl be
structured to allow sufficient time to exchange and anaiyze any information necessary to
obtain and justify a settlement.

4.  Consistent with FAR 33.214, in cases where the parties decide {p use ADE, the
parties will prepare and agree 10 a specific, written ADR agreement gppropriate to the
controversy, before the ADR process begins. The agreement should nonmally address
the followiny (as appropriate): authorized representatives for each party; ADR techniques
and processes 1o be utilized and procedures to be followed; methods for the exchange of
information; a schedule and procedures for any discovery proceedings, inchuding how to
limit discovery/factual exchange; appointment and payment of neutrals; whether and to
what extent to stay or suspend any pending litigation; possible audit requirements;
confidentiality, at what point the parties will begin negotiations; and a provision for
terminaiton of the agreement

Pape | of 2
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5. Ifthe contracting officer T&jects a contractor's request Lo use ADR procesdings, the
contracting officer shail provide the contracior a wTitten explanation citing ene or more of
the conditions in 5 U.5.C.572(b) or such other specific reasons thal ADR procedures are
inappropriate for the resolution of the dispute. See 41 U.S.C. 605(e) & FAR 33.214(b).

In any case where a contractor rejects the govamment’s request to use ADR preceedings, -
the contractor shall inform the agency in writing of the contractor's specific reasons for
rejecting the raquest,

6. Itis not the intent of the parties that this agrecment alter, supplement or deviate
from the terms and conditions of any contract(s) between the partiss, or the legal riphts
and cbligations of the parties set forth therain, Any changes to those contract(s) must be
executed in writing by authorizad contracting officials.

7. Inthe event either party believes z particular issue is not well-suited to ADR, or is
dissatisfied with progress being made in a particular ADR proceeding, that party may,
after good faith efforts to resolve-the issue, elect to abandon the ADR process and
proceed as otherwise provided under contract, regulation or statuta. Nothing in thig
Agreement shall be deemed to prevent ejthar party from preserving and exercising its
legal rights and remedies during the ADR process.

Systern Program Director Date
(Z{.-thi{A_ %.&mgw’-té'/' APR 18 o0
Conftacting Officet’ Date :
AT /»:?4 0 J2 - 6~ 2T
Contractor Program Dirgétst Date

Blooold G puigplos, ]2 -fp- 29
ontractor Director of Contracts Date
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AMENDMENT OF SDLICITATION,... ,DIFICATION OF CONTRACT 140 IT i Cov PAGE OF PAGES

- . i | o3

2 BMEROMENT/MODIFICATION N0, 3. EFFECTRE DATE &, REQLISITIOMPURCHASE REQ N0, 5. PROJCLT ND. i anpdicante) o
P01 _ D4/ 1RANY MN/A _
B. ISSLED RY cone FY1204 7. ADMIRISTERED BY 7 pifier st fooun &) COBE 524044
DEPARTMENT OF THE AIR FORCE DCMC_ BALTIMORE
L S LD BRUTMORE, M 3 SFERs T 199
WRIGHT-PATTERSUN AFB OH 454335309 ' 2

{410} Y62-95904

8. NAME AND AUURESS OF CONTRACTOR e, stroel, cowery, Staze and JF Lo | 14|

Mulfimax, Inc. _ (301} 925-8222
1441 MeCormick Drive
Largo, MDV 20774

9A. AMENDMENT OF SOLICITAT I0M &0

(BR, DATED (5eE/7EM 1 1)

104. MODIFECATIGN OF CUNTRACTIOROER NE.

X F3360140-D .PO02
TOB. ANTED ($EE FTEM 15

oot OHDS4 ' *FACILITY CODE ) (34,1200
| ' Ti. THES ITEM ORLY APPLIES Y0 AMENDMENTS OF SOLICITATIONS
u Tha aheent rambed solicalatinn is amandad as ame 40 i [1am B4, The how and dats apeelfed dor racwipt al Ollars l_—l % mctandnd, :l i= not axierded.

Otter must achncwindga racsipt ol Ihis aendmend prior eo shi haur and data epetidied in the soReraion of af amended, by ore nf 1 felowing memeds;

{a] By cormglaing ems 8 and 15, wd repaming . copties af bhe sinendment (b By Mkonbwindging receipt of thiz amendmant an dach topy of Ehe il

subsra|ta; or fcf By sepurare |N1e 4 Yalagram wheth ucludes  raference =0 the Sdlicitation and aiendmee numba. FALURE OF YOUR ACKHOWL FOGEMIENT Tt BC RECEIVED AT THE P aGE DESICNATED FOR TIIE RECEIFT OF
QFFERS PAIQA TO THE HOUR AND DATE SPECEFIED $AAY RESULT IN AESECTION NF YOUR QFFER. 1F 3y wirtwa ai this g you desirs 10 changs an odfar sready submicted, suck thiange may be narde by Eelegram nr lgtier, providi
Rach [elageam o7 fetinr makat rafaiesce to the eolicil2tun and 1hfa amendmanc. 40 ic recaived pris o [he openen heor i date mpacifiad.

12, Al::uun'rh.g'and Apnropriztion Data §F reguiren

13 1S ITEM APPLIES ONLY TO MOBIFICATIONS OF CONTRAGCTSHIRDERS,

. IT MODIFIES THE CONTRACTIQROER NO. AS DESCRIBED IN ITEM 14
1t | 8. FHIS CHANGE ORDER IS 4SSUED PURSUANT TD: (Sieeify avwharty) THE CHANGES SET FERTH 1N ITEM 14 ARE MADE IN THE 0N TRACT NROER M. (H ITEM 108,

=

B THE ABOVE NUVIBERED CONTRACTIDRDER IS MOCIFIER T0 REFLEC S FHE ADMIMSTRATIVE CITARGES fouch om JEp———
ApprgiEinn 2, eich, SET FORTH [N TEM 14, BURSUANT TD THE SFTHRITY OF FAF 42 T4

C. 1HIZ SUPRLEMENTAL AEREEMENT |3 ENTERED INIQ PURELIANT T AUTHORITY OF:

" %ﬁ?ﬂl ". Tﬁf%ﬁmrﬁmmmfm‘w

AMPORTANT: Canfractur lz? e, [_| ik equired 4o sign 1his docoment wd Hren S e tufita 10 1he miing office,
& DESCRIFTION OF AMENDMENTIMONIF ICALIDH (Crganizes By £1CF cection Fradogs, scloding saleiiamomamtac swiyert madter where feEsiie)

00 1 TRAYLOR _
HGNE: (937) 2576721 EXT. 4425
EE PAGF 2 0172

“a

till #5 Rrividut herain, o8 temms and candlvions of the gocumend relerenced in lam 34 or 108, ax heretolore changed, rwmaias unchamed aud in Full force std pffect.

5f. NAME AND TITLE OF SIGNER /Time or sy 16A. NAME AND TITLE OF SIGNER /Fma ar prieg!

CYNTHIA SCHWEIBQLD

2B CONTHACTORIDFFEROR [ 15E. DATE SIRRED usaémn STAT;%MEMA y ,.*ff + EL. DATE SIGNED
By L 380 Leedd e d Aty o
s LAt lz €A . o o

' (Sigralina AF Jartd aulhavsd 3 o) ; rEAmrra e of Cimerrac towe 165 pes
N TS0 529070 Gregned using FacFarm s S{Tm. HTANDARD FOAM 30 MEY, 10-831
AEYMKES S0ITION UNUSABLE Preacribed by G5A

FAR t48 CFR) 53.243
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A, THE PURFOSE OF THIS MODIFICATION 18 AS FOLLOWS:

B. THE FOLLOWING CLAUSE DATES ARE REVISED:

FROM:
|-E47 527431 CHANGES-FIXED PRICE—ALTERNATE | ALIG 1987
(1AW FAR 43 2053)(30
671 52.248-1 VALUE ENGINEERING [DEVIATHIN) hAR 1380
(LA FAR, 48,2011B], and 0P Memo dated 10 Jun 98,
DR Tracking #83-0000)
Tk
Had7 52,2411 CHANGES—FIXED-PRICE—ALTERNATE | APR 1934
{IAW FAR 43.205a)(3]}
471 o2 24581 YALUE ERGINEERING {DEVIATION] FER 2300
(AW FAR 48.204(b), and DDP Mermo dated 10 Jun 59,
NAR Tracking #€8-000086)

. THE FOLLOWING CLAUSE 1S HERELY DELETED:

0. 522194 HOTICE OF PRACE EVALIJATION PREFERENCE FOR HIUBZone SMALL BUSINESS CONCERNS JAN 1369
{14 FAR 1913080
[} Waiver of evaluation praferancs
[ 1 Offarc: mkacds towaive the cvaluation preferenca.

Do PARTIIL, SECTION I, T.IST OF ATTACHMENTS, 15 REVISLD AS FOLLOWS:

FROM.:

FORM NR TITLE DATE # PAGES

D Fotna 1423 Exhibit I, Uontract Diata Requirements List 19 UL oo fi

DD Foen 234 Exhibit 2, Cnnteet Secarity Clissification Speeification W0 ATUG 99 g

Appendi A Mtatement of Dbjectives 6 DEC 49 4

Appendix B Eabar Category Desvriptions 24 NOW 89 5

Appendi Wage Detertiinalion 2T MAY 99 8
94-2412 REV{id}

Appendix D Loaded Labor Rate Chart i Lnkrown-dated by Olleror) 1

Appendix E Altcrnate i spites Resolution [ eknown-dated by Offerne) 2
hMemarardum of Agrecinent '

Alch | Seetion L 101 Mo 95 18

Afch 2 Section M 0 Moy 89 &

T0:

FORM MR LTFLE DATE ¥ PAGES

D Form 1423 Lixhibkit 1, Contract Crata Reguircments st 19111, 39 A

B0 Fum 253 Fxchibit 2, Conteagl Security Clasgiticatinn Specificativg 10 ALG W g

Appendix A Staternent of Oljectives & D 99 4

Appeondix 13 Labor Catepory Drescriplions 24 NOW 95 3

Appendix [ Wage Detennination 17T MAY on &
94-2419 REV(14)

Appendix Ty Luided Lubor Katz Chan 16 DEC 9% 1

Appendix E Adternute Desputes Rasalution 1§ APR ) 2
Memorandum of Agreement

Appendix F Mubtimax, Ine. CSOW 17 1089 11

E. MUTIMAX, INC. CONTRACTOR STATEMENT OF WORK (CSOW), DATLD 17 DEC 99, 1%
HEREBY INCORFORATYEI INTO THE SUBJECT CONTRACT AS APPENDIX E.
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E. PART IV, SECTHON K, REPRESENTATIONS AND INSTRUCTIONS. PAGES 19 THROUGH 21
QF THE CONTRACT 1AV BEEN PHYSICALLY REMOVED.

(. ALL OTHER TERMS AND CONDITIONS OF THE CONTRACT REMAIN LINCHANCGED,
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FA31601-(K-1-PO01 PODORZ
RS IN. DRMATION SYSTEMS, INC.
PAGE2 OF 2

A. THE PURPOSE OF TIIS MODIFICATION IS AS FOLLOWS:

B. SF 1448, BLOCK 16, ADMINTISTERED BY CQDE, OF THE BASIC DELIVERY ORDER, IS HEREBY
CHANGED AS FOLLOWS:

FROM: 824044
T 321014

C. PART 1M, SECTICN J, LIST OF ATTACHMENTS, IS REVISED AS FOLLOWS:

FROM:

FORM NR TITLE DATE # PAGES

DD Form 1423 Exlhibit |, Contract Data Requirements List 19 UL % &

DD Fopo 254 Exhibit 2, Contract Secority Classification Specification 10 ALK 93 5

Appendix A Stalcment of Cihjectives B R 99 4

Appendix B Lahor Catagory Descriptions 24 NOWV 99 5

Apnendix [ Wage Determination 2T MAY 99 8
84-2415 REV{14)

Appendix D Louded Labor Rate Chart 18 DEC 99 1

Appendix E Allemnate Disputes Resolntion L5 AFR () 2
Memorandum of Agreement

Appendix ¥ Multimax, Tae. CSOW 1T I} 99 1

TO:

" FORM NR [TTEE DATF # PAGES
LMY Formn 1423 [xhibit 1, Contract Data Requirements Lizt 19 7L 849 ]
N Form 254 Exhibit X, Conlraci Security Classification Spacification 01 JUN 4 7
Appendix A Statement of Ohjectives 6 DEC 99 4
Appendin B Labor Cutegory Descriptions 4 NOY 15 5
Appendix © Wapr Determinatinn 1T MAY Y3 i

94-2419 REV( 4}
Appendiv B T.aded Labor Rate Chart 15 DEC 59 !
Appendix E Altemare Disputes Resoluliva 18 APR 00 2
SMemorandvg of Aprsement
Appendix F dullimzx, [ne, CSOW 17 DEC 29 h

D. ALL OTHER TERMS AND CONDITIONS OF THE CONTRACT REMAIN UNCHANGED.



DEPAHTMEHT OF DEFEHSE 1. ELEAHANC: AND SAFEGUARDING
. FAZIL, CLEARARN Sall]
GONTRACT SECURITY CLASSIFICATION SPECIFICATION | " T CLEARANGE REQUIREG

{The racpsirarments of the Dol Indusiria Securdty Manusl apphy I TOP SECRET i
to af sdcudlty espacts of this afiom.) + LEVEL OF SAFEGUARCING REQUIRED
N/A
2. THIS SPECIFICATION 15 FOR: (X and comiwie a3 dppiicatia! 3. THIS SPECIFICATION I15: (¥ angt cowviliate g Afaiiaatne]
% 2. PRIME CONTRACT NUMBER % ORIGINAL (Compiats snts i ap NATE VY'Y rafadan)
. | K 1] Iy:] | £-L
F33601-00-D-PO02_Exp Datc: 05 05 11 i poee 20000601
b. SUBCONTRACT MUMBEER b. REVISED REVISION M. DATE (¥ V¥ ¥MMoo)
fSvpersade: a)
2 Drevious toece) _
¢ SOUCITATION OR OTHER NUMBER DUE DATE Y'Y ¥ yamicar DATE (¥ Y'Y vadng |
lc. FINAL (Compiate Hom 5 in aff cagrs)

4. 15 THIS A FOLLOW-ON CONTRAGT? | fEs X | MD. if Yes, complets e tallowing:

Classifiad matarial recaived ar gunaraled under IFreceding Cantrect Numbar) i« tranafarred o this follow-on cortracT.
5. I8 THIS A FINAL DD FORM 2547 ] YES | X | MO. if Yas, comptace the Fallawing;

In rrspoAsd to the cortractor's raquast datedd « Fatantion of the classiflad matanial is authorized for tha parled of

— e pp— Sem—

6. CONTRACTOR finciuds Covmmmncied and Govemwnemt Enfity CAHE} Coga)
2. MNAME, ABDREES, AND ZIF CODE ] b. CAGE CODE [ &, COGNIZANT SECURITY DFRIGE iNprre, A draEs, arvd Fig Coda)

MulriMax, Tacorporated HDS54 DSS Greater L /Babtimore (O[7)

1441 McCormick Drive 1235 Jefferson Davis Hwy, Suite 210

Largo MD 20774-5323 Arlinglom, ¥A 222023783 .
7. SUBGCONTRACTOR
8. NAME, ABDREES, AND 2IF CODE b. CAGE CODE | ¢, COONIZANT SECLRITY CFFICE fNarrre, Addmass, amt 7 Codel

N/A Nia N/A
8. ACTUAL FERFORMANCE ]
& LOCATIGN i b. CAGE COBE | ¢, COGRIZANT SECURITY OFFICE iNamg, Addmss, sng T Cogal

MN/A NiA N/A

9. GEMNERAL IDENTIFICATION OF THIG FROCL'REMENT

Computer Support for WPAFB oTganizations.

10, CONTRACTOR WILL REQUIRE ACCESS Tk YEZ | MO {117, IN PERFORMING THIS CONTRACT, THE CONTRAGTOR WILL: YES | ND
#._COMMUMICATIONS SECURMTY HCOMSED) INFORMATION ~ s H FATILITY GR e NERNMENT SaTRiTY e by
| 5. mesTRicTIo ATA > b. RECENE CLASSIFIED DOCUMENTS ORLY b4
0. CRITUCAL NUCLFAR WEAPON DESIGH WEGRMS FOH x & RECFIVE AU GEMFRATE CLASHFIED MATERDAL -
4. FORMERLY FESTRICTED DATA ' b4 4. PABRICATE, MODIFY, OR 5T0RE CLASSIFISD HARDAYARE T
#-  INTELLIGEMEL |NFORMATION E ¢ PEAFOAM EERVICES oMLY
1] Shriten Cormpartmentad minion (51| Ty 2 F“.,j;ﬁgﬁ? ! .Hs.ﬂﬁug s’éh‘iiﬁé"mﬁuﬁaﬁﬁmmmm RI]ES_E_TH TE >
12 Nonv-5C3 X ; Emmﬁmwﬂm mTIX
- SPECIAL ACCESS MFORMATION - h. REQUMRE A COMSEC ACCOUNT pTH
9 NATD INFORMATION X |5 "wave TemiresT nequmements ™
h. FOREMSN BOVERNMENT INFORMATION x |- HAVE GPERATIONS SECURITY JUFSEC) REQUBEMENTE x
1. LHAITED DISEFMMATION INFORMATION Ml e AUTHORIEED TO USE THE DEFENSE COURKR RERVICE x
I FOR OFFICIAL LUSE OHLY INFORMATION > . COTHER (Specifl 4
k. OTHER fSpecif) *
Notification of government Security activity is required,
See addendum. '

DD FORM 254, DEC 1839 FREVIOUS EDITION 1S OBSOLETE,



12,

FUBLIC RELEASE. Any informetlan foiesyifior o uRelszifie! partaining to this contrart ghal net b relda.ad for pubdle disseminggon HACEET A provided
bey the kndustrial Security Manual or ynless it has bewn dpproved lor public rdeasy By appropriate U.5. Governmmant autharlty, Proposed public releasas &1l

be submitted for approval priat to raloayg I:j Dirnct ]__R] Thipugh (Saecify)

ASC/PA, 1865 dth Street, Suite 13, WPAFB, OH, 45433.07129, Release of 5CI information is not authorized,

e tha Direclarate for Frasdom of Infermation ond Security Review, Office of the Asglstant Secratery of Detonse Public Afairgl* for rennw,
Tin thio cans of non-Ool Vaw Agencies, requestc for dlyclocure ehall be submittad to that agancy,

13,

SECURITY SUIDANCE. The Sncurity classtRection gultlance needsd for thia clessitiod affort g [dantified belpw, 17 any difficulty is ancorntned in aoplving
this guidance oF if any other contributing facter indicatey 3 faad for chengas in this guidence, tha CRNLIACECr in authorzed and wncoureged In provide
racomrmanded changaes; to chaillanga the guidance of the clasaification axsigned 12 any mtormerfon ar mataris| furmishod or ganeated ondes this cuntract;
and to bt any quextione for intorpretaten of thig Guidanca b the oMicial idantified balaw. Pending inal docision, the infurmatign involvod shell be
handled sad protected at the highast taved of classification aagiged o recommandad. (@AY i ag dgpropriata for the clessifed sffor. Attach, or forward urtdar
FEQANBLE COrrBSETROENCE, ANy T L Tl r BT I fafamnced Marwin, Agd sctiifonal peges &3 nasdee 1o Pravide commiete suidanse,)

4, This is a task order contract, Each task order with ¢lassified requirements, will require a separate and specifie DD Form
254,

b. The National [ndustrial Sccurity Program Operating Manual (NISPOM), Tanuary 1995 applies to this contract.

¢. RefBlk 10f: The NISPOM Supplement (NISPOMSUP), 29 Dee 94, and the Dob overprint to the NISPOMSUP,
February 1998 applies to this contract for Special Access Requirements.

d. RefBlk 10a.: COMSEC fequirements epply. COMSEC guidance is incimbent on the governmen:.
¢. RefBlk 10e(2)/10h: General Imethgence Mattrial/Foreign Disclosure applies. See addendum
f. Ref Rk 10j.: For Official Use Only (FOUQ) applics. See addendum,

£ RelElk 11a.: Releasing Government or Contractor activity will furnish complete ciassification guidance for the scrvices td
be performed. Contractor performance is restricted to the specific orparization identified in the task order DD Porm 254,

h. RefBlk 11i,: EMSEC requirements apply. EMSEC requirements arc incumbent on the ROVCTIImMent,

i. RefBlk |1].: The Natification of Government Secur; Activity and Visitor Group Security Agreement clause applies.
See contract clause i Section I far detais,

. Functional Arca Chjef: Karen Crothers, BECG/SCXP, WDAFR OH, (937) 2559471, X500
k. Functional Area Evaluator (FAE): Each invididual task order will identify the FAE for the tasking umit,

14.

ADDITIDNAL SECURITY REQLNREMENTS. Requiremants, in addition 1o 1IZM requliemianis, are sstabliated for this cantract. 2 | ran ] -
i Yas, ident!fy the perBaent conraciual CIAUES {7 The SonEmeT documiend naBid, or proveits an aperopsixie Stareman; WRICH lant:Nes the Bdditiona!
OGNS, Provids g EaRy of tha rguirements to the COQMNTANt MUY affice.  LUicd Ham 13 if additional spaca Iy naeder.)

. Ref Blk 10c(1): SCI requirements may apply in futare task orders. Taxking Units will provide specific requirements and
guidance,

Refl 10f: Special Access Requirements/Procedures may apply in foture task orders.  Guidsnce for paining access will be
provided by the tesking unit,

15.

INSPECTIONS. Flomants of this Carirect are outalds the inepection responsibility of the eogrizant security oFfica, LJ{J Yeg Mra

I Ver, dupiain end identify speciffc aress OF “IFTENTE Carvend out And he sty reggonsie Ffor Insgectionrs, L've ftam 1.3 0¥ adoitionar spaCe I3 neadad )

The DS is relieved from security oversight for performance og base. SAF/AQ-OL will mainrain security oversight for SAR
materiat unless otherwise stated in the task arder DD Form 254, ASC/SYSPC will matniain SRCUrity oversight for Non-SAR.,

1&.

1. TYPED NAME OF CERTIFYING DFFICIAL b. TMLE t. TELEPHONE finciude Arer Codel
Cynthia Schweibald Contracting Offzcer {937) 257-2135
Exr, 4423
d. ADDRESS fincluce Zip Code) 17. REOUIRED DISTRIBUTION

o6 Aok o 0.3 TASC/SYS| X comacton

WPAEB, OH  45433-5309 PHHRHI MATINN X |« cosmzant sectmmy orice Fom e ang SBCONT RACTOR
SIGMATUAE W

8
AT o IL5. ACTRITY RESPONSIBLE FOR OVERSEAS SECUMTY ACMINISTRATIIN

Jo deur ABC-ONLY | B35 oermnenr ™™ g on

B0 TENTH ST ROOM 9iit

ACK), DEC 15§ g ASCCIE (350 A Bohaboy) WRARE OH 45421 7875
| 29 MY /W R 00 10
. H 2 li




ADDE!  JM T0 DD FORM 254
05 February 1999

NOTIFICATION OF GOVERNMENT SECURITY ACTIVITY

1. Thirty days before the date Contractor operations wiil begin on Wright-Patterson AFB OH,

the Contractor shall provide ASC/SYSPC, 180! Tenth Street, WPAFB, OH 45433-7625 the
following information:

a The pame, address, and telephone number of your cempany’s Facility Security
Officer and your designated gn-site security representative;

b. The contract number and military contracting command;

¢. The hiphest classification calegory of defense information to which Contractor
employees will have access;

d. The date Contractor operations will begin on WPAFB OR;

¢. The estimated completion date of operations on WPAFB O,

2. This requirement is in addition to visit

request notification procedures contained in Dol
5224.22M, National Industrial Security Pr

ogram Cperating Manyal, Chapter &.



ro.
ADDFENDUM TO DD FORM 254
& Aprit 2000

GENERAL INTELLIGENCE MATERIAL/FOREIGN DISCLOSURE

I. Special Requirements for General and Foreigo Iutelligence Material. In addition to the
requitements and controls for classificd material, the Director, Ceniral Intelligence, sets up
additional requirements and controls for intelligence in the possession of contractors. The
contractor must:

a. Maintain controf of all intelligence materials released in his or her custody in accordanee
with DOD 5220.22-M, the National Industrial Security Program Cperating Manua] (NISPOM),
Tanuary 1995, paragraphs 5-200, 201 and 202 for control. Contractors agrees that all intelligence
matcrial released, all roproductions and other material generated (including reproductions) are
the property of the 1S (overnment,

b. Maintain control of all reproduced intelligence dala in the same manner as the original.

¢. Destroy intelligence materials in accordance with approved methods identificd in the
NISPOM.

d. Restrict access to thosc individuals with a valid need-to-know who are actuaily providing
services under the contract. Further dissemination to other coniractors, subcontractors, or other
government agencies and private individusls or organization is prohibited unless autharized in
writing by the Contracting Officer’s Representative  (COR) with pror approval  of
ASC/NATC/POA,

€. Not releasc intelligence data to foreign nationals or immigrant aliens, regardless of their
security clsarance or contract status, without advanue written permission from the COR, Foreign
Disclosure Palicy Office (ASC/CXI), and ASCYNAIC/POA.,

f. Ensure thal each employce having access to intelligence material is {ully aware of the
special security roquirements for this matarial,

2. Returning Intelligence to the Air Force. Contrctors must returg intelligence data to the
COR at the termination or completion of a contract unless the COR has provided written
approval for the contractor to retain for an additional twe ycars. If retention is requircd beyond
the two year period, the contractor must again request and receive writien retention authority
from the COR. If the COR grants retention authority, he or the must provide a capy of the
written approval to ASC/NAIC/POA.

3. Release of Classified and Unclassified Information to Foreign Government end Their
Representatives. Any military activity or defense contractor Tecelving a tequest from a foreign
government or 4 representative thercof, for intelligence data about this program, shall forward the
reyuest to ASC/CX1 and ASC/NAIC/POA. Information released under Forcign Military Sales
(FMS) must comply with the specific USATF disclosure guidance issuad for the specific FMS
CUsSLmET.



ADDENDUM 10 DD FORM 254
08 February 1999

USE OF SFECTAT, INTELLIGEN G5
1. Authorized Controi Markings of [ntelligence Information !

a. "Dissemination and Bxtraction of Information Controlled by Originator {ORCON)".

This marking may be used only on classified intelligence that clearly identifies or would
reasonably permit ready identification of intelligence sources or methods that are particularly susceptible
te counterneasures that would nullify or measurably reduce their effectivensss. It is used to enable the
eriginator 10 maintain continuing knowledge and supervision of the further use of intelligence beyond the
original dissemination. This control marking may not be used whan access to the intelligence
information will reasonably be protacted by use of its classification marking (i.e. Confidential, Secret,
Top Secret), or by use of any other control marking specified herein.

b. "Not Releasable to Foreign Nationals {NOFORN)"

This control marking is used to identify classified intelligence material that may not be released
in any form to foreign Bovernments, foreign nationals, or non-US citizens without permission of the US
Government originatar, and then oily when released in compliance with the National Disclosure Policy,

=

¢. "Authorized for Releass to (Name of country(ies)/international organization™
This marking is used to identify classified intalligence material that the {5 Government
Originator has predetermined to bs releasable or has been released through established foreigm disclosure
channels to the indicated country(ies) or Organization,

2. Procedures Governing Use of Control Markings

a. Any recipient desiring ta use inteltigence in 2 manner contrary 1o the restrictions established by
the control markings set forth above, shall obtajn the advanced permission of the originating agency.
Such permission applies only to the specific purposes agreed to by the originator and does not
automatically apply to all recipients. Originator will ensure that prompt consideration is given to
recipients' requests, with particular attention (o reviewing and editing if necessary, sanitized op
paraphrased versions to derive a text suitabie for release subject to lusser or ne contro) markings.

h, Tha cantrol markings aathorized above shall be shown on the title page, front cover, and other
applicable pages of documents, incorporated in the text of electrical commusications, shown on graphics,
and associated (in full or abbreviated form) with dats stored or processed in sutomatic data processing
systems. The control markings also shall be indicated by parenthctical use of the markings ablireviations
at the beginning or end ol the appropriate portions, Ifthe control markings apply to several ar alf
portions, the document may be marked with a statement to this effect rather than marking cach portion
individually.

<. The control markings in paragraph onc { 1) shall be individually assigned at the time of
preparation of intelligence products and used ig conjunction with security classifications and other
markings specified by EQ 12958 and its implementing [SOO Directive. The markings shali be carried
forward to any new formal in which the same in formation is incorporaicd including oral and vigual
prescotations,

Current Guidance
Implementation of DCID 177,30 June 1998



ADDENDUM T} DD FORM 254
[0 Mareh 2000

SENSITIVE COMPARTMENTED INFORMATION CLAUSES
{SCIF NOT REQUIRED)

The following controls will apply to Sensitive Compartmented Information (5CT)
provided under this contract:

. ltem 14: AFMAN 14-301, DOD T8-5105.21-M-1, DCID 6/4, 1/19, 6/3, and 1/21, and DIAMN
50-4 provide the necessary puidance for EMSEC {emission security), physical, personnel and
infarmation seeurity measures and js part of the SCI security specifications far the contract.

2. Ttem 15: This contract requircs access to SCL. The National Air Intelligenee Center (NAIC)
Special Security Office (850 has exclusive security responsibility for all SCT released to the
contractor or developed under this contract, The Defensa Intelligence Agency (DIA), or its
designee, shall be responsibla for all inspections of the contractor to insure compliance with 8C]
Directives/Regulations, All SCT will be handled in accordance with secutity requircments
furnished by the Aeronautical System Center (ASC) SS0, located in ASC/OXS.

3. SCT will not be releaséd to contractor employees without the specific relcase approval by the
originator of the material as outlined in the governing directives and based on prior approval and
certification of "need to-know" by the contract monitor,

- 4. Names of contractor personnel requiring access to SCI and justification for SCI b; ilets will he
submitted to the ASC SS0O alter contract monitor approval/concurrence. pon receipt of written
approval from the contract monitor, the Contractor Special Security Qfficer {CSS0) may submit
the necessary forms to DISCO fora Single Scope Rackground Investigation (SSBI) for those
personnel nominated for SCI access in accordance with the National Industrial Security Program
Operating Manual (NISPOM).

3. Imguinies pertaining to classification guidance on S8CI will be directed to the contract monitor
listed in 3 above.

6. Ail 8CI furnished to the contractar in support of this contract remains the Property of the
Department of Defense, or the agency or command (hat releascs it. Upon completion or
cancellation of the contract, SCT furnished will he returned to the NAIC S50,

7. This comtract requires that SCI contract billets he established in order 1o fulfill
the coniractual obligations incurred. Access will be grantud by the sponsoring governent
agency. Upon completion or cancellation of the contract, the CSSO will debrich all personnel not
required for contract closeout and those billets will be disestablished.

8. Access will be granted anly at the sponsaring agency and other accredited SC[ Facilitics
(SCIF}) as approved by the governmenl Contract Monitar..



ALDENDUM TO DD PORM 254
24 Jauuar}r 2000

FOR GFFICIAL USE ONLY (FOUQ)

. GENERAL: FOUD is information fhat has not been given a security classification pursuant te the criteria of an Bxecutjye Order,
but which may be withheld from the public hecause disclosure would cause a fareseeable hamm to an interest protected by one or nore
of titre Freedotm of Information Aot (FOIA} exemptions 2 through 9. Additional information on FOUO may be ohtained by contacting
the User Agency. FOUD is 2ssigned to information at the time it js created i a DoD Agency or dervatively as instructed jn 2
Security Classification Guide. '

2. MARKING:

4. FOUQ information recelved (released by a BoD} component) should contein the follewing marking, when recelvad: THIS
DOCUMENT CONTAINS INFORMATION EXEMPT FROM MANDATORY DISCLOSURE UNDER FOLA. EXEMPTIONGS)
APPLIES/APPLY,

b.  Mark an unclassified document contuining FOUC information *FOR. OFFICIAL USE ONLY" at the bottom of each page
containing FOUO informtation and on the hottom of the front page or front cover (if any) and on the back of the lust page and og the
back cover (il any). Each paragraph containing FOUQ information shall be marked as such,

¢ Within a classified document, an individual page that contains both FOUO and classified information shell be marked gt the
top and bottom with the highest security classification of information appearing on the page. Individual paragraphs shall be marked ar
the appropriate classification level, as well ag unclassified or FOUQ, as appropriate. An individual page that contains FOUG _
information but na elassified information shall be marked “FOR OFFICIAL USE ONLY" at the tap and battom of the page, as wall
&5 gach paragraph that contains FOUO information, MNOTE: For* production efficiency” the entire document may be marked top
and bottorn with the highest level of classifjcation contained within it, as long as every paragraph is macked to reflect the specific

classification of the information it contains,

d.  Mark other records, such as computer print puts, photographs, films, tapes, or slides 'FOR OFFICTAL USE OMLY" 50 that
the receiver or viewer knows the record containg FOUOQ information,

€. Mark each part of a message that contains FOUQ information. Unclassified messages containing FOUQ {nformation must
show the abbreviation "FOUO" before the text begins.

4. DISSEMINATION: FOUO may be disseminated batween officials of Dol Components, DeD contractors, consultants and
grantees tg conduet official business for DoDD. Recipients shall be made aware of the status of such information and trapsmission
shall be by means that preclude unauthorized public disclosure,

5. TRANSMISSHON: FOUO information shall be wunsmitted in a mapner that prevents disclosure of the coutents. When not
commingled with classified information, it mzy be sent via first-class mail or parcel post. Bulky shipments, .. lesting matenals, that
etherwise qualify under postal regulations, may be sent by fourth-class mail. FOUO information may &lso be sent over fzesimile
equipinent; however, when deciding whether to use this means, halance the sensitivity of the records against the sk of disclosure.
Consider the Jocation of sendigg and receiving machines and ensurs authorized personnel are evailable to receive the FOUO
information as soon as it is ransmitted, Transmittal decuments shall call atteniion to the presence of FOUG attachmeants. FOUO
information may also be sent via e-mail, if it is sent via a system thut will prevent unintentional or unzethorized disclosure, -

internal building security is provided. When there i5 no internal building security, locked buildings or roums nomally provide
adequate after-hours protection. 1f such protection is not considered adcquate, FOUG material shall be stored in Incked contziner<
such as file cshinets, desks, or hookcases, Fxpenditure of funds for security containers or closed areas solely for the profeciion af
FOUD data is prohibited

7. DESTRUCTION: When no longer necded, FOUO information shall be disposed of by any methad that will preclude ity
disclosure to unauthorized individuals,

(Referance Balr: Revularian 5400 FAir Fapep Swonlemenr 37 o F500
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A, THE PURPOSE OF THIS MODIFICATION 18 AS FOLLOWS:

B. SF 1449 BLOCK 3, AWARD/EFFECTIVE DATE, OF THE BASIC DELIVERY ORDER, IS HEREBY
CHANGED AS FOILLOWS:

FROM: APR 182000
10; JUN Q1 2000

€. ALL OTHER TERMS AND CONDITIONS OF THE CONTRACT REMAIN UNCIHANGED.
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Multimax, Inc.
Page 2 Q7

. THIE PURPOSE OF THIS MODIFICATION IS TO MAKE AN ADMINISTRATIVE CORRECTION;
ADD A REMITTANCE ADDRESS TO THE CONTRACT (CLAUSE G-310).

- AS A RESULT OF TIIE ASSIGNMENT OF CLAIMS PROCESSED BY DCM-GTOK, DCM
BALTIMORE ON I8 AUG 00, THE REMITTANCE ADDRESS IS HEREBY ADDED AS FOLLOWS:

REMIT T
COMMERCE FUNDING CORPORATION
P. 0. BOX 18199

MERRIFIELD, VA 72118

. ALT. OTHER TERMS AND CONDITIONS REMAIN UNCHANGED,
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. THE PURPOSE OF THIS MODIFICATICON IS TO ADD DFARS CLAUSE

252.232-7007, LIMITATION OF GOVERNMENT OBLIGATION {TA-423(7) TO
THE CONTRACT.

. THE FOLLOWING CLAUSE IS HEREBY ADDED TG THE CONTRACT:

[A-4230.  152.232-7007 LIMITATION OF GOVERNMENT'S OBLIGATION - ALTERMNATI ] ALIG 1997
(1AW NFARS 232-705-Ti0)
Uioor the panrpases of this clause the blank(s) isfare completed as follows:
(ay  Trem Q002
The sum of TO BE SPECTFIED ON INDIVIDUAL DELIVERY ORDERS

. ALL OTHER TERMS AND CONDITIONS OF TIIE CONTRACT REMAIN

[INCHANGED.
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I.
252.232-7007 -- Limitation of Governments Qbligativn (Aug 1993)
As prescribed in 232.705-70, use the following clause:
Limitation Of Government’s Obligatien {Aung 1993)

{a) Contract line item(s) * through * are incrementally funded. For these item{s}, the sum
of § * of the total price is presently available for payment and allotied to this coniract,

An allotment schedule is set forth in paragraph (i) of this clause.

{b) For item(s) identified in paragraph (a) of this clause, the Contractor agrees to perform
up to the point at which the total amount payable by the Government, including
reimbursement in the event of termination of those item{s} for the Government’s
convenience, approximates the total amount currently atlotted to the contract, The
Contractor will not be obligated to continue work on those item(s) bevond that point.
The Government will nat be oblipated in any event to reimburse the Contractor in excess
of the amount atlotted to the contract for those item(s) regardless of anything to the
contrary in the clause entitled "Termination for Convenience of the Government.” As
used in this ¢lause, the total amount payable by the Government in the event of
termination of applicable contract line item(s) for convenience includes costs, profit, and
estimated terminativn settlement costs for those item(s).

{¢) Notwithstanding the dates specified in the allotment schedule in paragraph (i) of this
clause, the Contractor will notify the Contracting Officer in writing at least ninety days
prior to the date when, in the Contractor’s best judgment, the work will reach the point at
which the total amount payable by the Government, including any cost for termination
for convanience, will approximate 85 percent of the total amount then allotted to the
vontract for petformance of the applicable item(s). The notification will state (1) the
estimated date when that point will be reached and (2) an estimate of additional funding,
if any, needed to continue performance of applicable line items up to the next scheduled
Jdate for allotment of funds identified in paragraph (i} of this clause, or to a mutvally
agreed upon substitute date. The notification will also advise the Contracting Officer of
the estimated amount of additional funds that will be required for the timely performance
of the item(s) funded pursuant to this clause, for a subsequent pericd as may be specified
in the allotmeat schedule in paragraph (i) of this clause or otherwise agreed to by the
parties. If after such notification additional funds arc not allotted hy the date identified in
the Coatracter’s notification, or by an agreed substitute date, the Contracting Officer will
terminate any item(s) for which additional funds have not been allatted, pursuant to the
clanse of this contract entitled "Termination for Convenience of the Government.”

{d) When additional funds are allotted for continued performance of the contract line
itemn(s)} identitied in paragraph (&) of this clause, the parties will agree as to the period of
contract performance which will be covered by the funds. The provisions of paragraphs
(b} through (d) of this clause will apply in like manner o the additional ailotted funds
and agreed substitute date, and the contract will be modified accordingly.

(e} If, solely by reason of failure of the Government to allot additional funds, by the
dates indicated below, in amounts sufficient for timely performance of the contract line
itemn(s) idenlified in paragraph {n) of this clause, the Contractor incurs additional costs or
i5 delaved in the performance of the work under this contragt and if additional funds are
allotted, an equitable adjusiment will be made in the price or prices (including
appropriate target, billing, and ceiling prices where applicable) of the item(s), or in the
time of delivery, or both. Failure to agree ta any such eguitable adjustment hersunder
will be a dispute concerming a question ot fact withun the meaming ol the ¢lause entitted

http:/fweb? deskbook.osd mil/reflib/MDF ARZSITDAN23/252TD023doe htm 10/26/00
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"Disputes.”

{f) The Government may at any time prior to termination allot additicnal funds for the
performance of the cantract line item(s) identified in paragraph (a) of this clause.

(g) The termination provisions of this clause do not Limit the rights of the Government
under the clause entitled *Default.” The provisions of this clause are limited to the work
and allolment of funds for the contract line item(s) set forth in paragraph (a} of this
clause. This clause no longer applies once the contract is fully funded except with regard
to the rights or obligations of the parties concerning equitable adjustments negotiated
under paragraphs {d} and (¢} of this clause.

(h) Nothing in this clause affects the right of the Governmnent to terminate this vontract
pursuant to the clause of this contract entitled T ermination for Convenience of the
Government."

(i) The parties contemplate that the Govemnment will allot funds to this contract in
accordance with the following schedule:

{On axecution of contract
(month) (day), 159
(month) (day), 199y
{month} {(day}, 199z

el b5 % A

(End of Clause)
Alternate I (Aug 1993).

If only one line item will be incrementally funded, substitute the following paragraph (a) for
paragraph (a) of the basic clause:

(a) Contract line item is incrementally funded. The sum of § * is presently
available for payment and allotted to this contract. An allotment schedule is contained
paragraph (i} of this clause.

* To be inserted afier negotintion.

“
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MNoun! LARDR

ACRN: N

D01423 Is Exhibit: A

Contract fype. ¥ - TIME AND MATERIALS

Start Dale! 1 OCT 2003

Completion Dala. ASREQ

Descriptive Data:

o The Coniractor sha provide non-personal services in accordance wilh the: following
documents: Attachment 1 "83 CG/SCX Facilily Management Building 675 Statement uf
Work, dated 28 Jul 03," Attachiment 2 "0 Forrn 254, Dol Contract Sccurity
Classitication Specification,” and Exhibit A "Contracl Data Roguirements ist" attached
hereto,

b. The pricsd established for CLIN 03041 Is $270.988.56 for total period of performance
from 01 Cct 03 through 30 Sep 04,

¢ The currant price established for CLIN oo is 50.00. [reforence clauss IA42300

d. FAR 52.232-18 "Availabillty of Funds (AFR 1984)" is applicable to this CLIN.

L
Mo onc
ACRN: U
(321423 Is Exhibit: b,
Confract type: 5 -COST
Start Date: 0§ OCT 2003
Comnptation Date: ASREC

Descriptive Data:

4 The Contractar shall provide Other Direct Cost in suppod af CLIN Q201 and in
accordance with Attachmenl 1 "88 CG/SCX Facilily Management Builtting 676 Staternarnt
of Wark, dated 29 Jul 02," Attachment 2 "DD Ferm 254, oD Contract Security
Classification Specification,” and Exhibit A "Contract Dals Requirements List” attached
hersto.

. The estimated cosl for CLIN 0003 is $6,898 80 for total perod of performance from 01
Gt 03 through 30 Scp 04,

c. The current estimated cost for CUN 0003 is $0.00. {reference clause -H08 ).

d. FAR 52.232-18 "Availabllity of Funds (APR 1884} is applicable to this CLIM,

F1500t00-D-POGT 311582
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ITEM SUPPLIES DR SERVICES - Purch Uit Toral ltem Amount
o005
MNSP

Mo DATA

DD1423 fs Exhibit: A

Condract type: ¥ - TIME AND MATERIALS

Start Dhta: 01 OCT 2002

Completion Dats: ASREQ

Desenipiive Data:

a. The Coniraclor shall provide data in scecrdance with Exhibit A "Contract Data
Requirerments List™ dated 12 Aug 2003 attached herelo

b, The price for this CLIM is contained in above GLIN G001

c. FAR 52.232-18 "Avaitalility of Funds (APR 1984)" is applicable to this CLIN.

F3ladi-00.D-[002 0%2
PAal 3 0F 4




L1370OF ATTACIDMERTY

DOCUMENT PGS DATE TITLE,

EXHIBIT A 1 12 AUG 2003 FXHIBIT A - CONIRACT DATA REQUIREMENTS
LIST {CDRL}

ATTACHMENT 1 B 20 JUL 2003 88 CO/SCX FACILITY MANAGEMENT BUILDING
676 STATEMENT OF WORK

ATTAGHMENT 2 3 08 OGT 2003 DEPARTMENT OF DEFENSE CONTRACT

SECURITY CLASSITICATION SPECIFICATION, DD

FORM 254
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1.1.

1.2,
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B8 OG/ISCX
FACILITY MANAGEMENT BLILDING 676
STATEMENT OF WORK (SOW)

Lyeseription uf Services

Period of Performance: 1 Oct 2003 — 30 Scp 2004

Purposc/Background; ASC/HP and the 88" Cornmwnications Group provides a variety of

comRumheations-computer systems amd services to support sclected ASC, WEPATLD, and o some cases AL
and DIOT) requirements. Technical and management supporl fur these requirements are: provided (in part)
from 4 cenlralized facility, building 676, in Area B of WIPAFR. Delivery Order abjectives for WEATD
Tnformation Techmical Services {WTTS) contract support are described in this Statement of Work {BOW).

1.3,

132

L33

1.3.4.

1.4

L1
1411,

1.4.1.2.

1.4.1.3,

1.4.1.4,
1415

P.4.1.0.

SCOPLE:

The scope of this O requires specialized {acility support to ASC/HP with primary responsibility
for building 676.

This work requirss «kill in multiple technical discwplines related v computer pperations,
computer facility and cnvironmental management, and physical security.

WITS contractor will work as part of a team consisting of military, civilians, othor contractors,
and the hase Civil Engingering office.

The contracior shall provide operational support for commumeation-computer Systems, SEIVICES
and facilitics.

Task Reguircments: (CTIRLs AOGL and ANOS)

Persommel Management Objectives.

T'he contractor shall provide prompt staffing and retention of skilled personnel. There are five
contractor persommu currently providing this support. The confractor ghalt minimuze movemeni
of persanne] and changes m labor mix.

The contractor shall be capable of temperanty surging he workforce to support shorl term
efforls. This situation is expected w occur tarely, if ever.

The contractor shall provide sufficient coverage [or the entire scheduled fime (he buildmg 15
open/unlocked for cuslomer business to cover wuork schedules consistent wivh the standard andf/or
flex work schedule ol the all the offices and activities supported.

The contractor shatl demonstrate a commitment to training which supports technology currcocy,
while minimizing work disruption.

“The contractor shall implemenl a security clearance process compatible with organizalional and
ueilify requiremeants.

The conteactor shall provide on-call suppont for special military exeTCisLs, enErgencies, Elval
other unplanned activities,
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1.4.2. Congact Adminisiration Objectives,

1.4.21. The contractor shall mmplememt processcs amt procedures that can accept documentud
requirements and propose/implement solutions,

1422 The contracior shall implement processes and proccdurcs that promote a cooperative
environmenl, edneeseliminate duplication of effort, and alluw for coordination of activities
amony this delivery order, military and eivilian personnel, and othur support contractors.

1.4.2.5. The contractor shall implement responsive and efficient processes for acquiring Other Direct
Charges (ODC) supplies and servicees.

1.4.2.4 The contractor shall brief monthly activity repurts and forecasts that summarize major dulivery
order activities and funds stats.

1.4.3. Fonclional Servieo {Yhjectives.

1431, The contractor shall assist the Real Property Builiing Manager {RPBM) in detecting,
logaimyr, Teselving, and netitving the government o comditions that could interrupt facility
SUPPOTE.

1.4.3.2, The contractor shall monitor environmental support systems (inclwling utihity systems
such as HVAC, water, steam, anud electeicity).

1433 The contrastor shall report deficicncics i the environmental systems, knewn saloly
profilems, or routine maintenance requirements, reeormimend appropnate corrective actions, und
aswist the RPBM in preparing necessary service requesls.

1.4.3.4. The comtractor shall coordinate activities with the A8 CR(Gy during emergency sttuations
and mililary cxercizes.

1.4.3.5, The conlraclor stall assist the REEPBM in maximizing facility readiness through
contingency planniny.

1.4.3.0, The contractor shall coordinate with supply activities on mveniory maiters, with
empliasis on computer relarcd supplics.

L4437 The contractor shall assist the BFEM in working with System Managers concerning
system shutdown for faciliny/environmental matters.

14308 ‘The contractor shall support the 88 ABW Fire Marshal’s activities for environmental
conditions, system access. inspections and cxercises.

1.4.3.9 The contractor shall assist the RPBM in providing physical security for the building, to
include umlocking «nd lockiog down the building entrances at the beginning and end of the
workday, and cscorting personnel who do not have routine aceuss lo secwed‘controlled areas,
particularly maintenance personnel when appropriate.

14310, The contractor shalt provide complete system supprat for the physical security system of

huilding 670, to include periodically reviewing the design of the system for effecriveness,
recommending teeded improvements, and implemenung changes when directed by the
sovernment, This work includes the Card Key Access System (CKAS) and may mvolve the
acquisition of replacement and improved system componenis.

1=
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L4311 The conlraclor shall provide day-to-day operation of CKAS that includes monitoring the
systeny, maintaining the CKAS darahase and access list, making personalized CKAN cards for
authorized personnel, issuing tompurary cards to authorized visiters, nstalling filioy i camnera,
alphabetizal storage of pholopraphs.

1.4.3.12 I'he contractor shall work with communications and compurer manufacturers, vendors,
B8 G System Managers and ASC/AIP to plan, schedule, and install system or [facility
mudifications.

1.4.3.13. The conlravior shall support the RPBM in implermenting operating procedures for facility
and system environmoenial Systems.

14314, The contractor shall suppart the RPEM n developing and revicwing documentation for
conprehensive system and facility environrmental support, and recommending entamcements and
IProveTnents,

14315 ‘|'he contractor shall develop eperational concepts and related checklisis.

14316, The contractor shall staff the operativn of the Crutput Distribution Center, also known as

the B6TE Staging Ared.

14317 The contractor shall operate and maintain 1elefax machine enswring that it funeliens
correctly, putily individual/organization for pickup und assist personnel with sending documents,

1.4.3.1¥%. The contraclor shall act as initial customer contact for all of Bldp 676 providmg essential
telephone backup for [romt office and functioning as the VMX 200 vaiwee processing systenn 2ero-
out for the building.

14319, 'I'he comtractor shall assist the RPRM in sorting and distributing inbourd :wid cuthound
mail tor 2fl of ASC/ATR and the 88 CG inclwling receiptng for classified mail.

14320 The contractor shall sert the mail and plaue in appropriate mail bin.

14321 The coniractor shall assist the RPBM in aceepting, signing for, logeing in and noblying

appropriate personmnel when deliveries are made by local delivery compames (i.e. UPS, Alrborne
LCaxpress, Fedemal Express).

1.4.3.22, The contraclor shall scan documents for ASC communily and deliver output m customer
desired format.

1,4.4. Terformance-RBased Scrvice Objectives.

1.4.4.1. The contracter shall maximize service to the customer and te building eccupants through lacility
readiness, safety, and security.

1.4.472. The comtractor shall implement systems and procedures to protect the pewple, property, and
information of ASC/HP and the 88 C(1.

1.4.5 Other 1Mrect Chargas

1.4.5.1. The contractor shall lease one vehicle to support the requircrnenis of this contract. The purpose
of this vehicle 13 for cowrier service, transporting data tapes and ottical documents,

1.4.5.7. The cantractor shatl propose and deliver incidenlal ODCs to support the projects and tasks of this
DO as required by the EPBM.
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1.4.3.3. All deliverables must be duliversd to and accepted by the DO Manager. The acceptance enitema
for work performed on this delivery order shall he customer satisfaction of the scrvieos

performed.
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2.0, SBerviee Delivery Summary
| Performance Objective . SOW para. | Perlormance Th]'ERh_Old_J
1. Maintains full coverape of entry/exit control points as well as
visitor acess control. 1.4.1.3.
1439 9%, of core
14.3.11. duty time
2. Wenlifics enviromental deficiencies, contacts approlate 1.4.3.1.
AECTICY
to corrcet prablem. 1.43.2,
o 1433, 98%
3. Coordinates and monitors schedule:d shutdowns and
| maintenance periods. ~ 1.43.7. Q9% |
4. Maintains cleelromc security systems, CKAS and video
surveillance carncemus, for effective building physical sceurily, 1.4.3.10. L1
5. Adheres to all applicable physical sceunty, camputer
| security, operational security, and communicabing security. 1.4.1.5, 100%
3.0, Government Provided Facilities, Services and Supplies

4.10.

4.1,
4.1.1.
4.1.2.

4.1.3.

‘the Government will nommally provide the contractor with system hardware, sofbware, and
Corununicaton TespUrtes necessary L accomplish the stated objectives, except for 1lurns which
may be required in executing these dutivs, such as CKAS system components. In the cvent that
such respurees camnot be provided, thi contraciar shall contact the contracting olficer
rserlutaon.

The Government will also provide the confractor with any existing operating instructions,
goidolines, procedures, checklists, and related documuniation necessary for performing these
funutions,

The primary place of performance will be on-silc within govemment provided facilitics at
building 676, Wiight-Patterson Air Torce Tase, Ohio.

CGeneral lnformation

Security
Any contractor performing work imder this task must have at minimum & “Secret” clearance

The contractor shall comply with all physical security, computer security, operational sceurily
and communication SCCUTily requUIrEments,

Comtractor shall comphy with TID254 contract security classification specificalion.

Hours of Operation

The contraclor s expected to have a stapgerad shill of persemngl on duty from G600 1730, M-T7
during nocmal operations.
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427 From time to time, weather or unusual situations such ax Foreo Protection conditions, dictate
changes W noemal dury hours. The contractor shatl adjust their schedule aceording to ASC HE
instruclions. Tt the instaliation or facility is closed, ASCYIIT may request the contractor to
establish a temporary work emaroment.

4.3 Installation Traffic and Parkine Code.
All contractor employees requiring access to Wright-Patterson AFB during the course of ther
work shall comphy with WPAFRT 31-204.

4.4 Quality Control.

Coontractor shall develop and maintain a quality program to ensure services are performed in
accordance with commonly accepivd commmercial practices. The contractor shall develup and
implement procedures 1o identily, prevent, and ensure non-recurrence of defective servicus. As a
minimum, the contractor shali develop quality control procedures that address the arcas identified
in paragraph 2, Service Delvery Summary.

4.5 Oualitv Assurance.
The government will evaluate Ihe conlractar’s performance in accordance with the Quality
Assurance Survelllapce Plan.

4.6  Performance of Services Duriny Crisis Declared by the National Command
Authority or Overseas Combatant Comniandcr,

If the Nationa! Commund Authority declares a cnisis, ASC/HP will immediately notify the
contractor. ASC/HT and contractar will resiew the need for contractor supporl and contractor
will provide = list of persannel that are required to provide support during this cmerpency. It the
installation ar faciiities are closed, ASC/IP will provide instructions or authonzation for base
access as needed. The coniractor will adjust their duty schedule aceording to ASC/HFE
leadership’s instructions.

5.0 Contract Thata Reguirements List

Drata shall be delivered i1 accordance with Exhibil A.
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B8 CG/SCX
FACTLITY MANAGEMENT BULLDING 676
STATEMENT OF WORK (S0W)

1.0.  Descriptioon of Services

[.1.  Period of Performange: | Oct 2003 — 30 Scp 2004

1.2.  Porpose/Background: AS(YHP and the 88" Communications Group provides a variety ol

commmnicationscompuler systemns and services to support selected ASC, WPAFR, and m some cases AF
and DOD requirements. Technical and management support for lhese requiremnents are provided {in part}
from a centralized facilily, building 676, in Area 8 of WPATR. Dclivery Order objectives for WPAFB
Information Technical Services (WTTS) contract support are described in this Statement of Work (SOW).

1.3 SCOPE:

1.3.1. The scope of this DU requires specialized Gauility support to ASC/HE with primary ruspremsilility
tor hilding 676,

1.3.2.  This work requires skili in multiple techmical diseiplines related to computer operalions,
computet {aeility and envirenmental management, :nd physical securty.

1.3.3.  WITS contractor will wark as part of a team consisting of military, civilians, other contractors,
and the base Civil Enpincuring oftice.

1.3.4. The contractor shall provide operational support for cornmumication-camputer systems, services
and facilities.

1.4,  Task Reguiremenis: {{:DELs AD01 and A005)

1.4.1. Personnel Manapomemt Ohjuectives.

14.1.1. The eontractor shall provide prompt staffing and reteniion of skilled personnel. There at: five
gontractor persornet currently providinye (his support. ‘The contractor shall minimize movement
of persontiel and changes in labor mix

1.4.1.2. The contractor shall be capuble of temperarily surging the workforee te sapport short term
efforts. This situdtion is expected to occur rarely, if cver.

1.4.1.3. The comtractor shall provide sufficient coverage for the entire scheduled time the building is
openfunlocked for customer business to cover work schedules consistent with the standard anddior
{Tex worl: schedule of the all the offices and netivities supported.

1.4.1.4. The contractor shall demonstrate a commitment to tramning which supports technology currency,
while mitdmizing work dstuption.

1.4.1.5. The contracior shall tmpleient a security clearance process compatible with erganizational and
Lacilily requirerments.

1.4.1.6. The contractor shall provide on-call support for speciat molitary exercises, emergencics, and
othet unplatned activitics.
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1.4.2. Contract Administration Objectives.

1421, The contractor shall implement processes and procedures thal oo osceept documented
requirements and propose/implement sohutions.

1.4.2.2. The contractor shall implement processés and procedures that promote a cooperative
environment, reduce/eliminate duplication of effort, and allow for coordination of activities
amaong this delivery order. military and civilian persennel, and other support contractors.

1.4.2.3, The conltactor shall implement responsive and cfficient processes tor sequiring Other Direct
Chaurges (ODNC) supplics and services,

1.42. 4. The contractor shall brief monthly activity reports and forecists thatl summanae majer delivery

© order activities and finds status.

1.4.3. Functional Service (bjectives.

1.4.3.1. The sontractor shall assist the Real Property Duilding Manager (RIPDBM) in deteeting,
logging, tesolving, and notifying the government of conditions that could interrupt facilily
suppoIt.

14332 The contractor shall menitw envicsumental support svstems (ineluding utility sysiems
such as HY AL, water, steam, and elestricity).

1433 The contraclor shall repert deliviencivs 10 the environmental systemns, known safety
problems, or rouline mamienancs Tequirements, reewmemend appropriate corrective actions, and
avsizt the BIBM in preparing necessary serviee egess.

434, The contractor shall ¢coordinate activities with the &8 CEG dunng ermergeney situations
and military exercises.

1.4.3.5, The contractor shall assist the RPBM in maximizing facility readiness through
contingeney plonting,

1.4.3.6. ‘The contractor shall coordinate with supply activities on inventory matters, with
eniphasis on computer related supplies.

LA3T. The contractor shall assist the RI'BDM in working with Sysiem hlanapers coneerning
syslomm shutdwn for Geiliyfenvironmental matters.

1438 The contractor shall support the 88 ABW Fire Marshal’s ectivities for environmentat
conditions, system access, inspections and exercises.

1.4.3.9, The contractor shall assist the RPBM in providing physical security for the building, to
melude unlocking and locking down the building entrances at the begimming and end of the
wotkday, and escorting personnte! who do not have routine access to secured/controlled areas,
particularly maintenance personnel when appropriate.

4316 The contractor shall provide complate system support fur the physical sceurily system ol

tuildimge 676, W inchwde periodically revicwing the design of the system B effectiveness,
recominending needed improvements, and implementing ¢hanges when directed by the
povernment.  This work mehudes the Card Key Access System (CEAS) and may mvolve the
acquisition of replacement and improved system contpornemix.
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14311 The contractor shall provide day-to-day operation of CKAS that meludes menitoring the
systern, maintmning the CKAS database wd access list, making personalized CEAS cards tor
authutized personnel, issuing temporary cards to anthorized visitors, installing film m carnera,
alphabelical storage of photographs.

1.4.3.12, The conlracior shall work with communications and eomputer manufacturers, vendors,
88 G System Mamapers and AS(YHP to plan, schedule, and mstall system or facility
modifications.

14313, 'I'he contractor shall support the RPBM in implemenring operating procudures for facility
and system environmental systems.

14314, The contractor shall support the RPBM in developing and reviewing documerizhion tor

comprebensive system and facility environmental suppent, and recommiending enhancements and
Impruvements.

L4315 The comtractor shall develop operational concopts and related checklists,

1.4.3.16. The conlraclor shatl statf the operation of the Ourput Nistribution Center, also known 4s
the DBH76 Staging Arca.

1.4.3.17. The conmactor shall operate and maintain tefefax machine ensuring that 1t funcrions
correctly, notify individusliorganization for pickup and assist personme] with sending documents.

1.4.3.18. ‘The contractor shatl acl as initial customer contact for all of Bldg 676 providing essential
telephone backup for front office and functioning as the VX 200 voice procussing system zero-
out for the building,

14,319, The contractor shall assist the RPEM in sorting and distributing inbound and cutbound
mail fur all of ASCHP and the 88 CC including roccipting for classified mail

1.4.3.20, The contractor shall sort the mail and place in appropriate mail bin.

1.4.3.21. The contractor shall assist the REBM in accepting, signing for, logging-in and notifying

appropriate personnel when deliveries are made by local delivery eompanies {l.e. UPS, Airbome
Express, Federal Expross).

1.4.3.22, The contractor shall scan documents for ASC community and deliver sutput in customer
desired format.

1.4.4, Ferformance-Ruaseild Serviee Objectives.

1.4.4.1. The contractor shall maximize service to the customer and to building occupants through facility
remiliness, safety, and security.

1.4.4.2 The contractor shall implement systems and procedures to protect the people, properly, and
information of ASC/AIN and the 58 CG.

1.4.5  Qther Direet Charges

1.4.5.1. T'he contractor shall luase une vehicle to support the requirements of (his contract. The purpose
of this vehicle is far courier service, transpotting data tapes snd ofiical docuinents.

1.4.5.2. The conlractor shall propoese and deliver incidental ODCs w support the projects and tasks of this
T30y as required by the RTDM.



A T-On-La-F OO 5092
20 JUE 2005
Allaclinent 1

1.4.5.3, All deliverables must be 2elivered to and accepted by the DO Manaper. The acceptance crileriz

for worle performed on this delivery order shall be customer satisfaction of the services
performed.



2.0, Service Defivery Suimmary
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Pertormance { Hrjective o _ SOW para. | Parformance Threshold
|, Maintains full coverage of eniry/exit control points as woll s
visitor acess cotirol. 1.4.1.3,
1439, 09% of core
1.4.3.11. duty time
A Identfics enviromental delicieneics, contacts approate 1.4.3.1.
HECTICY
tir orrect problem. 1.4.3.2.
1.4.33. 98%
3. Coordinates and monitors scheduled shutdowns and
traintetiznee periods. o 1437, 99%
4. Maintains electronic security systems, CEAS and videoo
surveillance cameras, for effective building physical seeurity. 1.43.10. 100
5. Adheres to all applicable physical secunty, computer
secunity, operabional secunty, and ¢ommunication security. 1415, B0,
3.0, Goversment Frovided Facllities, Services and Supplies

The Gavernment will nermally provide the contractor with system hardware, soflware, and
communication resowces necessary to acconiplish the stated objectives, except for ilvrms which
may be required in executing these duties, such as CKAS system components. In the cvent that
such resources cannot be provided, the contractor shall comtact the contracting olliver fin

resolution.

The: Govermment will also provide the contractor with any existing operating instructions,
puidelineg, procediures, checklists, and related documentation necessary for performing these

Lumeions.

The primary place of performance will be on-site within government provided facilities at

huilding 676, Wright-Patlerson Air Foree Base, (Ohio,

4.0. faeneral Taformation

4.1. Security

4.1.1. Any contractor performing work under thas task must have at minimum a “Secret” clearance .

4.1.2. ‘Ihe contractor shall comply with all phivsical security, computer security, operational seeunty

and communication security requirements.

4.1.3.  Centractor shall comply with DDZ54 contract secutity classificalion specification,

4.2 Hours of Operaton

421 The contractor is expoeted 1o have a stapgerad shift of personnel on daty trom 0600 - 1730, M-I

during neemal operaticans,

h
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422 From lime to time, weather or unusua] situations such as Torce Protection conditions, dictate
changes to normal duty hours. The contractor shall adjust their schedule acoording to ARSL HP
instructions.  If the mstallanen or facility 15 closed, ASC/HP may reguest the contractor to
establish & temporary work enviroment.

4.3 Installation I'raffic and Parking Code,
All contractor employees requiring access to Wright-Patterson AFB during the course of their
work shall comply with WPAFBT 31-204.°

4.4 Cuality Contraol.

Contractor shall develop apd maintain 4 quality program Lo ensure services are performed in
accordance with conunonly aceepted eonunereial practices. The contractor shall develop and
implement procedures to identify, prevent, and ensure non-recurrence of defoerive serviees, Asa
minimum, the contractor shall develop quality control procedures that address the areas identified
1 paragraph 2, Service Delivery Summary.

4.5  Quality Assurance,
The govermment will evaluate the contractor’s performanee in accordance with the Qualily
Assurance Surveitlanee Plan.

4.6 Performance of Services Pruriog Crisis Declared by the National Commund
Anthority ar Overseas Combatant Commander,

If the National Comymand Authonty dectares a crisis, ASC/HP will immediately notify the.
contractor. ASC/HP and contractor will review the need for contractar support and contractor
will provide a list of personnel that are required to provide support during this emergency. Tf the
installation or facilities are closed, ASC/IP will provide instructions or authorization for base
access as needed, The contractor will adjust their duty schedule according to ASC/ATP
leadership’s instructions.

5.0 Contract Data Requirements T.ist
Thrats shall be delivered in accordance with Dxhibit A
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7. CLEARANCE AND SAFEGUARDING

DEPARTMENT OF DEFENSE 5. FACILITY CLEARAMCE REQLNAED

CONTRACT SECURITY CLASSIFICATION SPECIFICATICN

[The Fgeirements of 1he Dol tndustiial Security Marual opotly — - SECRET
10 aff security aspects of thiz pFfa. | b LEVEL JJF 3AFEGUARJING REQUIRED
NI
2. THIZ SPECIFICATION 15 FOR: X and complafe as apokcaive) 3. THIS SPECIFICATION 15 /¥ and counplete as apoicadint
“e a. FHIME CONTAACT NUMBER , OMHAL iComplere dare i 81 ) Fuate revryadasn)
33601 -00-D-POM2/5092 Comp Date: 30 Sep (4 > PREIE OTe 7 B cREs | 20031008
b SUBCONTRACT MNLUMEER k. BEVISED AEWISIGN MO, DATE ¥ vty

[aurrpeseies il
. el prens
2. BOLICITATION QR RTHER MUMEBER DUE DATE (¥ Y YRS OA TE F¥ Y FATALND)
& FIN&L iCemaleee frem 5 in o¥ carer)

4. I8 THIS A FOLLOW.ON CONTARAACT? YZ5 h 2 | NO_ If Was, completa tha fallowing:

Clacsifind rnatarial récaived ar ganerated undsr [Frecading Contract Numbed is wankfecoad 1o this Tolldw-5on Sontract.
5. 15 THIS A FINAL DD FORM 2547 .| EYI:S l A | HO. 1T Yes, complets The follawing:
I ragpanse ke btk conmeractor's ronqunst datod , rmlgation of tho plassilied ceoteorl is aethoreesd 1or the parod of
B. CONTRACTOR ks Liwkmeroca! soef eaveramenll Btbly (EEAGE) Crecte)
n. MWAME, AGDRESS, AMD ZIP COGE b, CAGE COQE |eo. COONIZAMT SECURITY CFFICY Wame, Acdhess, and Zp el
MULTIMAX, INCORPORATED OHD34 D85 CAFITAL REGION
t441 MCCORMICK DR 238 ELERIDGE LANDING RD 5TE 300
LARGO MD 20774-5323 FIMTITICUM M 21090

7. SUBCONTHRACTOR
2  NAME, ADDRESS, &MND ZIF COOE b. CAGE CODE | o CORMIZANT SECURITY UFHCE (ane, Adoress, and 2o Cods)
MNiA A N/A

B. ACTUAL PERFORMANCE
B, LOCATION ' 5 CAGECODE [ ¢ COGNIZAHT SECURITY OFFICE [bwon, Addbress, and Zip Cuda)
NiA NA N/A

9. GENEAAL IDENTIFICATION OF THiS PROCUAEMENT

Mon-personnct servives: operativoal support for ASC/HP, communicatinn-computer operations, computer facitity and
environmental management and physical seeurity.

10. CONTRACTOR WillL REGUIRE ACCEES TO: ¥EE | N0 [11. 1IN PERFORMING THIS CONTRACT, THE CGNTRACIPH WILL: TES| MO
5. COMMLIG ATIGNE SECLIAITY ICOMSEC! INFORMATION G IR e e e e XX
b. MESTRICTED GATA T . | b. RECEIVE CLASSIFIED GOCUMENTS DNLY - X
. CRMTICAL MUCLEAR WEAPTR SRR HAAMATION T TP T e mecEIVE AND GENERATE CLASSIFIED MATERIAL b
B FOHREALY HESTRICTED DA T4 W o FasmicaTE, MAnIEY, R ATOAR SLAESIEIED HARDWARE .
n-, INVELLXGEMCE. INFORAATION »  PERFCRM SFRVICEE OMLY e

L1t Santitroa Camps rerarmad Intprmarien (S0) t HT&%E“&EEWWT“" -
¢t Honii X g_%w’H%T%D&OG%ﬁEFHEJEﬂELHT G T RIEUT AN CINTER RIMATIOR X
[ SPECIAL ATCESS INFORMATION > FEELNRE A COMERS ASCOURT L
[, HATO INFORMA KN 2T o Have TEMPEST Hil:mlnFMFNrs ",
tn. ;u;m; G(;ul.rh.;h:mENT INFOIRRAATICM X i HAaVE APERATIONS SECI..IHI‘.Y 1S IECE RAEQWIREMENT S _ -
i, LIMAITEN [HSSFRINATION MEDRMAT S b | k. mE AUTHORZED TO LSE THE DEFEWSL COURICH SIHVICE i . o
i TONY GFFICIAL UG DRI IMFORRATION i | . OTHIR fSpeeindt o 1}(:
%. CTHER [Goecifel pod Motificatipn of Governinent Security Activity is Required.
See Add’endum !

DD FORM 254, DEC 1999 FREVIOUS EDATION 15 OBSDLETE. ...
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12, PUBLIC RELEASE. Any inlormanon (s sifed o oncissbifind) pertaining to this contiact shall nnl b aleasoc fon ok dissemination excapt 83 provided
ey the Industrial Socoaty kanual or unfess it has been zpproved tor peblic relaase by spprapriats Lh 5, Government authority. Pronosad puobl relsees skl
Eae spbtwrnibeed Joe &npeaval poen 1o ralease Thract l K ] [ hreeagh Kby
ASC/TA

1865 FOURTH ST STE 15
WEAFR, OH, 43432

o tha Diractorata for Freaderm o Intorrmaton and Sesaunbp Beeview (Tice o the Agsistani Secratery of Defenso {Public Alfairs)® for raviaw.
*In ke masa of ron-DoD User Agencies, requases for dizclosure shgll ba submitted 1o Hat sgsney,

13. SECURITY GUIDANCE. The sacunty classifisction guidancs nasded for this classifiad elfort is identifisd below. 0 any didfioulty is sncoundared e aply g
s [maidarscn o iF any gl goatrdaygting lfactor indicatos a need dor changes in thla guidance, tha comiractor b puthbrlzed pnd ereoursged 1o provede
racommendad charges; 1o challsige tha guidance or the claseilicationn  aszapned to aey alarmatinn o meatensl totaushied or geoatated uendes thes contract;
and to 3ubmix sy quastions Jor interpretation of dila guldance 1o the offlcial Idemified belaw., Panding final decislon, the informaion lenvclvad shodl ba
handled and protected at the haghezt laval of crasslisation asagrat of tecemmended S0 00 a5 apeaaiate far the olessifiod offae Attach, or ferwerd wooer
EOpMTE comaspangence, 3y decuman Aguides e iracts refarencad heraln, A dF aodrianal page#s 81 MERIES 10 previdE SOMONATE uidence.)

The MNational Industelal Secirity Program Operating danunal (NESPOM), Jan 935, applies w ds soliciiation,

a. Ref Blk 11a: Using activigy will provide security classification gwidance for performance on this contract. On base
performance in support of ASC/TIPCL will occor in Hldg 676, Area B, WPAFR OH. If any classified information is generated
io the performance of this contract at the identified lucation, the contractur shall apply derivative classificalion and markings
cOnsispent with the source marerial.

b. Ref Blk 1 le: Communicativn-Computer Operations: Securiry classification guidance for performance on this contract will
bi provided try Ihe using activity. The highest level of access 1= SECRET.

c. Hetf [k 111: The Notification of Government Security and Visitor Group Security Agreement Clause applies, See Comract
Clause in Scetion 1 for details.

d. Functional Area Chief: Karen Crothers, S3CG/SCXPWPAFE (9372550471,
g. Functional Area Bvaluaror: David Sweet, ASC/HPCL, {437) 656-7676
f. Ref Elk 17F. DESTRIBUTION: 885FS/5FAS, ASCHPCI (Scewrity Manaper)

14, ARDITIQNAL SECURTY RECLIREMENTS. FRaguircments, in addition to [Sh raguiremonts, ar ostablisted lar this conteact. I Yos | A I Mo
[ Vs, /dsarlfy the portirent condmcea! cfsuses in tha confrasr dosymear fisall or provids sn sppropriate sratement wiich ionnfies me aodfronsl
reuireeniE.  Frovide & cogy of (e requirameanls to the cognizant securty office. Uea fem 13 adoiionad space & neaded. )

F
15, INBPECTIONE. Elementy of this 0onirect a6 outside B ingpdcion reszonsibility of the codnizant secutity offize, F L LLH e
(P VAL, exafain and IJenrity TORSFIE 2re8s OF BEREATS CASVED QLT 80D TAER FEIVITY POSDONSIEN FOr MEGRCTRONS, Lisd ffem 11 IF pasitional $pACE is Areded.,)
Rel Blk !1l: Cootractor performance will occur al WPAFB. DSS is relieved of all inspection responsibilities for contractor
perforrmance on the installation. 88 SFES/SFAS will maintan securlcy oversight,

18. CERTIFICATION ANE SIGNATURE., Eecurlly reguiremvants slatad herein ars completa and adequate for sofaguarding the clasaifled
Inigrmatien ta be releasad or gensrated undar thiz cleasitiad effert. ANl quastions shall be refemed to the oificiad named belpw,

Ta TYPED HAME OF CERTIYING GFmicray v TWLE o ¢, TLLEPHOME fnciode Arex Code)
Fraida M. Tharnten CONTRACTING OFFICER (937T) 257-4K72 X442
d. ADDRESS fnciude 20 Coowl 17. REQIUIRED DISTRIBUTION
ASC/PEKWIS s . CONTRBCTOR
1940 ALLBROOK DR BBSFSISFAS [l smmonnacron

WFPAFR, (M, 434733
B, (M1, 3 L rYOD FLVE AL A by 2 LE COCMIZANT SECKHITY QUFICE FOR PHIMC AND SUSCSHTHALT OR

il LR IUWS LI % ACTIWITY RESMAMESIRLE FON MWERSFAR GFCLIMTY AIwdiMISTITATICM

N PC'ON L\ X h. ANKMIMNISTAATLVE COMTRAACTIMNG CIFFICFA

/3&&#; - ! A F. OTULRG a5 NECTSSARY

DD FOAMZ54 (BACK), DEC 1939 g | S 3
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ADDENDIINM TO DD FORM 254 (BIk 1171
NOTIFICATION OF WPAFB SERVICING SECURITY ACTIVITY

1. Thirty days before the date Contractor nperativns will begin on Wight-Pattersen AFB OH {WPAI'R), the Contractor shall provide
to RR SFS/8FAS Bldg &, 1201 Yenth Smeet, WPAFR, OH 43433-7625 the fallowing infornmbon:

a,  The pame, address, and telephone number of your company’s Facility Secimity Officer and yuur designated oa-sire
SeCUriTy representative; '

b. The contract number and military coptracting command,

¢. The highest classification categury of defense information to which Contractor employees wilt have accesy;
d. The date Contractor uperations will begin on WPANE OH,

& The estimatcd completion date of operations en WEATR OH;

2, This requircment is in addltion to ¥isit request notification procedures contained in DoD 522022M, National Indusirial Seeurity
Program Cperating Manual, Chapter £,

Effective 12 Fehmary 2002
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Oty Unit Price

[TEM =LPPLIES QR SERV|ICES Purch Lt Tofal [bern Amount
oo
: EST $2,385,803.56
Moun: LABCH: - BASIC REQUIREMENT
ACRN: AB,
FRAIPR: FOCC8GE32320100 $2,385,893.56
D423 iz Exhibii Ay
Cordract {yps, ¥ - TIME AMD MATERIALS
Start Date: 28 SEP 2043
Completion Data: 02 FEB 2004
Diascrptive Data:
w. The Condractor shall provide non-nersonal services inaccordance wilh the llowing
documents: Attachment 1 "85 Communications Group and ASCAT Engincoring &
Integration Statement of Work, dated 14 Aug US" excluding paragraphs 1.14 and 1.135 -
renegh 1.15.6; Attachment 2 “ToD Contract Security Classification Specificabion” dated
15 Zep 03 and Exhikit A "Contract Data Requirements List” attached heraio,
b. The estimated priced established for CLIN 0001 is $6,477,230.72 for total period of
performnancs from 28 Sep 03 through 27 Sep 04,
c. The current estimated price for CLIM 000 s $2 385 852 56 which will cover
performances through 02 Fob 04 {Ref. SCR H-075 and Saction |, 14-423C), [Amount
rermaining to be fundaed, $4,081,:337 16, will be accomplished in accordance with SCR H-
B73.)
Q003

EST 54522496
Mo QoDGC- EASIC REQUIREMENT
ACRM: AA
FRAPR: FRCOSGIEE20100 F45.224 96
D423 is Exhibit A
Confract type. Y - THIE AND MATERIALS
Start Date: 28 SFEP 2003
Completion Dafe. 02 FEB 2024
Descripthve Dala:

a. The Contractor shall provide Other Direct Costin support of CLIN 8001 and in
aocardance with Altachmend 1788 Gormmunicalions Group and ASCAT Enginsarning &
Integration Statement of Work, dated 14 Aug 03" excluding paragraphs 1.14 and 1.15
through 1.15.6 and Exhibit A "Contract Data Regulrements List” attached herete.

b, The estimated price for CLIN 0003 is 346,224,945 for total peded of performance from
28 Sep 03 through 27 Sap (4,

c. The current estimated price for CLIN 0003 is $46 224 95 which will cover
perfommance through 02 Feb 04 (reference clause [-408).

FA300 1) -D-F102 5030
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ity Unil Price

ITEN SUPPLIES OFR SERVICES Purch Uit Total ke Amount
0004
EST $30,081.48
Mot TRAYVEL - BASIC REQUIREMENT
ACREM: Al
FRANCR; FECCSG32520100 539,081 48
D423 s Exhibit: A
Contract fype: ¥ - TIME AND MATERIALS
Sturt Duis 28 S5EP 2003
Complefion Dafe: {02 FEB 200
Gescriplive Data:
d. The Contractor shall provida Traval in support of CLIM 0001 and in accordance with
Attachment 1 "8§8 Communicaticns Group and ASCHT Enginearing & Intexation
Statemant of Work, dated 14 Aug 03" excluding paragraphs 1.14 and 1.15 through 1.15.6
and Exhibit A "Contract Data Requirements List” attached hereto.
b, The estimated celling price for Cptian CLIN 0004 15 $33,081 .45 for total period of
parfarmanca from 28 Sep 03 through 27 Sep U4,
&, The current estimated price for CLIN 0204 is B39.081.48 which will cover performance
through 02 Feb 04 {reference clause 14083,
0005
NSR
Noun! DATA  BASIC REQUIERMENT
ACRN. Ab
D423 is Exhibit A
Contract type. ¥ - TIME AND MATERIALS
Start Date: 28 GEP 2003
Cornpedion fafe; 02 FEE 2004
Descriptive Data:
a. The Contractor shall provide data in accordances with Exhibit A "Contract Data
Regquirements List" dataed 14 Aug 2003 atlached harats.
b. The price far this CLIN is cantained in above CLIN 0001,
LABGR
0006 OPTION CLIN {sarvica)

Mo LABOR - O 110N 1

DO 423 is Exkibit: A

Dezcrpiive Dafa;

8. The Contractar shall provide non-personal senicss in accordance with the following
documents: Attachment 1 "88 Communlcations Group and ASGAT Engineering &
Integrations Stalemant of Weork, dated 14 Aug 03" S0W paragraph 114 only, Attachment
2 "Dl Contract Securlty Classification Speclfication” dated 15 Sep 03; and Exhibit A

“"Cranlrset Dala Rerpuiremesnl= Lisl" alt=chsd barsto,

b Exarcizea ol this oplion shall be o accordance with speciat contract requirement (SCR)
H 650 "Options (Applicable to Option CLINS Q006 through GO120."

FAASRIEE 4111 BRS040
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HL

o010

Caty Unit Price
SURPLIES OR SEEYICES Purch_Linit Total ter Amount

OPTION CLIM {service)

Mo onc - OFTION 1

DX 423 is Exhibil: A

Deseriptive Data:

a The Contractor shall provide Other Direcl Cost in suppert of aption CLIM 0008 and in
accordance with Attachment 1 "88 Communications Group and AZC/T Engineering &
Intagrafion Statement of Work," dated 14 Aug 03" SOW paragraph 1.14 only, and Exhiblt
A "Contract Data Regulrements List" attached tereto.

b. Exercise of this pplion shall be in accordance with SCR H-650 "Options {Applicable to
Opticn CLIMS G003 through 9012)."

CPTION CLIN {service)

Mo TRAVEL - OPTEDN 1
001423 s Exhibit A
Pescriptive Datar

a. The Contractor shall provide Travel in suppart of optlen CLIN 0006 and in accordance:
with Attachenent 1 "83 Communications Group and ASCHT Engineering & Inlegration
Statement of Work, dated $4 Aug 03" SOW paragraph 1.14 anly and Exhibit A "Contract
Data Requirements List™ attached hearalo.

b. Exsrcisa of this option shall be in ascordance with SCR H-550 "Oplions (Applicable to
Caticon CLINS Q006 thraugh 0012).°

QPTIOM CLIN [senice)

Moun: DATA - OFTICHM 1
D423 [s Exhibit iy
Descripiive Data:

a. The Coniractor shall provide data in accordance with Exhibit A "Contract Data
Raguiraments List" dated 14 Aug 2003 attached hersto,

k. Exercise of this Gptian shall ba in accordance with SCR H-650 "Options {Applicabla to
Opticn SLINs Q006 through 00123

DPTION CLIM (service)

Mot LABOR - OPTION 2
01423 is Exhibit A
Descrpfive Data:

a. The Contractor shall provide non-persenal services in accerdance with the following
documents: Attachment 1 "88 Communications Group and ASCHT Enginesting &
Imtegration Statement of Werk, dated 14 Aug 02" SOW paragraphs 1.15 through 1156
anly; Attachment 2 "DoD Cantract Security Classilication Specification” dated 15 Sep 03;
and Exhibit A "Contract Data Requirerments List" attached hensto.

b. Exercise of this pphion skl be in accordance with spechal contract requirement (SCH}
H-650 "Options (Applicable to Optlon CLINE 00U through O0127."

FERRL L0 1 PIE G090
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Oty LInit Price

ITEM. SUPPLIES OF SERVICES Purch Unit . Tetal hem Amount
0011 CPTION CLIN (service)

Moz BATA DOPTION 2

DOT423 js Exhibit: A

Dagcriplive Data:

#. Tha Contractor shalf provide data in accordance with Exhitst & "Condract Data
Feguirements List™ dated 14 Aug 2003 attached hereto,

b. Lxercise of this Option shalt be in accordance with SCR H-850 “Cptions (Applicable to
Opticn CLIMs 0006 through 0012),"

0012 OPTION CLIN (zervica)
fouan: COC - ORTIOMN 2
D0 1423 is Exhibit: A
Lescriplive Dafa:

4. . The Contractor shall provide Other Direct Cost in suppor of Option CLIN 0010 and
in acendance with Attachment 1 "88 Communications Group and ASCGHT Enginssring &
Integration Statement of Work," duted 14 Aug 03" SOW paragraphs 1.15 through 1.15.6
cnly, and Exhibit A "Contract Data Reguiremeands |ist” sttached hereto.

b. Ewercise of thiz option shall be in accordance with SCR H-650 "Options {Applicable to
Optien CLINs D006 thraugh Q012"

Section G - Contract Administratlon Data

a. AGEN AA s hereby estahlished.

Cibligalion
ACREM Appropriationil mt Subhead/Supplemental Accounting Bata Amount
Al 52.471,200.00)

OF 33400 303 47E1 383811, 040000 58200 T2R55F 503000 FO3000
Funding breakdown:  On CLIN 0001: $2,385,893.56

On CLIN 0003: S4B, 724 D5
On CLIN Q004; $38,081.45
On CLIN 0005: 000
FRAMIPR: FHOCSGE2320100 32 471,200.00

500

b. Inspaction and Accoptance and Invaicing Instractions are as follows:
INSPECTION AND ACCEPTANCE

38 CG/ECE, Mr, David Riley, is dusipnatcd as the office responsible for all work accomplishied on this order.
Acceptance will take place at the Gme of invoice ceriiizalion.

FaiontOo-D-Iank s0%d
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(NVOTCING INSTRUCTIONS

F'or the purposes of this coutract, the contractor ts harchy authurized to use cernfied invoicrs in liew of a separate
invaicing rupurl, The contractor shall subrmit imvotces to 88 CGASLL, ATTN: DALE FANGE, 243557
STREET, BLDG 676, AR A B, WRIGHT-PATTERSON AUR. OH 45433-5706 for certification. LIpen
commpletion of the certi fication process, the certifying afficiat shull forvard 2 copyties) of the corlifled invoice to the
designated payment office and 1 copy(ies) to the designated administratinn office.

Certiticate of Services (Stzndard Form 1034) shall be submitted in secondance with the follovwing procueduies,

Curlificate of Services - The contractur shall swbmit in tdplicare (original and 2 copies; a monthly Certificalz
of Service to the task manitor for cach Order, which shall consiat of the negotated tabor classificanans and ligurs
assigned Ta this contract; (he number of person-honrs worked by vach negotiated labar classification fuc the calendar
panth: fundud arnomit;, monthly and curulated xpeuditures, percentage expended; snd the estimate to complete.
The Cerlificate of Service shall also list the items of cost ineurred in accondance with the Cenrtract [ine Trem 0001,
{103, U004 and onee cxercssd, Option CLINe (006, 0007, 0002, 0610 and 0012 wdiwidoat ilers should includa
the task order's pruposal item number, '

Tlpon determination by the task manager that all services stated have been ratizfuctorly rendered by the
comtractor, the following statement declaring sceeptability shafl be exected on the Curtificate of Service:

"| germify that the survices described hereon have heen received and are acceprable.”

{Task Monitor Name and Office Symibol) {Thale)

{COTE vame and Difee Syukol)

ta) lovoices (ar puhlic vouchers), supported by a statement of cost fur performance umdet this contract, shall be
subsninted to the cognizant Defense Conrract Audit Agency (DCAMA) othee pursnant to FAR 52.232-7, Payments 1Inder
Time-And-Matetials and Labor-(tour Conlracts. Under the provisions of FAR 42.803(b). The DCAA Anditor, as Lhe
uulhotized representative of the Coniacting Otficer for examinimg vouchers weceived directly from comtracturs, will
transmmit provisionally spproved vouchers T the cngnizand disbursing office for payment.

{1 Those costs claimed which are delermined by the DCAA Andiror to be unallowable or suspendad, will e identified
an DOAA FORM | "Molive of Contract Costs Suspended And/Or Disapproved,” which will be issucd w the contracrar,
with 2 copy 1o the cogmizant ACT, On such actions of suspended ot disapproved gusts, the conactar may appual i
writing w the voghizant ACO, who will muke o detemnpination pronmprly i writing. Any [ decision hy the
Contracting Officer may be sppealed thereatter i ancardance with the provision of the "Mtz clawse of the
COMITACL

T3S 1 000-Le-EHarek iy
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SECTION 1) - Special Cuntract Requirements {(3CR]): SCRs H-650 and H-075 are hereby incorpurated as follows:
a. B-650 Options {Apphcable fo Option CLINs D00 through 003 2)
"H-650 Options (Applicable Lo Option CLSNs 0004 through o012y

{a} The Government is herchy prunted the unilateral right to exerise the options identitied by the ophon contact
line itern nnmbers ({LINs) set forth in Section T3 and as lisled in below paragraph (). The TLsEpLCEve option

C. s, the assucialed deliveryiperformance schedule, and option target exercise dates are set forth in this patarraph
and below paragraphs {b).

‘l'argat Excroise Dale: All options are ta he cxereised nu later than the Last calendar day of e specified meonth
detaiicd in the "target exercise date’ column in paragraph {b). In the event an option is exeicised betore the "tatuel
exercise date” listed helow in paragraph (b), the delvery schedule and prics of the opten N shall memain
unchangasd.

Motification Letter: ™a less than une (1) day prior to the aption CLIN Larpet exercise date {or date the fuvenanent
antcipates excrvising the option if it is hefore the wryet exercise date), the Govermmenl shall forwvard a Procuring
Conlracting Officer {PCO) letter stating the following mtormanion.

- Dptinn TS 4o be exercised
- Anticipated date of optien award

i)
Tarzel
COpion Completion Exercise Listimwated
CLIN Oy Nate Date Price
OPFTION 1
1008 Labor 1 Lul 27 Bep (4 28 3ep 02 Fl, 766928 81
oo Ol 1 Lot 27 Rep (4 28 Hep (03 $3,630.09
a00E  Travel 1 Lext 27 Sep (4 25 Sep 03 2,150,040
a0ng  Data I T.nt 27 Gep 04 28 Bep (3 KEp
OR
gote  Fabor (Opt 1) 1 Lt 27 Sep 04 1 Muy 04 S48 247020
oy OBC 1Tat 27 Bep M 1 Mo (4 F2.3493.36
{008  Travel 1 Lot 17 Hep Od 1 May 04 $2.180.00
DN [ata 1 Lot 27 Sep Od I hay 04 MNP
OPLLONZ
0010 Labor {(pt2) 1 Lot 77 fep (4 28 Sep 03 $2,730,723 60
a1l L¥ata 1 Lot 27 Sep 04 IR Rep 03 NEP
001z OO | L 27 Nep {4 28 Zep 03 4,679.99
OR
il Tabuor (Gpl2) I Lot 27 Sep M 1 May 04 BE, 150,620 80
0011 Data 1Lot 2 Sep 4 1 May G4 NAT
o Opc | T.oat 27 Sep 04 [ Mlay 04 2,393 36"

FASEIFL QN -TR-POGE 5050
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b, 8CR H-675 "Government Unilateral Right To Modify 'ask Order Estimated Price, Amount Obligated,
and Period of Performance is as follows:

"H-675

Government 1nilateral Right to Modify Task Order Estimated Price,
Amount Obligated, and Period of Performance

a. The Government has the unilateral right (o modidy F33601-00-D-P002-5090 vslimated price,

amount ohligated, and peniod of performance in accordance with the following contractor
projectedfestimated monthly m-rate.

)
CLIN

TED

(i)

OPTION1

(HIOG

/28103 - 9/27/04

Burn-rate

$487,252.26
£526,672.25
£539,461.48
5526,672.25
S526,672.25
$300 786,70
$506,093.79
$468,726.10

571704 - 9/27/04

§1,227.03

$147,244.05
$147,244.05
§147,244 015
$147,244.03
$147,244 05
$147.244 (5
$147,244.05
$147,244.05
5147.244 .05
$147,244 05
$147,244 03
$146,017.02

A

A
NiA
NiA
MNiA
™A
WY
MAA
Frau6dE 64
F144 648 64
140 645 64
5149 647 64
5149 648 64

Month

Feb (4
Mar 04
Apr 04
Mlay 04
Jun 4
Jul 04
Aup 04
Sep 04

28-30 Sep (03
Ol {3

Nov 03

Diec 03

Jdan (M

Leb )4

Mar 04

Apr 4
May 04

Jun Od

Jul 04

Aug 4
1-27 Sep (14

Mot Later Than

Modification

Issuance Date

31 Jan 04
28 Fub 04
21 Mar 04
30 Apr0d
31 May 04
) Jun 04
31 104
31 Augz 04

27 Sep 03
30 Sep 03
3100t 03
J0 MNov 03
31 Dec D3
31 Jan 04
29 Feb 4
31 Mar 04
30 Agpr 04
31 May 0Od
A0 Jhun 4
31 Jul {14
31 Ang (4

171560 L 00-0-PO02 S050
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(i)

OPTION 2

(10

b. Currently as of 28 September 2003 to above paragraph "a" referenced task order,

{28/03 - 04

822.756.03

$227,560.30
$227 56031
§227,560.30
$327,560.30
$227,560.30
$227,560.30
$727,560.30
$227,560.30
$227,560.30
$227,560.30
$227,560.30)
$204,804.27

3/1/04 - 92704

N/A
N/A
N/A
N/A
WA
N/A
MiA

A
$231,324.16
$231,324.16
£231,324.16
823132416
5231,324.16

28-30 Sep (3
Oet 03

NMow (13

D 03

Jan 04

Feb 04

Mlar 04

Apr 04
May 4

Jun 04

Jul 04

Aug 04
1-27 HSep 14

27 Sep 03
30 Sep (3
310t 03
30 Nov 03
31 Duc 03
31 Jan 04
29 Feb (4
31 Mar 04
30 Apr 04
31 May 04
30 Jun 04
31 Jal 04
31 Avg 04"

iy CLIN () corrent estimated price and amount obligated iz $2, 385,893 56 which covets

performanee through 02 February 2004.

(if} CLIN 0006 current estimated price and amount obligated is $0.00.
(Y CLIN O8I0 cuteent estimated price and amount oblipated is SO

c. ot later than ten ( L0) days before the end of the performance period established in above
parazraph "b," the Procuring Contracting Officer shall issue a letter notifyving the Contractor (15
when the next modification will he issued, stating the revised estimated task order price, newly
established contract line item number (CLIN), estimated total dollars to he oblipated, and the
cstimsled perod of perfommeme:s for the newly established CLIN, or {2) Stop Work letter in
accordance with FAR 52.242-15

. The Contractor shall notify the Procuring Contracting Officer in writing not kater thano
fifteen (135) days prior to the dates established in above paragraph "a" if there is a change
in the projected/estimated monthly burn-rate as established above."

FASEUL -1 POITE a1
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Exhibit A - CONTRACT DATA REGLIREMENTS LIST {CDRL)

CDRL Type

A001  Status Report,

ADGZ  Technical Report/Study
ADO?  Technical Report/Study
ADDG  Funds and Manpower Repart
AQDA

Compuler Software Product  As Requestcd

End Ttemsz

Freguency

As reguested

30W Paragraph

1.5, 112348, 481
1111, 13252, 132583
112,31, 112431, 482
4.8.1

1.12.4.1

All tsliverables must be delivered to and accepted by the DO Manager. The acceptance criteria
far wurk performed on this delivery order shall be customer satistaction of the services performe.



FEIE0100-D-L U2 -5

Statement of Work
Tor
88 Communications Group and ASC/1T

Engineering & Integration
Wright-Patterson AFB, Ohio
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WITS Contract: F33601-00-12-P02
Delivery Grder {DO) #: 3050
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88 Communlcations Group-ASCAT Engineering & Integration
Statement of Work

1.0. DESCRIPTION OF SERVICES. The 88 Cammunications Group (BB CG) and ASCIT provides a
variety of comrunications-computer systems and services to support ASC organizations, AF tenants,
celected non-&F tenants lacated at WPAFB and also limited support to DOU organizations located
outside of WPAFB us definad in Scrvice Level Agresmanlz, The purpesc of this delivery order is to
provide an uninterruplad continuation of scrvice to organizalions and users relying on the WAFE
Unclassified, Secral and Top Secret netwaorks supported systems and applications and support for the
WPAFEB Telephons Managameant Systerm. The work primeaily supports, but is not limited e, Engineecring
and Integraton and level 3 Operations & Maintenance {(Q&M} for Gore network services, ulfire
autornation and Funclional systems sustainment and operatinns, and Work Group Management (WGM)
services, Delivery Order ohjectives for the WIS contracl support for 88 GG and ASCHT are described in
this Statemant of Work [SOW

1.1. SCOPE OF WORK. The scope of the work desciibed in this SOW requires a major affort to pian
and integraty various systems currently in use throughout WRPAFE and to participate in their planning,
implementation and sustainment evolution. This work requires skills in multiple technical disciplines and
management in providing imely and expert technival direction and assistance. The cuniractors will work
ag part of & team consisting of miitary, civilians and other cantractors supporting othar base, AF and oL
activities. The contractor shall provide design, implementation, initial custemer suppart and training
andfor oparational support for networks, communication-computer systems, servicas and facitities. The
contractor shall provide management and operation services necessary to install, operate, and maintain
resources required o provide support tor Core Networking Senvices and non-core services to WERAFB
senviced organi-ations.

1.2. SECURITY ADVISORY RESPONSIBILITY. The contractor shall comply wilh all AFCERT
advisories and Time Compliance Network Orders {TCNO) and AFMC Network Operatians and
Security Center (NOSC) Motice To Airman (NOTAM) for systerns and functions whers lhey (=
the primary opsrational responsibility,

1.2.1 The Air Furee Computer Emergency Response Team (AFCERT) issues advisaries to
identity known vulnerzhilittes in computers and computer networks., These advisonas inclide but
are not limited to Information Assurance Vulnerability Alers, Virus notification, Advisory
Compliance Messages [ACMs), Time Comphiance Netweork Orders (TCNO) and Follcra-Ug
Messages, The contractor shall report suspecled vulnerabifities and security incidents in
accordance with AFSSI 5021, The contractor shall respond to AFCERT advisuries in accordance
wilh AFSS] 5021 as follows.

1.2.2. Acknowledge reccipt of AFCERT/NOTAM andvisories in three (3) days of issue ar as
directasd by 88 ©G Information Assurance (ffice (28 CG [AQ).

1.2.3 Implement the countermeasures identified by the advisory within the timeframec specitied
by the advisory or as spesifiad by the 88 CG 1AQ. I the countermaasures cannot be
implomented, the contraclor shall docurnent the inability and must receive approval from the
Designated Approwving Authority {see AF1 33-202) and 28 CG |AD for either an alternative
corrective sclion or ta continue operations wilhout the counterrmeasures. # alternativa von ective

action is approved, the contractor shall implement this action within the timeframa specified by 88
GG A

1.3. ENGINEERING AND INTEGRATION TASKS. Enuineering and integration requiramsnts
detine suppart fur upgrades to WPAFB computers and networks. Activities include transitiorring
the upgraded systemns into the day-to-day operations envirenment.
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1.3.1. COMMUNICATION SERVICES. The contractar shall previde network, commurmecations
and sysiems engincering and integration services and level 3 OAM support necassary to design,
impierment, and deploy resources required to provide communications, networking, and
messaging services to WPAFE serviced organizations.

1.3.2. NETWORK CONTROL CENTER {NCC). 1he contraciur shall provide network design
sarvices and implemeantation support for the WPAFB infrastructure Lucal/Metropolitan®Wide Area
Netwarks (LAN/MANANVANY. The contractar shall provide services aveurding to AFI 23-115,
Wolume 1, Metwork Management.

1.3.2.1. The contractor shall engineer base network transmission syslem and infrastructure
upgradss Lo include, bt not necessarily be limited to, network man=gement and menitoring
systems, domain name servers, proxy servers, public access servers, firawalls, network Internet
Protocol {IP) address schema, routers, switches, hubs, Network Tnoryplion Systems, NES, INE,
Taclane, Fastlans and KIV, equipment, and applicable hardware and sollwars.

1.3.2.2. The contractor shall define network administration, netwuork management, and network
security prucesses. The contractor shall be the focal peint for upgrades (o the WPAFB
networking services and network services from multiple Service Delivery Paints {SDPs) ante the
WPAFE MAN: Air Force Metwark Support Center (AFNSC)Y, Mon-Classified 1P Routed Netwark
(MIPRNET), Secure IP Routed Netwark (SIPRNET), Joint Waorldwide Intelligence
Communications System (JWICS), Defense Research Coginesring Network (DREN), and
cunemescial cartiers. The contractor shall engineer security measures, Accarding to AF| 33-113,
Volume 1 (paragraph 3.1.1.2.3) and Air Force Systems Secunly Instruction (AFS31) 4100, (C)
Covnrrnminations Securdty Prograrm (UL

1.3.2.3. The conbractor shall Incerporate Defense Metropolilan Area Telephone System (DMATS)
cireuil idenfification processes in WPAFB backbone infrastructure upgrade activities.

1.3.2.4. The contractor shall provide engineering support for the design of inter-building base
cable infrastructura fur balh fiber optic and copper cable plants. The contraclor shall review

designs submitted by lhitd party for technical cest validation and to ensure adherence to AF
architaociure,

1.3.2.5 The contractor shall provide technical and project managemeant support for the
implementation of the directives from the AF and HQ2 AFME for transitioning to the AFMC
Regional Data Centers(RDC) for Next Generation E-Mail, other Active Directory aware
application implamentations, DOD CAC/PKI implementation, Remote networl and system
managernant and NGSC Ceontric computing initiatives,

1.3.2.5.1 Server Consplidation: The contractor shall provide enginearing, implementation, ang
functional systems administration support for the Air Force and MAJCOM directed server
consalidation programs for bath the nefwaork core sarvices and functinnal and organizational
application servers, This effort incluges working with the AFMC SAN/MNAS implementation
cortracter for lechnical solution and the WPAFE user organizations i transitioning the core and
application serviges to centralized WPAFE NCC ar AFMC RDGC or NOSC management. The
contractor shall provide docwnentation on instatied architecture, logical and physical, and
operational procedures and check lists,

1.3.2.5.2 System Administration: The contragtar shall provide functional systems
administration support according to AFE33-115, Volume 1 {paragraph 6.4.53) and AFMAMN 33-223.
The servers and associated soflware (ncluding web servers) shall be available continuously (on
a 7x24 basis). Each sarver shall be available 59.6% of a 24-hour day, excluding schedulad
outages. There shall be no instances of computer root or user level access by unauthorized
Lsers. The contractor shall propare a server avalability reporl, CDRL &002. This support shall
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also include the systern administration suppert for application servers, unclassified and secret
level, the B8 CG operates for WPAFE arganiaticns.

1.3.2.5.3 CLASSIFIED WEB AND DOMAIN SUPPORT. The conkractor shall provide system
administration services suppart for the SIPRNET dassified web and other domain servers, This
support shall be for the SIPRNET NT dormain servers, web, fite and e-mail for WIN2000, NT 4 0S5
and Unix OF and stippart for M5 1S Web server and Apache Web server, The contractor shalt
provide functinnal syslems administration support according to AF133-115, Velume 1 (paragraph
6.4.5) and AFMAM 32-223, The servers and associated software {including web servers) shall he
available continunusly {on & 7x24 basis). Each server shall be available 99.6% of a 24-hour day,
excluding scheduled outages. There shall be no instances of computer reot or user level access
by unautharized users, The contractor shall prepare a server availability report, CORL AD0O2.

1.3.2.6. ON-CALL S8UPPORT: The contractor shall provide on-call support far all furctions
reguiring engineering ur lavel 3 O&M support.

1.3.3. WPAFB MAN REMOTE ACCESS. The contractor shall provide deslgn services and
Implementation suppon for the WPAFB remote access systems according to AFMAN 33-223,
fdentificafion And Autfrentication; and AF| 33-115, Volurme 1. The contractar shall assist
Government POC in preparation of remote access system policy and procedures.

1.3.4. AFMC/AIN NETWORK SUPPORT. The cuntractor shall provide Engineering and lovel 3
Q&M support for the HO AFMCAN unelassified, SIPRMET and Top Secret networks. This
support will include network designs, Exchange E-mail support, up to TS/SGI, for both DMS and
personnel e-mall. The support of he non-NAIC JWICS requirements at WPAFB 15 also included.
Level 3 support for TS/S01 e-mail is required for support of NALC.

1.4. COMPUTER SERVICES. The cantractor shall provide computer system cngingering and
integration senvices nacessary to design, implement, and deploy server and personal computer
systermns used by WHAFB-serviced orgamizations. The contractor shall devetop position papars

and baseline configurations for servers and desktop systems for raview, approval and publication
a5 88 GG NCC policy and guides.

1.5 MISSION SUPPORT MISSION AREA TASKS. The contractor shall provide management
and technleal expertise required to support AFMC and ASC MSMA initiatives, The comtractor
shatt prepare monthly and quarkerly MSMA financial and operational perfermance reparts
required by ASC/FM and AFMCAT for review and approval by 88 GG Management in format
requlred by raquesting crganization (WEB based Reporting); track and report on a variety of
KMEMA operational performance metrics and 88 G Key Resull Area metrics; inteqrate ASGAT
efforls with the AFRMCAT MSMA C4 plan and its associated strategic initiafives; and maintain an
ASC M3MA C4 Brochure and associated media describing our Inftiatives to upgrade WPAFB's
C4 infrastructure and comply with AFMG [T initiatives. CDRL AQD1,

1.6. MARKET RESEARCH AND PRODUCT PURCHASES. The cantracior shall evaluate
allernativa sources for the acquisition of hardwarc, software and communications items and
services for satisfying the government’s requirements. The contractor shall collect vandor
estimates for hardware and software preduct maintznance and for new product acquisilions;
prepare required purchasing documentation for maintenance and acquisitlon requirements and
track ordering status for acquisition actions, Contractor shall provide equipment receiving and
inventory service, ensure equipment is puk on &ir Fores ADPE sceounts and track maintenance
rsgUraments.

1.7. PRODUCT EVALUATIONS AND EMERGING TECHNCLOGY INSERTION. The contractor
shall evaluate hardware and software products to determine their utility for the WRAFB
community. The contractor shall recormmernsd evaluation crileria, determing review processes,
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and prepare summary reports. The contractor shall accomplish reviews for products andior
technologics such as: network switching gear, operating systems software, communications
software, disgnostic software, utllity packages, computer peripherals, communicatian desvoss,
WOHP, web tools, security and firewall tools, VPRs and Wireless LAN and Electronic Records
Keeping [ERM) tools. The contractor shall develop web applications to automate 38CG
processes andfor process tracking capabilities.

1.8. COMMUNICATION DRAWING SUPPORT. The contractor shall create, maintain and
manage electionic drawings, including but not limiled W schematics, Eyout, planned instalkalion
and as-installed drawings for voics, video, dala netwaorks for all networks on WPAFE, The
contractor shall create, maintain and manage the basa infrastructure cabla drawings,
Communicalions System Installalion Records (CSIR).

1.9. DOWNWARD DIRECTED PROGRAMS: Tha conlraclor shali sssis! in represanting 88 CG
POC At WPAFE, MAJCOM or higher level working groups, Intagraled Product Teams or
Technical Interchange Meelings (TIM} and assist in reviewing and implementing downward
directed programs.

1.10 TECHNICAL SYSTEM AND SOFTWARE SECURITY. The contracter shall provide
technical support for system and software security efforts. This task requires cross-platfonm
capability and shall suppart In-house security scans {ie. 155 software}, and checking plaiforms
andior operating systems like HP Opean View. The task includes supporting the identification of
vulnerabilities and fix patches and providing technical guidance on NT, PC, HP, SUN Solaris and
Win 2000 systems. The task also includes providing technical suppert of AFCERTS and
vulnerability notice complianee, knowledge of UNEX and NT on various platforms; IF managemaeant
principles, and some undearstanding of firewalls. A Secrgt clearance shall be renuirad, howeaver
this is an unclassified effnit.

1.11. 88 ABW/MSG FSA and WGM SUPPORT:

1.11.1. FUNCTIONAL SYSTEM ADMINISTRATION. The contractor shall provide functinnal systems
administration suppart aceording to AF| 33-115, Yalume 1 (paragraph 6.4 .5} and AFMAN 33-223. The
sorvers and associated software {including web servers) shall be available continuausly {on a 7«24
basis). Each server shall be available 99.6% of a 24-hour day, excluding scheduled autages. There shall
be no instances of computer root or user level access by unauthorized users. The contractor shall
prepare a server availability repert, in the format provided by the task order manager {TOMto the TOM,
by tha third workday of each month. CORL AQ0Z.

1.11.2 The contracter shall provide troubleshooting and emergency response for customer and servor-
ralatad problams, rasponding to the customer within fwo hours. Tha contractor ehall reset passwords
within one hour, accamplish user account changss wilhin b hours, and resolve sarver
prablorns/outages within four hours.

1.11.3. WORKGROUP MANAGEMENT (WM). The contractor shall provide WA support services
according to AF| 33-1135, Volume 1 {paragraph 6.4 B} for the 88 LG organization. This includes, but is not
necessanly limiled 1o, support for Intel-hased and compatible persunal computers (PCs), workstations,
laptops, small computer peripharal hardwara, operaling systems, and software,

1.11.4. The contracter shall invostigate and resolve small computer system prablems with
hardware, software, operating systems, peripherals, netweork connectlons, and configurations.
The contractor shall travet to 88 LG customer sites to resolve problems, when neccssary, within
four work hours of the customer's cafl. The contractor shall resolve problems (except hardwars
calls) within thres worklays.
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112 ASCHT CIO E-BUSINESS PROCESS and TECHNICAL SUPPORT: The wink o be
performed under this task shall apply to all WEARB organizations supporied by the ASC CIO,
with particular emphasis on ASC acquisition organizations. Unless directed otherwise by the CiO,
all work under this task shall be executed from an ASC corporate perspective rather than the
needs of any individual organization or function.

1.12.1 Work performed and skills reguired under this task shall include the full range of C1O
functions Including: Knowledge Management, Business Process Recngineering, and (T
management, including planning, anaklyzing, programming, budgeting, and executing for
nekworks, communlcations, computers (hardware and software), infrastructure, services, seclrity,
video teloconferensing, ate. The work shall also include the full range of IT system development
with emphasis on the design, cading, testing, documentation, integration and acceptance phases.

1.12.2. Gellaboration. The contractor shall facilitate, suppert, and perform:

1.12.2.1. Facilitate collaboration amang other contractors, employees under this contract, and
government emplovees for all work under this task erder, Including those of the 10, 88th
Communications Group (88 GG}, functional, and custamer organizations.

1.12.2.2 Facilitaiz coflaboration ameng the C1O staffs, customer organizations, functional staff
and other partizipants in and users of the WPAFE T enterprise, including planning, schaduling,
preparing agendas and minutes for pericdle home office and staff meetings, preparing and
presenting bristings on corporate 1T activities, and faclltating general information exchange.

1.12.2.3 Analyze various organizational 1T processes, identify and document best practices for
implementation across A3C,

1.12.2.4 1he development, enhancement, and promulgation of model official documents (such as
Cesinnated Approval Authority {DAA) packages, Sorvice Level Agreements {SLAS), efc.) to
£MCOUrags COmMmon pracesses and practices across ASC organizations.

1.12.2.5 The identitication of reguired architectures and standards being adopted by the CI10 and
the BB CG, publishing them, and promoting thelr use and implementation across ASC which may
inctude development and management of an 1T portfollo to suppart proper IT resource

management, capital planning and Investment, and metrics davelopment, collection, analysis,
and reporting.

1.12.2.6 Provide support for program managers and all functions related to management of ClO

programe including discussions and prasentations of management and tachnology issues as
reduired.

1.12.3 Planning and Analysls. The ¢ontractor shall perform planning and analysis in the
following areas:

1.12.3.1 Developing, updating, and maintaining an ASC IT Strategic Plan, to include CIO
missian, goals, cbjectives, action plans, which complement those of AFMC, the Center, and
Center Mission Arcas, CDORL AJD2,

14232 Corporate IT planning for all ASC customers to include requirements gathering and
analysis, identification of candidate requirements for corporate implementation, budgetary
Teuirerments, requirements priortization, and potential requirermenls execulion strategies.

1.12.3.3 Assisting In leading varisus tochnical and business process reengineering initiatives

and proposals, analyzing the potential applicabillty of those initiatives from a corporate ASC
perspeclive, making recommendations for their possible implementation in ASC, and potentially

5
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assisting in their execution.  Lhis work should include: identifying roles and responsibilities of all
parties, including the ClO, customer, other govarnment crganizations, and petential contractors:
budga! requiremeants; technical, management, and policy implications; risks, and risk mitigation,
urigue requirements (if any) of customer organizations; snd alternatives for implementation.

1.12.3.4 Study and report on Integrated Digital Eavironmenl {IDE), Public Key Infrastruciure
(PKI}, e-commerce, data warehousing, and other emerging tectmologies, and their potentiat
application to ASC requirements.

1.12.3.5 Provida suppart for Corporate |T Innevation, including the implementation of new
technologies and the nfegration of informatlon acress ASC.

112.3.8 Provide support far [T and CIC competencies and compuier literacy training of the ASC
workforce. '

1.12.3.7 Review, assess, and promulgate higher headguarters (AFMC, Air Force, Air Force CIO,
or higher) | T policies and assisting in developmeant of associated local policies.

1.12.3.8 Various ongoing enterprise application andior infrastruciure initiatives such as Livelink
and SOCCER, anakyring the potential applicability of different products from a corporate ASG
perspeclive and making recommendations for the possible implementation of different preducts
throughout ASC. These analyses and follow-on recommendations and implementations should
include; identifying information technology focused roles and responsibilities of both the
governmeant and rontracter; lines of demarcation; cost analysis, return-an-investment calculation,
mekrics, provite input to budget requirements; technical management and policy Implications,
Onaralional Risk Management; and unique requirements (if any) of custormner organlzations with
altarieatives for implementation,

1.12.3.9 Task planning and suppart; The contractor shall provide planning, progress, and status
reports to the CIC. CORL AGQ01.

1.12.4. Technical Support. The contractor shall faciitate, suppart, and perform:

1.12.4.4. Develops (designing, programming, and testing), inplementation, and maintenance of
softwara lo autnmate business prosesses across ASC using medern, programming language,
knowlstdge management, and business process autornation togks to include Open Text
Corparalion's Livelink or the sclected CWE tool suite. CDRL Af0OA.

1.12.4.2 Installatlon, configuration, and adiminisiration of software nesded 1o implement
knowledge management and busineas process autemation capabilities throughout ASC including
{3pen Text Corpuration’s Livetink or the selected CWE tool suite.

1.12.4.3 Planning and Analysis: As part of the overall ASC CIO team, the contractor may also
he required to perform planning and analysis related functions in the following areas as directed
by the IOk

1.12.4.3.1 Anslyses and documents varlous organizational [T processes with the geal of
automating Ihe processes along with the Identification and documentaiion of best practices for
implameaniation across ASC. CDRL 0002

1.12.4.3.2 Support for analysis uf various ongoing Livelink {or selected CWE tool suite) initiatives
to Include consulting with planners on the potential applleability of Livelink or selscted CWE inool
suite is chosen from a corparate ASC perspective, and making recommuandations far the most
sffective implemeantation of Livalink or selected CWIE tool suite is chosen and other knowledge
management tools within ASC.
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1.12.4.3.3 Support for corporate 1T innovation, Ineluding the implementation of new technologies
and the integration of information and processes across AS0.

1.12.4.3.4 Facilitate collaboration amang the WRAFR OWF {e.q . Livelink or sslected CWE tool
suiter] users, including planning, scheduling, prapanig agendas and minutes for pericdic User
Group meetings, preparing and preseniing briefings on corporate IT activities, and facilitating
gieneral information exchangea.

1.12.4.3.5 Comply with all applicable physical securily, curmputsr saecurity, operational secunty,
and communications security requirements

1.12.5 Work Group Management (WGM), The cundractor shall provide WGM support services
according to AF1 23-115 Volume 1 {paragraph 8 4 6) for ASCAT custormers in Bldg. T1A. This
includes, but is not necessarily limilsd to, support for Intal-based and compatible personal
cormputars {PCs), workstalions, laplops, small computer peripheral hardware, operating systems
and software. Contrackor persanngl shall respond to Help Desk type calls as required for levels
one and two type work. Leve! three work shall be refarred to the 88™ CG for resolution. The
individuad shall serve as a senior communications ppearator providing WGM support to the CIO
staff,

1.12.5.1 The contractar shall monitor e-mail and voice-mail for support reguiremaents from he
staff in Bldg 114 as well as accepling requirements in persan and by phona whan in bis/her
atfice.

1.12.5.2 The contracter shall investigate and resclvae small computer systam problgmes with
hardwars, software, operating systems, perpharals, nebaok connactions, and configurations.
The contracter shall travel to WERAFE customer sites to resolve problams, when necessary, wikhin
four (4} work heurs of the customer's call. The cantractor shall resolve problems (except
hardware calls) within three {2} workdays.

1.13: 88 CG/SCM Telephene Managamant System {TMS) and DMATS Support: The
purpase of this task is to provide data base suppart of the Telecammunications Management
System {TME) purchased from the USAF Combiat Information Transport Systern. 88 CG/SCMT
(DMATS-Dayton} requires contractor support to Implement, operate, manags =nd act 3s the dala
hase adminlstrator for a Windows NT computer sysiam, the Telecommunicalion Managsment
System. This support shall apply only to the TMS and the inlerfaca inla the Local Area Matwork
[LAM}.

1.13. TM3 SUPPORT: Tha contractor shall provide analysiz, installation, network
aadministration, systems analysis, spacialized systermn suppart, maintenance processing, and user
training. Cantractor support shall include appropriate security including Windows NT System
access managerment, LAN virus protaction for Windows NT systems, services and support plans,
system maintenance, network performanse mainlsnance, web page authoring, moditication, and
Izading, and disaster and recovoery procedures.

1.13.1 Software Development Support: The contractor shall provide software {5W)
programming support. The programming support shall entail the writing of W programs ufitizing
Microsoft Office suites such =s Access or SO, The 88 CG/SCMT manadement staff will identify
the required programs. Tha purposea of the programs is (o extract data from the TMS and snable
manipulation of the data into the desired farmat. Mumernus reporls ars alse required uitizing the
Crystal Report Writer associated with the TMS, These reports again will extract data from the
TMS and provide the data into designated fomats,

1.13.1.1 TME Support Services: The contraclur shall provide the following services.
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1.13.1.1.% The contractor shall svaluals the funckonality of the existing applications associated
with TMS and assist system users in identifying and documenting requirements

1.12.1.1.2 Tha contractor shall evaluate and recommend upgrades to installed software and
hardware configurations,

1.13.1.1.3 The contracter shall evaluate and repart softwara-licansing stalus and make
recommendations for efficient use of existing Aand new licansing requirements.

1.13.1.1.4 The cantractor shal cammunicate computsr technical knowledge to the DMATS users
and customers via mestings, online mail, peblications, and by access to technical references and
documcents,

1.13.1.1.5 The contractar shall evaluate and anatyze new hardware and software packages to
pravide TMS funclionality. Evaluations shall include cost-benefit analysis and design trade- c:f‘F
recommendations

1.12.2 SYSTEM MANAGEMENT SERVICES

The contractor shall assist DMATS-Dayton personnel with the daily operation and mainlenance of
the ThS hardware and software, The contractor shall [dentify potential preblem areas, provide
recommeandations for resolution and executs those recommendations upon approval of the
Sovernmenl.

1.13.2.1 Functional System Adminlstrator {FSA): The contracter shall provide FSA support for
the: TS warvers according to AF1 33115, Volume 1 and 88 CC NCC policies and pracetdurss.

1.13.2.2 Work Group Management {W3M). The cantractor shall provide WGM suppart servicss
according to AR 33-115, Volume 1 (paragraph 6.4 8) for ASCHT custumers in Bldg. 114 This
includes, but is not necessarily limited to, support for Intel-hased and cornpatible parsanal
computers {PCs), workstations, laptops, small computer peripheral hardware, operating systems
and software. Contractor personnel shall respond ta Help Desk type calls &s reguired for levels
une and two type work. Lavel three work shall be referred to the 38™ G fur resolution. The
individual shall serve as a senior communications operatar providing WG support to DMATS.

1.13.2.3 The contracter shall monltor e-mail and voice-mail for support requirements fram the
skaff of 88 CGISCMT, as well as accepting reguirements in parson and by phons when in the
affice.

1.13.2.4 The contractor shall investigate and resolve small computer systerm pratilemes with
herdware, suftware, operating systems, peripherals, natwaork connections, and cenfiguration:s.
The contractor shall travel ta WPAFE customer sites to resolve problems, when necessary, within
four (4) work hours of the customer's call. The contractor shall resolve problems (except
hardware calls) within three (3) workdays.

1.13.2.5 Comply with all applicable physical security, computer security, operational security, and
cemmunications security requiremants,
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1.13.2.5.1 The contractor shall provide system configuration data to 88 CGISCE for inclusion in

the Wright-Pattersan Windows 2000740 Certification & Accreditation and provide updates as
required.

1133 DATABASE ANALYSES AND DEVELCPMENTISOFTWARE SUPPCRT TASKS
1.43.3.1 The contractor shall malntaln the curent Database Applications developad for the ThS.

1.13.3.2 The contractor shall maintain hardware and soflwara on the database server during
normal business hours, paragraph 4,51,

1.13.3.3 The conlractur shall provide database administraton, including the following
responsitililies: manage user accounts, manage and monitor database sacurity, manitor and
pruvide Lhe capakbility to log network, usage down to the individual user level, perform regular
dafgbase backups |AW B85 CG NCC operating instructions.

1.13. 4 COMPUTER TRAINING TASKS:

1.13.4.1 The contractor shall pravide user-criented guidelines and aids ta ensure oplinal|
utilization of installed systerm. The contractor shall pravide in-hnuse orientation and
familiarization briefings to cnd users, using Camputer Based Training (CBT) when availatile.

1.13.4.2 The contractor shall provide group-training sessions an the TMS suite of applications.
These classes will be for the beginning, intermediate and arvanced uaer and will total no mors
than 48 hali-day sessions.

1.13.4.3 The contractor shall provide one-on-ane training on specialized apphicaiions or for
spoclalized needs to individual users. This training will only e on applications of the TMS.

1.14: Optlon 1 Minimum Core Network and Server Raturn to Sarvice: The cuntracior shsl
provide personnel to provide support for the core rosler, swilches, servers and services and
deskiop support that make up the WPAFE Meatrapolitan Area NMelwork (WANY s0 that the AFMC
defined minimum return te senvice atandards are mel. This iz g requirament hat falls under
AFMC defined Level 3 MEMA suppart performance standard,

1.15: Option 2 Standard Core Network and Servar Raturn to Sarvice: Tha contractor shall
provide personnel to provide support for the core rouler, swilches, servers and services and
desktop support that make up the WPAFE Malrapalitan fres Network (WAN) so that the AFMC
defined minimum retum to service standards are met. This i a reguirernent that falls under
AFMC defined Level 3 MSKA support performance standard,

1.15.1: Performance Engineering: The contractor shall provide performance enginesring
support to analy.-a and resolve network, application and deskiop performance issues spanning
the the netwowrk ta the applicalion layar in the IS0 reference model using the AF provide tools
and other tools as necessary.

1.15.2: Quality Assurance and Configuration Management: The confractor shall provide
personnel to perfarm Quality Assurance for cable installations performed by other contractors for
bath inter and inira building inslallations. The contractor also shall develop a Configuration
Management process for ¢ahile plant and nebwork services devices and perform the G function.

113.3: ASCAT GO Liaison Support: Contractor shall provide personne! fa support the ASCAT
E-Buziness Divisions with dutles described in paragraph 1.12 and all subparagraphs ta 1,12,

Lontractor shalt assist in the transition of the 2 -business solutions doveloped to the operational
funclions in ASCHT,

10
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1.15.4: Metwork Engineering Surge: The contractor shall provide a surge In workforce to assist
the 88 GG (ASCAT) network engineering tasks defined in paragraphs 1.3 through 1.3.3 to allow
cempliance with AFMG Standard service metrics,

1.15.5: Network Cable Installation: The contractor shal provide personnel to instalf inter-
buitding netwark cable to suppart netwark engingering projects and relurn-to-service for
customers with physical connection problems.

1.15.6: Workgroup Manager {W3GM) and Functional System Administratar (FSA): The
contractor shall provide surge in workforce for WGMs and FSAs ta allow complianue with AFMC
Standard service metrics.

1.16. Dafinitions of Suppert Levels. The following table describes support Isvels referanced inthis
glatemant of wark.

Supp::rrt_ Desgription;

1 Equivalent of calling a help desk for resulution of a problem. The helpdesk refers the problam

to in-house help that can talk with the customer to resolve the sltuation or problem. Level 1
suppoTt resolves customer problems while they are an the phene. Some examples would be
; the reset of a password, a remota rebool of A system server, or answers to question about
how to perform a nighlly sarver backup,

2 Equlvalent of dispatching a technician ar analyst 1o fix a problem that cannet be resolved Dy
leve) 1 support, Examples could be dispatching a lechnician tn the location of a system or
metwork device that is not responding to commands resmctely. Replacement of a module in 2
switch that has gone bad is another example. Prublems that require on site technicians to
Fesalve,

et

Level 3 is all prablems that could not be resolved by levet 2. The Network Enginasring and
Integration Division at WPAFB gets all level 3 support calls. The Network Engineering and
Integration Division has access to engineers, network technicians, and masler tronbleshooters
responsible for much of the instaltation of the base infrastructure. This puts them in a unique i
posilion to troubleshoot and resolve problems unfamiliar to levet 1 and 2 suppurt. Further

11
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Performance Obiectiva SOW Para, Performance Threshold

2.1 Complete installation of updates, 12,1214 Feyuirsd actions completed 100% of

patches as directed by AFCERT, TGNGs | 122 lirne by required deadlines unlass

and lecal |A office direction. exception granted by DAA or I
WMAJCOM. |

2.2 Provide initiat cost estimates and Bills | 1.3.2.1, Provides cost estimates within 30

of Material (BOM) for funded curront vear . 1.32.2 & working days for 80% of the projents

projects in 30 working days from roceipt | 1.3.4

of tasking from PP

2.5 Provide Ciartarly financial and 1.3 Provides reports by deadline 100% of

aperation perfonmance regorts by the time

ASC/FM and AFMCAT deadlines

24 FPerform system administrative and 13253 MMaintain weekly operational
maintenance functions for the SIPRNET availability of 89.6% or higher.

i WEER and Domain servers ]

i 2.5 Perform system administrative and 1.3.2.5.1 Maintain weekly operational

| maintenance functions for the availability of 959.6% or higher.
consolidated application servers

2.8 The contractor shall travel to customer | 1.11.2, 1.11.4 | 85% of the time

siles (o razalve problems, when 112582, &

necessary, within four (d) work hours of ¢ 1.13.2.4

thie cugtomear's call. ' -

2.7 The contractar shall rasolve problems | 1.11.3, N of the firme

{except hardware calls) within three (3) 11252 %

workdays. _ 1.13.2.4

2.8 Maeting effeciivensss: Planning, 11222 At laast 95% of all meetings

scheduling, preparing agendas and chairedffacilitated shall have a

mimrtes for periodic mestings, preparing prepared agenda, shall be monitored

and presenting briefings on corporate |T for adherence to time schedule, and

activitiss, and facililating general shall produce documented meeting
infarmation exchange, minutes {if required) within 48 hours,

2 89 Buspense dates. 11222 Al least 90% of suspense dates for
production of analysis reperts, white
pepars, add prasentations must bes
met. .

2.10 Develops {designs, programs, and 112,41 5% of the time

tests), implements, and maintains

software to automates business processes !

across ASC f

2.11 Anatyses the documents various 1.12.432 2% of the time

organizational IT process with geal of
aulornaling tha processes along with
identification and documentalion of best

practices for implementation across 450,

1z
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Performance Cblective SOW Para. Performance Threshold

2.12 Facilitates and supports 1.12.4.3.4 5% af the: e :
collsoration among the WPAFB CWE i
(... Livetink or selectad CWE tool suitc)
Users, including planning, scheduling,
preparing agendas and minutes for
periodic Users Group mcetings, preparing
and presenting briefings on corporate IT
activities, and facilitating general
information exchange

2.13. Adheres to all applicable physical 112435 100% of the time
securlty, computer security, operatiunal
security, and communications sacurity
requircments _
2.14 Evaluale sxisting TMS applications 113,111 Completes lask 100% of time
and assist vsers in identifying and
decumenting requiramants -
2.15 Manage and administer the TMS 1.13.2 TS shall be avalable 99,6% of time,
sarver and application to ensure system
relinbility and avatability _
+ 2,16 Manage User TMS accounts 11333 All use account problems are
: resolved within 24nrs of notification,
; Monday-Friday.

© 217 Manuge, monitor data base security. | 1.13.3.3 No unaulhorized database access,
. Log useage to indnadual user level. Usenpa logged 100% of time,

+ 2,18 Provide one-on-ong and group 1.13.4.2, [ 93% of users contacted must e

! tralning sessions on TMS suite of 1.13.4.3 ) satisfied with training.

i applicatians

¢ status and financial repornts by 3td week of A the time,
} following month,

?
i

' 2.1% Provide monthly Delivery Order 4.8 & Exhihit i Provides reports by deadline 100% of
|

3.0 GOVERNMENT-FURNISHED PROPERTY AMD SERVICES

2.1 88 CG will provida for all on-base confractor emplovees assigned o Lhis task; awork area
with apprapriate affice furniture, 2 computer with network access and printer arcess, = talaphone,
and physical and netwaork acoess to the WPAFB network and supported networks devices and
servers. Each contractor employea working on this Delivery Order {DO) will be setup with a
network and system accounts and access to lhe hardware and software preducts to be supported
after they have completed Securty Training. In the avenl that such resources cannot be
provided, the contractor shall contact the contracting officer for resolulicn,

3.2 Pagers will be provided far employees waorking on the DO identlfled by the prime contractar, Call
phones will be provided for on call services, one per contractor functlion providing the service.

3.3 Ths contractor shall not install seftware, programs, or applicalions {including freewars and

shareware} on 3 government computer and/or scrver not included in guvernment basaling. The
caonkraclor will follow «ll software vendor-licensing agreements.

13
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40 GENERAL REQUIREMENTS

4.1. SPECIAL REQUIRED PERSONNEL QUALIFICATIONS. Personnel providing network
services, as defined in AF| W33-115 V1, must be cerified AW AR 33-115 V2 or equivalont.

4.2 BECURITY. A DD Form 254, DOD Contract Security Classification Specification |5 reguired.

4.2.1. All personnel must comply with AFL 33118, (Eleciromic Maif (E-Mall} Management and
Use), paragraph 9.2.5, that atates: "Dolt military, civilians, or contractor personnal using
unclassified autamaterd infarmation systems that have access to sensitive information most
posscss, at a minimum, & Nationsl Agency Check or Entrance National Agency Check in
accordance with DoD 5200 2-K, Purzoral Security Program, of screening in accardancs with
AFI 31-301, Persorne! Securify Program Management, Those personnel reguirlng accass to
classificd systems are subject to the appropriate investigation.”

42.2. A secret clearance is required for &l parsonnel who will have access to Room 201,
Building 20676, Computer Room floor, Bldg 10271, Bidgs 20553,20559 and Bldg 30206
Computer Roam.

4.2.3. Personnel supporting the AFMC/IN networks or requiring acress (o SCIF in Building 10271
reguire TS clearances. SCI| clearance will be required far a limitad nuimbser of personnel.

4.3. DATA PROTECTION AND NON-DISCLCSURES.

4.3.1 The contractor shall comply with the following conditions to enswe the protection and non-
disclosure of data stored on systems and ransporied over netwarks supported by the BB GG

1} Protzct other centractor's propristary dals (Conflict of Interest clauses),
2} Protect classified data (Dol Industrial Security Reqgulalions and DD254),
3} Protect privacy infomrnation,

4} Protect For Officlal Use Only (FOUD) data.

4.3.2 The contractor personnel shall be required ta sign Classified Inforrmation Nondisclosure
Agreement and neondisclosure agreement for other contractor data, privacy infarmation, FQUD
and other sensitive but unclassified government data.

4.4. OTHER DIRECT CHARGES.

4.4.1. VEHICLES. The contractor shall provide vehicles to support the Engineering, remoedial
M NCC tasks and the 88 M5G support fask.

4.4.2. TRAVEL. The confractor personnel wili be requested to travel in support of thy tachnical
support requirgmenis. Tha travel will be reimbursable and funds provided as the travel is
identified. These instances will e controlled by the following procedures:

4.4.2.1 All ravel will adhere to the detailed procedure requirerments of the Joint Traved
Regulations (JTR).

4.4.2.2 The TO manager and COTR will approve alf travel regquests.

4.4.2 TRAINING. To support the objeclives of paragraph 1.7, contractor personncl will be
requested to attcnd training in support of the insartion of new technology systems, such as Voice

14
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over 1P, wircless networking, virtual Stinage Ared Network (SAN)} technolagics, gigabit and
10gigabit switching and Disasier recovery systems

4.5. HOURS OF OPERATIGN.

4.5.1. NORMAL OPERATIONS. 88 C3/SCB supports 3 7x24x365 operation. The 88 GG and
ASCAT use laxitla work hours between 0600 and 1800, Manday through Feiday, excent for
governmert-ohserved holidays. There may be excoptions depending on the warkload, ale. Under
spectal circumstances approved by BB GG the contractor may be required o waork during
atmormal or non-duty hours, Saturdays, Sundays, and/or government-observed holidays,
Circumstances warranting such action include autage or hardwaretsoftware upgrade. Tha 88
CO/SCR enginesring task in this 0.0, are required to have personnel on site betweaen 0800 and
1800 Mandsy through Friday.

4.5.2. ABNORMAL OPERATIONS. From lime-lo-time, weathsr or other unusual situations,
such as increased Force Protection, dictate changes (o (he normal duties. The contractor will
adjust their duty schedule according to 88 CG instructians. I the installation or facilities are
closed), 88 CG, may request contractor to provide manning te handle ITeFeNCEs,

4.6. INSTALLATION TRAFFIC AND PARKING CODE. All contractor employess reguiting

access to Wright-Patterson AFB during the course of their work shall comply with WPAFB! 31-
204,

4.7. PERFORMANCE OF SERVICES DURING CRiSIS DECLARED BY THE NATIONAL
COMMAND AUTHORITY. If the National Gommand Authority declares a ciisis, 8 G0 will
imimediataly notify the contractor. 88 CG and contractor will review the need for conlractor
operalionsl support and contractor will previde a list of personnel that are required o provide
support duning this emergency. [f the installation or facilities are closed, 88 CG will provide
ins{ructions or authorization for base access.

4.8. DELIYERABLES AND ACCEPTAMNCE.

4.8.1. Contractor shafl prepare and deliver monthly Status and manthly Funds and Manpower
reports. CORL A and AGQS.

4.3.2. Contractor shall prepara and deliver technical reports, product evaluations, systam design
documents and operational support documents and checklists on an as needad basis as
reguested by Governmen! Dalivary Order Manager. CORL AQC2.

4.8.3. The conlractor shall propose the format{s) of, unless otherwise directed, and provida =l
software, reporls, charts, plans, briefing slides, and software documentation required (o complete
the activitias defined far this DO, The dalivary to be elecironic in a format compatible with what is
currently used by the customer.

4.9. POINTS OF CONTACT:

Frieda Thomton ASGIPEWIS Contracting Sfficer

Jer Traylor ASC/PEWI BLyer

Mike Livingston 88 CGISCEFP COTR

Cavid Riley B8 CGISCH Enginegring & Integration
DO Manager

15
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50 APPLICARLE DOOUCLUMENTS

The documents, histed in Appendix A, of the exact 1ssue shown, form a parl of this SOW
to the extent specilicd herein. Note that many of the documents are included ro provide
guidance only. For example, some documents arc ciud 1o specify the topics to be
covered 1o an unulysis of report, some are meraly to provide information on methodology
nermally used by the Government,

I£4)



Nr
AR 31-501
AR 33115 Vol i

AR 33115 Vol 2
Al S33-2402
AlMAN 33-223

AFSS] 021

AFS3 4100

Dol 5200.2-K

Appendix A

List of Manuals, Instructiens and Regulaticns

Titla
Personnel Security Program Management
MNelwork Management

Lizensing Network Users and Gertifying
Metwork Professionals

Computer Security
ldentification And Aulbantication

TCNO Management and Yulnerability
and Incident Reporting

(C) Communications Securily Program {U)

Dol Personnel Security Program

17
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Date
1 Aug 2003
15 Nav 2002

1 Novw 1999

30 Aug 2001
27 Deo 2002

1 Mar 2001

9 Apr 1599



F3360% -08-N-TFOG2=-50%0

™

- Attachmant 2

{ I requiramenis of the Dol ingdusiris

DEPARTMENT OF EFENSE
CONTRBACT SECURITY CL&ESlFlCﬁT‘IGHMWUN

7 3 seounity aspoats of :ﬁ@‘ﬂﬂr.l‘, ' MiA

1, ELEARANCE ANEr _ FEGUARDING

a. FACILITY CLERRANCE REOLIRED
Top Secnet

T LRVRE IR RAFEGUARDING REQLIAED

2. THIS EPECIFICATION |5 FOR: ix and mmprgnw m

r@- THIS SPECIFICATION 15; £x and comaleta a5 anpimating

W & PRIMC CONTRACT NUMBER -. —r

E33601 00 D POO2/5090 Comp DMHEM?E

¥ [ o oruGinaL fComplare dare i o) casest

Crata ML)

_A0w1s

b. SUBS GHTACT BMEER

Aty wdlbh-q-'rlql1hri

4 -
b AEWISELY ¢Sy s st
olf pravlowe sparcs)

Advisicn Ma,

Ml PPt

& SOLICITATION OH OYHER NUMEER

NLIE Dt (F Ao
e. FINAL [Comphiie fiem 5 i o casas)

Crota v radwdiacy

4. 17 THIS A FOLLOW-ON CONTRACT?

Dassifiad matarial receved or ganarabed urler

_ FileN-00-D-POC2/S072

¥ES i_ _i MO 1 Yas, complate The following:

recading Canrra-:: Mumber) Qs transtareed bo lbes Tntlowe .o contract

5 1% THIS A FINAL DD FORM 2547

L Fves

IF IC3panIe 10 the CORIBSTONS FequtEted dated

I X NC}. If ¥ea, eomplate the following:

. Tetantir ab 1 idieniiticad claggificd medarial |2 auachorlead far the pariod ot

6. CONTRACTOR frcivde Cammercin! 8nd Gavermment Enfily HCAGE! Codat

#. MAME AQDPESS, AWD ZIF COSE b. CAGE CODE | & LOUNIZANT SECURITY DFFICE iName, Addrazs, snd Zip Code)
Multimax, Incorporated CHD:54 DES Capilal Region

1441 MeCormick Drive 038 Eleridge Lamuling R Ste 300

Largo MDD 20774-5323 - Linthicwn MDY 21080

7. SURCONTRACT OR ) _

a. MAME, AUDRESSE, AND JIF COUE b. CAGE CODE (e COGMIZAMT SECURITY OFFICE tMame, Acdmzs, and Zi Curle)
M/A NiA Mra

B. ACTUAL PEAFORMANCE o _

& LOAGA TN b. CAGE COLE | ¢ COGMIZANT SECURITY OFFICE MMams, Address, aod S Ceordesf
Nia MNfA NiA

acriviries ar Wright- Patterson AFE

9. GENERAL IDEMTIFICATION OF THIS PROCUREMENT
Nonpersonnal services: Mebwork. conuaunications and compuler suppart fur 88 CG and A SC/TT Engineering and Integration

10. THIS CONTRACT WILL RECUIRE ACCESS TO:) ves | ne | 11. IN PERFORMING THIS CONTRALT, THE CONTRAGSTOR WILL: | yes | nO
& COMMUSIZATIONS SECURITY {CEMSSD: INFCAMATIZN x> EA mm%ﬁ;%ﬁ?mmﬁ##}”m“ o
b HLSTRICTED DATA, x b. FLCCIVLE CLASS D BOCTIMENTS DMLY >::
£ _CRATICAL NUCLEMH W LAFON UESIGN I UHMATIDN A |z FFCEIVE ARO GFNERATE CLASSIFIED MAI LML T
d.  PORMFAL ¥ RESTAICTED DATA oy o, FARALSATE, MOOIEY, R STOHAE &1 ASSIFIED HARDR A NE e
. IMTELLIGENGE IMFOAMATIRN E a.  FMEMEOAM SERYICES 065 Y X

11} Sensitive Somparemancod Infarmalo ASCH }( ) |'|||:v|]! &ESEEP%ES-:EJJSIEHEL:N quwm DOTELE THE U5, AIEATO =
1. SPELIAL AUCESS IMFGRMATION - n.  AEQUIME & COMELC aCCOUNT - ~
8 MATD WFORMALION " |1 HAVE TFMPEST RECLIRFMFNTS ] >_{\'—
b EOREIGN GOVFRMMENT MESEMATIAN 3 i HAVE OPERATIONS BECURTY IGPEECI MECLHNEVMERNTS 1 N
i LIMITED DISSEMIATION INRORAATION M | BE AUTHORIZED TO WSE THE DEFENSE COURIER SERVICE Y
1. FOR OFFICIAL USE DHLY INFORRMATION =, I DTHER tEpecif)
k. OTHER fapeci) MWotificatlon of government security activity reguired. x

7| See addendum.

DY Form 254, DEC 90 (EF- V1) icerrortt Fror

Frevious adibions ane oS oate,
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12 PUBLIC RELEASE, sy informanicn Iclavpied or urciessifsdt Mriaaing o chie mancract shall nar pe -aleased lor oublic dissariratgr draopl a5 arcvidod by e Inegarnoe:
£t 2w WMared? o uniless it has heen Appravend lar aubic relzasm Ly apafopaaig Guearnment #shooty Prapnaed s bee gy ases shalt ke < nirksd bar Bppraca pog Cp  stease

I: Liereest &] Through (Sumeif:

ASCTA

1265 Fourth 5., Suire 15

WIATTH GIL 15153

[0 3hE a1 ale T Fraodeen of Infarmetion #ng Secery Aoviaw. OF=m of ke drs-stant ertlary al Jdofmian [Panlie Bfteersl Porogwiny,
In e case ol nea-nog Lsar S2%NCras. mouests Prs migelaa 44 shall 5a s ted g Lal spency.

13 SECURITY GUIDANCE. ~na sesnity o assificanon QirHAaARA rALT For hia clumaifind allart 1o Idearited s, M oany g ligulty is =roaunierad in agpiyving shis Gurtancu ur o any
ANor canThtag factar id st a ne=d for ERARE i Pug Jued@nck, e 2oncronior A ATArEed nd AN oy i S orowvlde e acreraddee chargwi; 1w l,||d||url;g 10 gIEANeR nr ke
Hasificalsgn dikiy it 1o any miarration ar maideat fwnished or QEAErATAY undar tha cantidcl i to sabma amy QUAons B lnseureleban of the Quldanns 13 the afca detifund
bitaw. Ponding Mral decdion, thy wilarination invorie ahall 2 Rasied and prosctd 31 tho RgRERS il of clssifFcgiman SE5Igrad o Feaammarded, R0 e 34 Frurcaniets far de
cazafey afint. AR, Or furoeard meer XN CorrkRp gt ARy SRR AN A L RO e harei, A BN M 0TS 33 pumdEd JU D VTCE Comaeers

The National Industrial Sccority Program Operating Mamal (NISPOM), Jan 95, applies to this contract.

3. BefBlk 10f: The NISPOM Supplement (NISPOMSUP), 29 Dec 54, and the Dol averprint o ke NISPOMSUP, Febnrary
1948 applies to this contract for Special Access Requirements.

b. Ref Blk 10i: For Official Use Oply (FOUD} applies, See addendum,

d. RefBlk lla. Releasing goverament activity will furmish classification guidance fur the services o be performed. On base
performance ocours o Buildings €76, 16, Atea B, 271, Area A: 206 Area C, WBAFB, OT. If any classified information ix
kencrated in the parformance of this contract at identified location, the coarractor shall apply derivative classification markings

consistent with fhe sonrce material. |

. Ref Bk 111 Metification of Govermnment Security Activity und Visitor Group CLavse applies. Sce contrace glause in Seciiog [
for details.

f. Funetongl Area Chiel: Karen Crothers, 83 CG/SCXD, WRAFR OH (937) 253-0471
2. Fnoctional Area Evaluslor (FAR): (Javid A, Riley 58 CO/SCE, {937 2550336

h. Ref Blk 17f {DISTRIBITTION); %8 SFS/SFAS, 58 CG/5C (Security Manager)

14_ADDITIONAL SECURITY REQUIRENENTS. Regairenusncs, a 08adion Lo S eguirerenls, are osaalished fee cie catrast, OF Pes, denste l >< J ¥ag My
PR BATRTEAT COmrac il Chdnits @ IR 0afacy oMt TEei A ar0 ekl SUEFOETATE SIIETEAT WIS e (e s gl shwTamEais, Argvige "
B IEQLETIOIS K TN CONTAGE Securily affice, Liw fiwm 1T AF aoiteaal Raase B pe et

» v i M
lef ﬁﬁ: 10f. Special Access Requirements/Proceduses spply. Cuidance for gaining access will be provided by ASCIYFE,
ASUIYS, and ASCIYN.

6. INSPECTIONS. Bwranis of iz earset s aotldice the wevcticn dnsponsibliiey 0f e o EAAL sacunby AMCE. @Y Ve iy soscifle 1 2| vag [n
AFA3E o Wianars aresd U7 AED IR ARy redpneRbe for chiueeTipng. Uxe em P30 20NNt flace o aeded.s

Contactor performance will primarity occur in Wright-Patterson AFB. . DSS iz relieved of ll Ingpection respoasibilites or

voniractor performance on tie inviallation. ARC/YF, ASC/YS and ASC/YN will maintain stcurity cogrizance for all SAR

wa2terial. A3 SFS/SFAS will maintain security oversight for Noo- SAR material.

15, CERTIFICATION AND SISNATLRE. Hacurity requiramentd stated herein are cornplete and adeguata for safeguarding the classifiad
mformation 1o ba reeased or genarated undor this clasyifled eHor. Al questions shaill be refered to the officksl named Below.,

-1. TPPED MAME OF CEATIFYING OR=I1T1AL b. FriLE £ TELDPHOMI fneivde Aree Coved

Freida Thomnean _@qgﬁ%@iﬁcer (%37} 237-2133
2. AUDFESS finshuns 7in Caney COOrrolid 17, REGLIRED DISTRISUTION
ASC/PECWIS

1940 Allbrook Dr. COQORDINATIO
PC-ONLY
(1

5 LUIN1AAL TR

B, SUBCONTAAL TAH )

5. CAGMIZaT EECURMTY QRFICE FAA ARIME AND SU9CDNTRACTCR

d WF ACTONTTY RESACMSIFE L oA GulASERS SECURITY AOMIMIZTHRZICN
+ AMAINSTRATIDN QOXTAALCTING OFF!CFY

x| [t |%

1+ Omheng as mwEccoamy

DO Furm 254, DEC 90 (REVLRSE) (EF-U 11 P Gt ARG,
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I‘~.<hBEN'DL'M TO DD FORM 254 (Biock 10—
FOTL OFFICTAL TSE ONLY (FOUO)
{Reference Doly Resmlition 3400.7540r Force Supplement. 22 July 1080}

Attachmsnt 2

1. GENERAL: FUOICHz informanon that bas oot been given & secwity classiGoation parsuant to the eritenia of an Executive Quder,
but which may be withheld fom the public beeuwse disclosuwre would cause a foreseeable ham to an mterest protected by one or mors
of the Freedom of Infonmution Act (FOLA} exmnptions 2 Qeough 9, Additojal ipformation en FOU'O may be ohtained by contacting

the User Apency. FOUO is assigned (o infommton at the time it is created in a Do} Agency or derivatively as instracted in a Secority
Classification Cruide.

T MARKING:

a. FOUD inforrmabion received {released by & DoD emnponent) should contain the following marking, when received: THIS
DOCUMENT CONTAINS INFORMATION EXEMPT FROM MANDATORY MAUTOSURE UNDER FOfA, EXEMPTICNS)
_ APPLIES/APPLY.

b, hark an unclassified document contsining FOUQ mfermation "FOR OFFICIAL USE ONLY" at the botiom of sach page
contzining FOUQ information and oo the bullom of e ffoar page or front cover £if any) and on the back of the last page and on the
back cover (iTanyd. Each paragraph camtaining FOUOD infarmation shalt he marked as such.

e, Within a clasgificd decmrnent, an individual page that contains beth FOUD and classifled information skall be matked at the
top amd holtom with the highest security classification of information appearing on the page. Jndividual paragraphes shall be marked at
the appropriate classification level, as well as wnclassified or 1010, as appropriate. Ao individual page that coalaios FOUC
inforenation but fio classified information shall be marked “FOR OFFICIAL USE ONLY™ at the top and botbom of the pags, as well as
each parapraph that contains FOUO mformation. ROTE: For Ypreduction efficiency™ the entire document smay be marked wp and
bottorn wilh the highest level of classification contained within it, as long as every paragraph iz marked to reflect the specilic
clussification of the information it contains.

d. Mak other records, such as computer print outs, photographs, films, tapes, or slides TOPR, OFFICIAL USE OWNLY" so thar
the receiver or viewrer knows the record contains FOTIO information.

e. Mark gach part of 2 message (hat ceataios FOUQ information.  Unelassified messages containing FOUOD informutivn tust
show the abbroviation "FOUQ™ before the text begins.

3. DISSEMINATION: FOUOQ may be disseminated hetween afficials of Dol) Conponents, Dol contractors, consultants and
glantees to conduct official business for Dol). Recipicnts shall be wads awais of the status of snch information and fransmission
shall be by means that preciude unacthorized public disclosure.

4. TRANSMISSION: FOUQ infunmotion shall be trapsmutted in a manner that prevenls disclosure of the contents. When not
commmingled wilh classified information, it may be sent via first-class mail or purcel post. Bulky shipments, ie. testing materjals, that
utherwise yuatily under postal regulations, may he zent by fourth-vlass medl,  FOUOQ information may also be sent over facsimile
equipment; however, When decwding whether tu use this nieans, balance the sensirivity of the records against the risk of diselosure.
Consider the locetion of semdiog and receiving machines and ensure authordzed persvome] are avaliable to receive the VOLIO
information as sood s it is transmitted.  Transmitlal documents shall call atrenrion o the presence of FOUD attachments. FOUO
information may also be sent via e-mail, i it i3 sent via a system that will provent unintentionul or unaathorized disclosure.

5. STORAGE: o safeguard FOR OFFICIAL USE ONLY wecords during narmal duty hours, place them in an oul-of-sight location
if your work arca s accessibls w persons who do not bave a valid need for Lhe inforation.  After normal dury hours, stere FOLD
tecords o preveut unauthorized accass, File thom with other waclassified records in unlocked files or desks when nomal nlemel
building security is provided. When thure is no lnternal building securiey, locked buildings or reoms nemuaily provide adequate after-
hemrs prowection.  If such protection is pot considersd adequate, FOUQ material shall be stored in locked containers such as filc
cabinels, desl, or bookeases, Expraditure of funds for security containers or closed arens solely for the protection af FOUD data &
profibited.

6. DESTRUCTION: When oo longer needed, FOUO infornation shall be disposed of by any method that will preclude its
disclesure 1o unautharized individuais.

Effeuiive 1F Feluuary 2002
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ADDENDUM TO DD FORM 254 (Bik 111) attachmcnt 2
NOTIFICATION OF WPANE SERVICING SECURITY ACTIVITY

1. Thirty davs before the date Contractor aperanons will hegin on Wright-Pattzison AFE OH (WPAFB), the Cantracror shall provide
to 85 SFS/SFAS Blde 8, 1801 Tenth Strect, WEAF, OH 45433-7625 the fellowing wdormation:

a. The mome, address, and telephonc momber of yow company's Faciiity Secumity Ufficer and your desiprated oo-site
seCLily représentanve;

b. The contract number and rmilitary contracting cotmand,;

¢, The highest classification category of defense mfomution te which Contractor emplayees wall have acceus;
d. The dare Contractor operations will bl:g,i.li.l. on WEAFB O

e, The estineled completion dats of operations on WFAFE OH;

2. This requirement is in additlon to visit request notification procedures contained in ilob) 52200 22M, Mutional Industizl Security
Programt Operating Manual, Chapier 8,

Effective 12 Febinary 20112



1. CONTRACT 0 CODE FAGE i FAZLS !
AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT V- TEM ! 1 af &
| 2. ANMEMDMERTIMIDIF CATION KO, A EFRRCWE LIS TR 4 HEEOLEELTICAIFURDHASF RFELDLG. 5 PROJECT NO. (f apoiizakia)
13 24 MO 2003 SEE SCHEDULE

ThCSSUED BY C ASCITHMS ot | FAGAGS 7. AOMINISTERED B #if ituer Yran flern B} Gl SZIOTA
LEFARTMENT OF THE AIR FORCE CCMA BALTIMORE i
ASCPEW, AREL C, BUILDING 1 217 EAST REDWOOD STREET
1940 ALLBROCK DR, SWINTE 2 SUITE 1840
WERIGHT-PATTERSON AFB OH 45433-530% BALTHADRE MD 21202 52050
JERL 5. TRAYLOR  257-6721 X4425
Jerl. Traylongdwpafb.afmil
4. MEKE AMLr AODRESS OF LOMERAC TOR (Ko, shest, tounly, Sl and 2P Cooa) [ | 94 AMENTDMENT OF SSLICITATION NG,
MULTIMAX, INC. : N
1441 MCCORMICE DRIVE : 0B. DATED (SEE ITEM 1)
LARGO MO 20174
(301) 258222 | 104 MODIFICATION DOF COMTRACTAOROZA MO,

X A6 =00-0=-F002 SR
I0B. DATED (SEE ITEM 130
S NHOS | FACILTY COUE |_ | 28 3EP2002
11._THIS TTEM ONLY APPLIES TO AMENDMENTS OF SULICTTATIONS
|_“ ] Tz stbwaer: nrrbhireed sdicilialion is seeneibesd s s Galin Been 14, 178 hoor 3nd date &peciliad 1or racaat of DHers D is pxtanded, D B Aol axtended.

CIHers M schnrwhalie reczent nf 10 aimendmnend aror o he how 20d date specified in the eolicitation tr as amaaded, oy Gna af tha felowing raksds:

(8} By completing ferna & and 15, and reluming paapices UF Bl gerrrbmcenl, $03 By nkaawiniging recaapt of 1hoe amesndrnant ca &ach cony of 1he offe;

submitted; e (o] By emparata lattar or alegram which includes a mfsnerce 1o the sallicitation and amendnent numbera.  FAILURE OF YOUR ACSKNOWLEDCMENT T2 EE
FRCRMEIT AT Trike BL AR [TREIEGNALRD RUR THR RiedE IR OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTICN OF ¥OUR QFFIR.
If by wiree of this arrendmerd you deglre to change an offer glready submitted. such change may ba mede by ielegram or leHer, prewided cach leeparn oe ielien iakes reterence:
to the solictation and this amendmert, and s raceivad priet (2 1+e coaning Bour and Jate specifed.

12 ADLIDILIN T TRES AR E AEPRRDIRRLN ITIR 110 A [ regurad)

SEE SCHELHILE

13. THIS ITEM APPLIES ONLY TO MODIFICATION OF CONTRACTS/CRDERS,
IT MCODIFIES THE CONTRACT/ORDER MO AS DESCRIBED IM [TEM 14.

A
A THIS CHARKGE ORDER 15 1I55DED FURSUANT TC: PTIE CHAMGES SET FORTIIM ITER 14 ARE MADE [M Til2 SGHTRACT QRDER NI ITEM
T,

B. THEABCWE NUMBERED COMTRACT!ORDER 15 MR R 3 10 FEk] 21 THR AR R0 VR LHANGR S (Rush 08 Giangea o mayig choes,
approgeiation data, ete.) SET FORTHIM ITEM 14, PURSUANT TO THE ALTHORITY OF FAR 43.103(b).

. THIS EUPPLEMEMNTAL AGREEMEN] 15 EN| EHED INTO PURSUANT TO AUTHCRITY OF

x ! 0.  COTHER [Specify fype of maditicalion ang guiligoty)
1 Unilateral | SCR H-675

. IMPORTAMT: Conmctar ;'E jt5 rical | im mnirend e Sigey khis decoment sl iesiem . __ Gopaes to the isfang office.
T4, DESCRIFT-ON O SMENMCMEMTMMODIFI CATION fOrmumiand hy LICE sucfion Fsiacdin o, fesshonfieny araliazifoatien vistaesteant oot pcetles wiiees Jagaibis. )

SUBJECT,; Establizh CLIN 0013 as a continuation of seppart pravided under CLIN 50031 and madify parod of peformanca'completion
data for CI IMe G001 and D003 throogh D005

! CHANGE IN QRDER PRICE: $189,105.60 Increase
CHANGE [N ORDER DBLIGATION: $180,105.60 Increase

Trrpl s prowided weoziee, 2l e 2ol awsdiliones ol 1o conomeant nefenan ced in Ham 8A of 108, a5 heestafors charged, remawne unchangad ard in full forca and sffect,
108 MAME AND TITLE QF SIGNER. [ Typs ar pring 164, MAME aMD T:TLE OF SIGHER (Tvae or prng i
FRIEDA kt. iHORMNTOMN
Contractig Oficar
158 DM TERAC TR R i HOIR i 1545, LATE SIGNED 16H. UMITED STATES OF AMERICA 165, DATE SIGNED
A 2 DEC 2103
G :
[ Signature of perscr authonzed (o siga) [Slgnaine of Contrastimg Sfzer |
- .. e e |
AN TR 1 RF-R0H An-104 STANDARD FORM 30 (REV. 10-A3)
EREVHAE EDITICGN UNUSAELE Fraecrihad by G3A
Condite Yersion 5 5 3 FAR (4R CFR} G323

Cireated 24 Mo 3004 40 P



SCHEDULE OF CHAMGES

t. Pursuand to Special Contract Requirements {3CRY H-875, tha below numbered task order |5 hereby
modified to establish CLIN 0013, which will be 2 santinuation of suppart provided under CLIN 0031,
Additionally, CLiNs 0001 and 0003 through 0005 are modificd to reflect the period of
performance/completion date change to 02 Fel 04 and 13 Fab 04, respectively. As a result, the total task
order price and tulsl amount obligated is increased by 3129,105.80.

2. Depariment of Defense form 1155, block 25: iz hareby changed from 52,471,200.00 to
£2,660,305 60, an increase of 5185, 105,50,

3. CLINs DOD1 and 0003 threugh 0005 ars heraby modified and CLIN 0013 established as follows:

ITEM

aon

iy it Price
. SUPFLIES DR SERVICES } _Purch Unit Totat iter Amcunt
CLIM Change
EST +30.00
Meawn: LABOR - BASIC REQUIREMENT
Total ftem Amount: $2,355.803.56
ACRM: fuly
DD1423 is Exhibl: A
Contract typo: ¥ - TIME AND MA'IERIALS
Starl Dafa: 28 SEP 2003
Completion Catea: 2 FEB 2004
Deazcrptive Data.

a. The Contractor shall provide non-parsanal gervices in accordance with the
following documents: Attachment 1 “38 Communications Group and ASCAT
Engineering & Integration Statement of Work, dated 14 Aug 03" excluding
paragraphs 1.14 and 1.15 through 1.15.6; Attachment 2 "DoD Contract Security
Classification Specification" dated 15 Sep 03; and Exhibit A "Contract Data
Reguirements Lizt” attachad hereto.

b. The astimated priced established for CLIN 0001 was $6,477,230.72 for fotal
period of perfarmance from 28 Sep 03 through 27 Sep 04. In accordance with SCR
H-675, $2,385,803.56 is the newly sstaklished estimated price for CLIN 0001 far
performance from 28 Sep 03 through 02 Feb 04. The remaining $4,091,337.16 for
perfarmance fromn (3 Feh 04 through 27 Sep 04 has been transfarred to CLIN D043,

¢. The current estimated price for CLIN 0001 is $2,385,593.56; which wil] cover
parfarmance through 02 Feb 04 (Ref. SCR H-675 and Sectlon |, 1A-423C). CLIN
0001 is fully funded.

FAIGOT 1 13 EHOCE SR

FASE2AT 6



SCHERHLE OF CEANGES

Oty UnilE Price
ITEM SWPPLIES OR SERVICES urch Linit _ Total lterm Amoynt
003 CLIN Changa
EST +%0.00
Mown: ODC- BASIC REGUREMENT
Tatal Harm Amaunt: 245 224,00
ACRN: AA
01423 15 Exfutit; A
Corfract type: ¥ - TIME ARD MATFRIALS
Starf Date: 280 SEP 2003
Compiction Date: 13 FEB 2004
Descriptive ata;
a. The Cantractor shall provide Other Direct Cost in support of GLIN 0001 and In
accordance with Attachrnant 1 38 Communications Group and ASCAT
Engineering & Integration Staternant of Work, dated 14 Aug 03" excluding
paragraphs 1.14 and 1.15 through 1.15.6 and Exhibit A "Contract Data
Reguirements List" attachad hereto.
b. The estimated price for CLIN 0003 is $46,224.98 for total period of perfformance
from 23 Sep 03 thraugh 27 Sep 04,
c. The currant estimated price for CLIN 0002 is $48,224 .96 which will cover
performance through 12 Fab 04 {reference clause 1-403).
0004 CLIN Change
EST +30.00
Maun: TRAVEL - BASIC REQUIREMENT
Tolsf itern Amaount: $39,081.48
ACRN: Ab,
D423 is Exfribit: A
Confracd lype: ¥ - TIME AND MATERIALS
Start Dade: 28 5EP 2002
Complation Dato. 13 FEB 2004
Descriptive Deta;

3. The Contractor shall provide Travel in support of CLIN 0001 and in accordance
with Attachmant 1 88 Communications Group and ASCAT Engineering &
Integration Staternent of Work, dated 14 Aug 03" excluding paragraphs 1.14 and
1.15 thraugh 1.15.6 and Exhibit A "Contract Data Requirements LIst" attached
herets, '

B. The estimated cailing price for Option GLIN 0004 is $39,081.4% for total perlod of
performance from 28 Sep 03 through 27 Sep 04,

&. The current estimated price for CLIN 000 is $39,081.48 which will cover
performance through 13 Feb 04 {reference clause 1408).

FA3601-00-D-F002 50%00 !

PAGEIQF &



FOHELLLE OF CHANGES

Lty Unit Price
ITEM SUPPLIES OR SERVICES . Purch 1nit Tatal [fem Amount
0005 CLIN Chenge
NSP
Mown: DATA - BASIC REQUIRMENT
Total e Arount: 0,00
ACRM: Ab
DOT423 is Extbit P
Conlract type: ¥ - TIME AND MATERIALS
Start Date: 28 SEP 2003
Compicfion Date: 13 FEB 2004
Oascriptive Data:
a. The Contractar shall pravide data in accordance with Exhibit A "Contract Data
Requirements List” dated 14 Aug 2003 attached harsto,
b. The prize for thiz CLIN is contained in CLINS 0001 and 0043,
0013 CLIN Fslablizh
EST £129,105 60
Moun: LABCR
ACRMN: AB
PRAIPR: FECCSG33080100  $189,105.60
D423 is Exhibll A
Coniract type: ¥ - TIME AND MATERIALS
Stari Data: 03 FEB 2004
Complation Date: 1% FER 2004
Descriptive Data:

#. The Contractor shall provide non-personal services in accordunce with the fallowing
documents: Attachment 1 "88 Communications Group and ASCAT Engineering &
Integration Statement of Work, dated 14 Aug 03" excluding paragraphs 1.14 and 1.15
through 1.15.8; Attachment 2 "DeD Contract Security Classificalion Specification” dated
15 Sep 03; and Exhibit A "Contract Data Requirernents List" attached heretn.

b. The estimated priced cstablished for CLIN 0013 iz $4,091,337.15 (continuance ot
support pravided under CLIN 0001) for total period of performance from 02 Feb 04
through 27 Sep 04,

¢. The cument estimaled prica for CLIN 013 is $1898,105.60; which will cover
perfonmancs through 13 Feb 04 {Ref, SCR H-G75 and Section 1, 1A-423C). {Amount
remafning to be funded, $3,502,231.568, will he accompiished in accordance with SCR H-
675.)

4. Section 3 The following ACRN is hereby sstablizhad:

{Obligation
ACREN Approgration/Limt Subhead/Supplemental Accoenting Chata Arnepmt
AA AGREN Change +S0.001

57 33400 303 4TET 383811 040000 52200 72855F S03000 03000
Total ACRN Armounf:  S2.471,200.00

Furtding breakdowry.  On CLIN 0005; +50.00

ESF. Co

FI3601-00-D-F002 50900k
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HUHEDULE OF CHAMGES

Obalingatinn
AR Appropriationdbmt SubheadSupmamenl«l Acecunting Data o Amount
AB ACRMN Establlsh %189, 10560

57 43400 304 47E1 383BIC 030000 43210 35895F 5030560 FO3000
Mew ACREN Amaund;  $189,1056.60

Funding broakdown! 2 CLIN 0013
PRAMPR:

+5186,105 80
F6CCSGA3080100  $189,105.60

5. BCR H 575 "Govemment Unilateral Right To Modify Task Order Eslimaled Frice, Amount Obligatad
and Perod of Parformance is hareby revised as follows:

U-675 (Government Tmilateral Right to Modily Task Order Eslimated Priee,
Amonot Oblizgated and Period of Performance

a. The Governmenl has the unilateral right w modify F33601-00-D-F002- 5090 estimared price, anount obligated
and peried of perdormance in accondance with the following centractor projected/estimated mon fhly burn-rate.

Mot Later Thao
i) Modification
CLIN Burn-rate Manth Issnance Tate
aniLs T298.146.00 Fel: {4 1 Feb (34
FR26,67225 Mar 04 19 Feh (14
L539.461 .47 Apr 04 31 XMax 04
S520,672.25 May 04 30 Apr 4
282667225 Jun (e 1 Wy 04
3502 TRE TS Tul 0 30 Jun 04
F306,003.79 Aug M 31 Jul 4
F4638,726.10 Sep 3 31 Ang
)
OPTIOXx |
0O0G
WLRIE - NIT04 5104 - 92703
$1.227.01% A 28-30 Sup 03 7 Sep 003
$147,244.05 NA Oet iy 30 Sep 03
£147 244,05 A HNuow 33 3] Oer03
F147.244 05 i e A% M Moy 03
w147,244 05 HiA Jan 04 3] Drec 03
514723405 MiA bak 14 31 Jan 1
$147,249.00% NiA Mar 04 29 Feb 04
114724405 A Apr 14 31 Matr (4
$147,244.015 $149 645 64 Tlay 04 30 Aprd
F147,244.05 £149.645.64 Juy 04 31 May 4
E147 254 .05 F199.68 &4 Jul 4 3 Tun 04
L1147, 284 05 L1409 645.64 A 04 3 Tnlde
E146,017 .02 E149 p4K. A4 127 5ep (4 3l Aug 04

(11

FRaaltlL0-D-FH2 50500
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SCHETN EE OF CHAMGES

OPTHON 2

0310

b, Curcently us of Modificadon [ to above paragraph "o referenced task order,

972803 - /3704

§22. 756,00

$227.560.30
F227 560,30
$227 560,30
F227.560.30
522756030
4227, 56030
ST 560010
$227,5600.30
$227 56030
F22 7 a0, 50
$227,560.30
204 204 27

57140 - 9274

MiA,
™A,

A
MAA
Y
WA
MiA
i
Fre)s2ate
523132416
F231,324.16
E181.3724.16
$231,224. A/

28-30 Hep 04
Ot 03

Mow Q3

Thec 13

Jan 04

Fel: 04

Mar (4

Apr (1
Muy 05

Jum {4
Tulia

Aug Od
1.27 Sep

27 Bep (3
30 Sep (12
3t O 03
30 Mov 02
L e 03
31 Jan N4
29 Feb 4
31 Mar 04
30 &pr 04
31 Muy D4
30 Jon 04
31 Ind 1
31 Aug 04

CLTN i} corrent estimated price and amount obligated is 2,424 208000 which covers perfonmuance
through 82 Februowry 2004

1) CLIN 0013 carrent estimaled price and amon obligated is 5782, /05.60; which covers performance
through {3 Felruary 2004
{iiy CLIN G current estimated price and amount obligaled is 560,00,
fuil) CLIN QO cunent wslimnaled price and amount obligated is $0.00,

&. Nul laler thun ten {160) days hefore the end of fle performunue poricod esiablished in above paragtaph "B," the
Frocuring Contracting Officer shull dssuc a letter nohifying the Contractor 1) when the next modification will be
esned, stating the revised estimated task order price, catimated toral dollars to be ohligated, and the catimated period
of performunce, or (2} Stop Work letter in accordance with FAR 32 242015,

d. ‘Lhe Contractor shall notify the Procuring Cantracting Officer in writing vot Luler than fifteen {15} davs
prior te the dates estahiished in above paragraph "a" if there iz a change In the projected/cstisnated mnthly
burn-rate as established abnve.”

6. Al other terms and conditions remain unchanged,

FA3G000-D-P00Z 309008
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ORDER FCR SUPPLIES OR SERVICES

[t CuNreAL FURCH DRCERAGREBRMENT NI,

F33501-00-1-02

G034

2. DELAVERY UHDER! CALL NO.

8, [suED iy ASCIPEAWIS e, _FASE{M
DEPARTMEM] OF TIF AIR FORGE

ASCPRIW, ARER ) BUI DING 1

1940 ALLEROOK IR, SUITE 3

WERIGHT-PATI ERSON AFB OH 45433-5200

CJERL 2 TRAYLOR  257-G721 Xd4425

ded. Traylon@wpalt af mil

HAGE 10F &

. A hATEOF ORDERCCALL 4, FERUISITICHNEURSH AFGUEST ND. | 5. PRICH ¥

L YV ¢ )

L BT O0T PR I SEE SCEDULE | Do-Ca o
7. ALMINLSTERED BY (i Siee an ) ns |_5521|:||-|A - B DELIVERY Frie !
DCMA BALTHAORE I | DESTIMATICY |
217 CAST REDWOOD STREET | ot
SLUNTE 1800 i © e s

DALTIMORE MD 21202-5299 i

9. FUNTRACTUR

MULTIRAAS, ING.
1441 MCCORMICK DRIVE

cooE | OHDOS4

“hhar|

HAME
| AHD I ARGO MD 20774
APDREES  (a01y 925-a222
14, BHIP TD CaARE
|
SEE SCHEDULE
i
16. nEL e
TYPFE ke k4
oF b OTURES-ASLE . [51= ECENLHERE I
OROER

HEWE UF CORTRACTOR

This drbugry ordEreall @ 430pd gn Zrolhar Boves el i sy e in samaree will 618 SLiNC D 1T And L 1 o snras nembarad sons

Tumian e Tollgwirag Cn lleme zpevilivad neein.
ACTERTANEE. THF Con RACTCR L9aT AUUEPTS TAE CFFER REFAFEF - TED 67 Tr - NLMIGHED FURCRASE DOCER AL T HAr FREWTIGLT [P
HEEM DG ROV MODIRFO SLIFUECT TOALL OF 13k | SHIME AND SO TIZHS SPT #ARTH, AMD AGRLCS iU PEREDRE THE 2AME

500 C 0 PAS {MONE) .
FACILITE 10- CBLIVER T FOB PCAMT BY (Liatey .11 ¥ IFADRINERE 1%
(TYTMMMEG SFF 3CHECULE SLdAlL
! 11, GISCSUNT ITEMR x MALL DISAS-
| WANTAEED
N WP
- S hED
13, MAIL INYLRHLET TS ADDRESS IN BLASK
Seo Schedule
Ta. PAYMENT YWILL BE MADE By TIOE | MO038 ' | T
DFAS-CO/SOUTH ENTITLEMENT OPER ) MARK ALL
P O BOX 152264 FRARERE R
COLUMBUS OH 43218-22684 ERENT IFCATION

EFT.T

BLOCKE 1 ANy 2.

1

|

I

15: Lol

SR LIRS I PR WARE AND TITLE ZHTL SIGMELYY PV RRES D)
1 H ik B2t e, sesae Mt Gign fueplinere ard reom she Pl st auTiber oF Copes.
1T ACCOUNTING AND AFPROPRIATION DATAILSEAL LIGF
16, ITEM NO. - 18, SEHFTHIE OF S1PFUESEERYICES 0. BUANTITY Il I, UNIT PRIGE 23, AMOUNT
QROERED/ LMIT )
ACCEFTEL®
See Scheduls :
H .
. ! .
. : 5. UNITED STATES TF AMBRICA Zx TOTAL T
| ¥ owanhly szcaptad by e : i
| SAUmmTeal iF MG AL guaanty | 1B I
QORE, inshuate L M 0 alfizmint, . ) -
3 enier ACm QuAnTiTy ACtsp Hsignedi | BIFFERENGFS
DR Quantly o cewd I
aacime, : _ -
FRIEDA M. THORNTOM 16 OOT 2003

| v

C-CINTI'{&.C-II‘\-’.—'L'LHUERI_HG CEa O FR

3E CIANTITY IN COLUMN 20 HAS BEEN

DD FORM 1155, JAN 1998 (EG) Convrits varsion & 4.3

27, JHIF NG, 24 B0 VOUICHER Mo to9a, |NITIALY
I INSRECTER RECFIVED ° ALCEPTED, AND CONEORME TS THE
! SONTRAST FACFPT 45 NOTCD
| PARTIAL 3z ey 35 AMUCUMI YERIFED CORRECT FAR
U orinaL
RATE  BIGNATIAF ANG TITLE OF 44T DHAED AUVERMMENT REPRESENTATIVE [ 32 SATHLR: 4 MoK HOMDET
H. | LERTFY THIS ACZAIN & COIRRFCT AND TV F0W PAETT. | COMPLETE
. . . | FAITIAL 45, BILL DOF § ARINE, B
i [aTC §16%ATURE AND TITLE & SERTISYIMG QMM ok : FIRLAL
3. RECEIVED | 3R RECENWED By (Fraf 1p. GATE RFLFIVEN 4l TOTAL TON- | 3. mR ACCOUNT O, &I SIHYOUCHER N,
Ar £ AT D) TAIMERA

FREVIOUS COITION MAY RE UEED

Creatad Th Ot 2003
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Cly LInit Price

TEM C BUPPLILS OR SERVICES Purch Lnil Tt Itern Amount
0002
Lf
Mo EADCR
ACRN: L)
DD1423 is Lixhibif: A
Contract lype, J - FIRM FEXED PRICE
Start Date: 01 QCT 2003
Completion Dato, ASREQ

poos

Descripiive Data:

a. The Conlr=ctor shail provide non-personal services in accordance with the following
documents: Altachment 1 "88 Communications Group Staternent of Work, dalsd 18 Aug
03, Attachment 2 "DD Formn 254, DoD Contract Security Classification Specification
and Exhibil A "Contract Data Requiremeants List" attached herato.

b. The priced established for CLIN G002 is $4,734,307 58 for total perlod of performance
from Ot Oct 03 hrpugh 30 Sep 04,

. Tha current price established for CLIN 0002 & $0.00. Amount remaining to be funded,
$4,734 307 58, will be accomplishad in accordance with SCR H-875,

. FAR 52 23218 "Availabllity of Funds (APR 1984)" is applicable to this CLIN.

. U
MNoun: onc
ACRN: L
DO1423 i3 Exhibit: A
Contract fype: 5-C0ST
Start Date; 1 Q0T 2003
Cromgietion Date: ASREQ

Cescriplive Datu;

2. The Contracter shall provide (ther Direct Cost in stupport of CLIN 0002 and n
aceordance with Attachment 1 "88 Communicalions Group Statement of Work, dated 18
Aug 03" Altachment 2 "0 Form 254, DoD Contract Sacurily Classification
spechcation,” and Exhilit A "Contract Data Requlrements List" attachad hersko.

B. The estimated cost for GLIN 0003 is $33,786.12 for total period of performance frorm
01 Gt 03 thruugh 30 Sep 04.

c. The current estimated cost for SLIN 0063 is $0.00. (referance clause 4087,

d. FAR 52.232-18 "Availabllity of Funds (APR 1984)" iz applicable to this CLIN.

FA3601-00-T2 POOZ 9%
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ITEM

0005

Oty Unit Prics

L SUPPLIES OR SERVICES Purch Unit Tatal berm Amount
L
Monrr TRAVEL,
ACRN: J
D0 1423 is Exhtul: A
Cortiract hypey 5-008T
Stant Dala: o1 OCT 2003
Cormpletion Dafa: ASREC
Negcriptive Data:

A. The Contractor shall provide Traval in support of GLIN 0002 and in acoordance with
Attachrment 1 "88 Communications Group Slaternant of Work, dated 18 Aug 03" and
Exhibit A "Contract Dala Requirements List" attached herato,

b. The eslimated cost for CLIN 0004 is $10,000.00 for total perod of perfermance from
01 D¢t 03 threugh 30 Sep 04,

€. The current estimated cost for CLIN 0004 is $0.00. {refarence clause 1-408).

. FAR 52.232 18 "Availability of Funds (APR. 1584 )" is apphicalls 1o this CLIN,

MNSF
Mosin. DATA,
Giy423 is Exfribit: S
Cuordract ype: J - FIRM FIXEL FRICE
Siart Dafe: 01 QCT 2003
Comptedion Date: ASHED

Chscripifve Daty!

a. The Cunlractor shall provide data in accordance with Exhibit A "Cantract Data
Feoquirements List" dated 18 Aug 2003 attacked hereto.

b. The price for this CLIN is containsd in above CLIN DO0Z,

¢ FAR 5223218 "Availabilily of Funds (APR 1984)" is applicatila ta this CLIN.

FERBUT-O0-D-P)2 505
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SROTHIN T - Special Cotttract Requirements (SCR) SCRs H 675 is hereby incorporated as talbeas;

"H-675 Govermuent Uniluteral Right to Muodify Taxk Order Extimated Price,
Aoovnt Chlieated, and Pericd of Perforimance

a. The Government has the voilateral dght w modily FA360 -00-T-PO02-509 vstimaled price, smount obligated,
and period of pertormance m sccordance with the following contractor projectedestimatad monthly buin-rate,

Mot Later 'Than
Modification

CLEM Burn-ratg Month Issuance Date

0002 1394,525.63 et Q3 30 Sep &3
394 325 63 Mo 3 31 Qe 03
F3aa 52563 e i)s B Mey 073
£394,525.63 Jan 04 3 Do N3
L39q,325.658 I'eb 04 3 Jan 04
£394,525.43 Wlar (4 249 Feh 01
5384,525.43 Apr 04 31 Mlar (4
5394375 64 : May 1 A Aprid
5204,523.63 Tum (4 3 May B
5304 52563 Jul G4 A0 Jun &
RAWA 525 480 Ang 04 31 Jul 74
5394 52583 Sep (4 A1 Aug

b. Cumrently as ot (1 Cketober 2003 to above paragraph "a'' ceferenced task order, TLIN 0002 cuwrrenl estimmuled
price #=nd ampunt ohlipated is 50007

c. [MNot later than ten (10} days betere the end of the performance period established in alwove paragiaph ™" G
Frocuring Contracting Cfficer shall i=sue a letter notifying the Contractor (1) when the next modification will be
issued, stating the 1evised estiated task vder price, estirnated wial dollars o be obligated, and the estimated period
of pertermiance tor the (LI, o (2) Stop Work letter in accordance with FAR 52.242-15.

d. The Contraciwr shall notify the Provuring Cantracting {Mficer in writing nor later than fiiteen (15) days

prior to the dates established in above paragrapl “a" if there is 2 change in the projected/estimated monthly
binrn-rate as estahllshed above,”

F3360H-00-00-F002 S5
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LiSTOT ATTArHMESTE

DOCUMENT . RGOS
EXHIBIT A 1
ATTACHMENT 1 13
ATTACHMENT 2 5

FAHIRIT A - CONITHACT DATA RECUIREMENTS

28 COMMUMICATIONS GROUP STATEMENT OF

DAL TITLE
18 AUG 2003
LIST (CDRL)
26 SEP 2003
WORK
0% OOT 2003

DEPARTMENT OF DEFENSE CONTRACT
SFCLRITY CLASSIFICATION SPECIFICATION, DD

FORM 254
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CDRE A0O1
CDRL AGO2
CDRT. ADU3
CTIRL ADO4
CDRL AQQS

CDRL AQO6

Fxhibit A

H3Z6E-00-D-F002-5094

Coutract Data Requirements List (CDRL)

Stalus Report

Technical Report/Study
Commercial olf the shelf manuals
Tlata Aceession List

Funds/ Activity/Manpower Report

Computer Software Products

Monthly
As requested
Asg reguested
Az reguested
Monthly

As requested

18 August 2003
Exhibit A




FA360[-00-D=-1"112-5094
26 September 2603
Abtechment 1

88" Communications Group
Statemcent of Work

1.0 DESCRIPTION OF SERVICES. The 88™ Communications Group (CG) provides 2 variely
of communications-computer systems and services to support Aeronautical Systems Center (ASC)
orgamzation, Air Force (AF) tenants, selected non-AF Tenants located at Wi ght-Patterson Adr Force
Base (WPAFB) and alsy limited support to Dopartment of Defense (HOD) organizations located
outsids of WPATB as defined in Scrvice Level Agreements (SLAs). The purposc of this Statement
of Work (SOW) is 10 provide an uninterrupted continuation of service lo organizations and uscrs
1elying on the WPAFE networks and supported systems and applications. The work primarily
supports, but 15 not limited to, Core network services, office automation and funetiomal syslems
sustainment and operations, Work Group Managcment {WGM) serviees, and services, softwarc
appiications lo include Web services, telephone support, and Help Desk services. This includes
network suppert to the HQ Air Foree Matericl Command { AFMC) complex and project management
of all aspects for HQ AVMC configuration changes required by 88 C(vin response to their
requirements. Delivery Order objectives for the WITS contract supporl for 88 C'G are deseribed i
this NOW,

1.2 PERIOD OF PERFORMANCE. 7'he period of performance is 1 Oclober 2003 to
30 September 2004,

1.3  PLACE OF PRIMARY PERFORMANCE. The primary place of performance will
be on-site within govemment pravided lacililies at WPAKB, Ohio. There will alsa be
incidental travel to support projects. Travel within a 50-mile radius of WPAFD is not
reimburaed.

1.4 BASIC SERVICES. The work described in this SOW requires a major effort to plan and
integrate various systems currently in usc throughout WPAYE and fo participate in thoir plapning,
implementation and sustainment evolution. This work requires skills in multiple technical disciplines
and managernenl in providing timely and expert technical dircetion and assistance. The contractore
will work as part of a tcamn consisting of military, civilians and other contraciors supporting othor
base, AF and DOD aclivities. The contracior shali provide design, ruplementation, mitial customer
support and trarming and/or operational support for networks, cOMIMUnication-computer systems,
scrvices and facilities. The contractor shall provide management and operalion services necessary to
install, operate, and maintain resources required to provide 8% CG Most Efficient Organtzation
{MEOD) and the Inherently Government functions snuppurt for Core Networking Services and non-corc
services to WPAFB sorviced organizations,

1.5  OPERATIONS DIVISION TASKS
1.5.1 Outages. The contraclor shall notify affected customers of di stuption of services

through the approprate WPATB media (i.c., clectronic mail, Wob page, telephone, bullstin,
and Stywrishter).



FA3a07-0-D-F02-5004
26 September 2003
Autachwut L

1.5.2  Scheduled Ontages. [he conlraclor shall submit scheduled network and systorm
aulages to the Government Representative (GR} at Juast 10 workdays in advance. The
contractor shall plan and schedule cutages to ensure the least amount of disruption to
customers. No downtime shall be scheduled during normal hours (360601 500).

1.5.3  Emcrgency/Unscheduled Outages. The contractor shall immediately notify the CR,
und the affected eustomers of the expecied downtime for emergency outages. fan
unscheduled oulage eccurs, the contractor shall notify the GR when the outage has exceeded
15 comsecutive minutes (oral nolification is acceptable).

1.6 NETWORK CONTROL CENTER (NCC). The contractar shall provide
operations, monitoring, maintenance, ropair, sdministration, and technical serviges for
controlling and managing networking services on the WPAFB inlrasiruciure
(Local/Metropolitan/Wide Arca Nolworks [LANMAN/WAN]), to include HQ) AFMC, lor
existing and [ulure systems and equipment. Additionally, (he contractor shall also provide
assistance for the nstallation of network devices for the ahove. The cantractor shall provide
scrvices according to Alr Foree Tnstruction (AFI) 33-115, Volume 1, Network Management,
and fulfill the NCC rosponsibilities listed in the INFOCON Section of the 88 O Contingeney
CGuide and Information Management Mission Arca (IMMA) performance measures. The
eontractor shall prepare o network/server availality repant, 10 the tormal provided by the
Government, to the GR, by the third workday of each month {CDRL AQGGT).

1.6.1 The contractor shall, on a 24x7 basis, manage and operate the base notwork
transmission system and infrastructure to include, but pol necessarily be limited to, network
management and monilonng systems, domain name servers, proxy scrvers, public access
servers, firewalls, gateways, Virtual Private Network (VPN) devices, network Internct
Protocol (IP) address schema, routers, switches, hubs, Network Encryplion Systems (NES)
equipment, and applicable hardwure and software. Additionally, after normal hours, the
contraclor shall provide remote operations support for organizational Functional System
Administrators (FSA), as described in organizational SLA. The network infrastructure and
LANs operated and managed by the contractor shall be available 99.6% of a 24-hour day,
excluding scheduled oulages. The contractor shall perfam Air Foree Compuler Emergency
Response Team (ATCERT) approved changes as required by the 88 €6 Information
Assurance Office and provide writiun response upon completion according to AFSSI 5021,
Vulnerability and Incident Reporting. There shall be no instances of aceess by unauthorized
users on the network and NCC! servers,

1.6.2  The conlractor shall provide network admimistration, notwork management, and
network security. The contractor shall be the focal point in providing, coordinating, assuring,
and maintaining WPAFB networking services and network services lrom mulliple Service
Delivery Points (SDPs) onto the WPAFE MAN: Air Force Network Support Clenter
[AFNSC), Non-Classificd IP Routed Network (NIPRNET), Secure IP Routed Network
(SIPRNET), Defense Research Engimeenng Network (DREN), and commercial carrers. The
contractor shall estalylish and maintain sceurity measures, according to AFI 33-115, Volume 1
(paragraph 3.1.1.2 3} and AFSSI 3014, Operational Instruction for the Motorola Network
Fneryplion System (NES) For Official Use Only {FOUO).
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1.6.3 The contractor shall maintain the Network Management and Operating Plan

desciibing detailed procednres for managing, operating, maintainin g, conleelling, and
restoring network configurations for alf uspects of network survices as described in (his
contract, The comtractor shall ensure all nerwork modifications arc accomplished according o
the accepted plan. This plan shall be updated as required by changes in the supported
covironment and a copy provided to the GR, al no additional cost 1o the governmenl.

1.6.4 The coniractor shall provide [I* address management for all WPAFR IP addresses and
allocate IP addresses to Local Contral Centers (LCC) and FSA according to AFT 33-115,
Volme 1 (paragraph 6.4.2.1).

1.7 WPAYFB MAN REMOTE ACCESS. The contractor shall provide, on a 24x 7 bagis,
customer service, Level | and Tevel 2 (see paragraph 1.11 lior level defimtions), support for
systom administranion, maintenance, and an informational Weh paes 1ot the WPAFB ramnole
access system according to Air Foree Manual {AFMAN) 33-223, Identification and
Authenlication; and AFI 33-115, Volume 1. The Remote Access Syslem (RAS) shall be
available 99.6% of a 24-hour day, cxcluding scheduled outages. The contractor shall resolve
customers’ problems, process account requests, and reset user passwords. The contractor
shall menitor the Trouble licket System (TTS) for assigned tickets and updale the TTS with
stalus and resolution information. ‘The conlractor shall preparc 4 Remote Access Syslem
Availability Report, in the [ormat provided by the Government, to the GR, by the third
workday of cach month {C1?RL AGO1).

1.7.1  The contracter shall provide Level 1 and Level 2 support for the WP RAS including,
the A BAS.

L7.2  The coniractor shall moniter and document daily sysiem usage including both dial-in
access and encrypted VPN Point-to-Point Tunneling Protocel (PPIP) access. The contraclor
shall make the usage files available for government revicw,

1.8 MESSAGING/ELECTRONIC MAIL (E-Mail). The contractor shall operate and
maintain the WPAFE ¢-mail systems includinge Defense Message System (DMS)
(unclassified and classified) and AFMC Enterprise Intranet {AEI). The contractor shall
provide supporl according to AFI 33-113, M anagrng Messaging and Data Processing Clenters;
AFL33-115, Volume 1; AFI 33-119, E-mail Management and Llsc; “Adr Force E-Mail Dresign
Document;” “Remote Exchange Momitoring in a Secure Euovironment;” AFMC Messaging
guidclines; and approved siue-specific Standard Opcrating Procedures {SOPs). The contraclor
shall prepare a DMS Availability Report, a DMS Message Dclivery Report, an E-mmail Server
Avanlability Report, and an Exchange Directory Synchronization Report, 1n a contractor
provided format to the GR, by the third waorkday of each month {CDRL 00013

1.8.1 The contractor shall administer the messaging servers, install client software, and
provide 24x7 support to users, and supporl the WPAFR DMS Point of Clontact {(POC),
WPAFB AEI POC, and the DMS Program Managemunt Office (PMO) for implementation
and mamtenance of WPAFR messaging systaus. The DMS and c-mail servers shall be
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avalable 99.6% of a 24-hour day, excluding scheduled outages. The contractor shall prepare
implementation plans and schedule uperades ol all spproved configuration changes to the
WPAFB e-mail systems. The contractor shall monitor and resolve problems identified in 1718,
Fhe contractor shall stay knowledgcable of all published sources of directives and documents.
The contractor shall document WPAFR messaging archilvelure and operational procedures.

1.8.2  Forthe Exchange Servers physically located in user organizations, the conlraclor shall
control the systemn administrator and Exehange Server passwords and be responsible for the
operations, problem resolution, and maintenance of the operating systcm, us well as Dxchan ge
Server installation #nd configuration. The contractor shall provide consultation, technical
assistance, and poliey guidunce to the erganizational FSA or WGM, who are responsible for
the accounl maintenance, hackups, and client installation and access.

1.8.3  The contractor shall, on a 24x7 basis, provide suppeort as the alternate delivery location
for WPAFRE 13MS users for classified and unclassificd ilash or immediate messages, as
documented in the current “DMS Orpanizational Messaging CONOPS”. The contractor shall
maintain a list of all organizations for which WPAFB scrves as altemate delivery site, along,
with aulhorization letters listing POCs und phone numbers. The contractor shall adhere to
flash and imumediate delivery times as stated in the current “DMS Organizational Messuging
CONGPS”™ (3 minutes for [lush messages and 20 minutes for inunediate messages).

1.8.4 The contractor shall, on a 24x7 hasis, maintain, support, and operate the facility for
WEAFD DMS user organizations Lo read their DMS classified mossages. The contractor shall
maintain & st of all organizations to which 88 CG provides this service. The contractor shall
maintain autherization letters, with POCs and pheme numbers, lrom these customers and
notity them upon receipt of elassified mossages.

1.8.5 The contractor shall provide administrative functions requircd 1or registration services
using the Adminisirative Directory User Agent (ADUA). The contractor shall post the
necessary information in the DMS X500 directory to register an objuel und enter it into a
Dircctory System Agent (DSA). All perlormed registration activities shall be mel within the
timeframe specificd by the locally approved SOP.

1.8.6 The contractor shall use AF and AFMC standard support tools to accomplish user
account and directory management. The contractar shall adhere to provisions of AFMAN 33-
223, Identification and Authentication, and DMS directions to define, alter, establish, and
inaintain user accounts and passwords,

1.8.7 Thw contractor shall provide DMS support to remote sites according to the “Defense
Message System — Air Force (DMS-AF), Air Force Rescrve Command (AFRC) and Air
National Guard {ANG) Sub-site Implementation Plan” and the Memorandum ol Agreement
{MIDAs) berween WPAFB und each remote site.

1.8.8 Deleted.

1.8.% Deleted.
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1810 Delited,

L.8.11 The contractor shall maintain disaster recovery plans for the recovury of the “message
store” for any Exchange servers at WPATB that are included in the AFMC Enterprse
messaging architceture and for recavery of the ATMC Enterprise Global Directory. The
contractor shall mamtain a disaster recovery server Lo develop procedurcs and validate
backups. The contractor shalt revicw and update their disaster recovery procedurcs annually
aud in the event of an cuviromment chanpge. The contractor shail notily the government of the
date and time of the procedures lust seven (7) workdays prior to the test.

19 FUNCTIONAL SYSTEM ADMINISTRATION. The contractor shall provide
functionat systems administration support according to AF1 33-115, Volume 1 (paragraph
4.4.5) and AFMAN 33-223 for the customers supported by the 88C(G. The contractor wili
provide overaight 1o 88 ABW/1.G coniract FSA suppaort to thuir organizations. The servers
and ussociated software (including web servers) shall be available continuously {on a 24x7
basis). Fach scrver shall be available 99.6% of a 24-hour day, excluding scheduled outages.
There shall be no instances of computer roat ur user level aceess by unauthorized users, The
contractor shall prepare a Server Availability Report. (CDRL A001). The contractor will
complete documentalion required for svstems operations ta include certification and
accrodilation (C&A) documeniation.

1.3.1  The contractor shall develop required Common Gateway Interface (CGI) and shell
scripts, and provide Web page mainienance instructions {0 customer upont deployinent. The
conractor shall provide Web to databasc interface: research, identily, test, acquire (at
govermment expense), and deploy software products; identify and work geeunly issues; work
with systemn and database administrators 1o deploy products tw production servers; and
momtor and maintain perlomance of interfaces according to WPAFB Policy Directive (PLY)
33-1. The contractor shall develop web applicarions to automate 88 C'G proceeses and/or
process tracking capabilities. The contractor shall manage and adminjster the operating
system and web configuration soflware. (CTYRL ACO8)

1.9.2  The contractor shall develop and maintain the Tiveli application and servers, using AD
and AFMCQC standard suppert tools. The contractor shall create processes for vrganizational
F5As to use this tool. The contractor shall work as part of a team ol military, contract, and
government pursonnel to ensure this product is deployed and working across WPAFR as
determined by the AFMC Implementation Criteriu,

1.9.3  The contractor shall monitor the TT'S for assigned tickets and update the TTS with
status and resolution information. The contractor shall manage assigned block(s) of IP
addresses. The contracter shall perform AFCERT approved changes, as required by the 8%
CG Information Assurance Office, and provide written respomse upon vompletion according
to AFSS] 5021,

1.9.4  The contractor shall provide tronbleshooting and em ETgency response for customer
and server-related problems, responding to the customer within lwo {2) hours. The contractor
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shall reset passwords within ane (1) hour, accomplish user account changes within two (2)
hours, and esolve scrver problems/outages within four {4} hours,

L1080 WORK GROUP MANAGEMENT (WGM). |hc contractor shall provide W5M
suppott serviees according to AFT33-115, Volume I (paragraph 6.4.6) lor WPAFE customers
supported by 88 CG. 'This includes, but i3 nat neccssanly limited to, support for Inlel-based
and compatible personal computers (PCy), workstations, laptops, small computer periphcral
hardware, operating systums and software,

[.10.1 The contracior shall moniter the TTS for assigned tickets and update the TTS with
status und resolution informalion. The contractor shall inform customers of Help Desk and
new requiremcnl procedures.

1.10.2 The voniractor shall investipate and resolve small catnpuler system problems with
hardware, software, oporating systems, periphcrals, network connections, and configurations.
The contracior shall travel to WPAFB customer sites to resalve preblems, when rmecessary,
within four {4) work hours of the customer™s call. The contractor shall resolve problems
(excopt hardware calls) within three (3) workdays. Contractor shall provide a 24x7 munmed
crew station for WGM within the Network Control Center (NCC) facility. (CDRL AN

1.10.3 The contractor personnel assigned lo the NCC facility, shall, in addition ta handlinge
Help Desk calls, assist in the answering of the WIFAFD switchboard calls in avcordance with
{JAW)Y AFE33-111 and A¥F133-115. Prior to the cantractor answering the switchboard calls,
the government personnel assigned to the switchboard shall assist the contractor in heeamn ng
famuliar with all reference material needed to perform this function.

1.11  SUPPORY LEVEL DEFINITIONS: The following tahle deseribes support levels
referenced in this SOW. (CDRL AQ0S)

Sﬁﬁport ]. Descnption:
level: |

1 | Equivalent of calling a Help Desk for resolution ol a problem. The Help Dosk refers

. the problem to in-house help that can talk wilh the customer to resolve the situation or
problem. Level 1 support resolves customer problems while they are on the phone,
Some examples would be the re-set of a password, 4 remote reboat of a system server
Of answers 1o quustion about how to perform a nightly server backup,

T

2 Equivalent of dispatching a technician or analyst to fix a prohlem that cannot be
resolved by Level I support. Examples could be dispatehing a technician to the
location of a system or notwork device that is not responding to commands remotely.
Replacement of a module in a switch that has gone bad is another example. Problems
that reyuite on site technicians to resolve. .
3 i All problems that could not be resolved by Level 2. T'he Network Engineering and
Integration Division at WPAFR gets ali Tevel 3 support calls. The Network
[ngineenng and Integration Division have aceess to engineers, network technicians,
and master iroubleshooters responsible for much of the instullation of the hasc
infrastructure, This pote them in a unique position Lo troubleshoot and rosolve
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AFT33-115 Vol 1.

problems unfamitiar to Level 1and 2 support. Further rezponsibilities can be found in

1.12

DRELIVERABIES AND ACCEPFANCE

1.12.1 Contractor shall prepare and deliver technical reports, product evaluations, system
design documenis and operational support documents and checklists on an us-needed hasis as
requesied by Gevernment DO Monitor (CDRL A002).

1.12.3 The contractor shalt propase the lormat(s) of, unlcss otherwise directed, and provide
all software, reports, charts, pluns, briefing slides, and software documentation required 1o
complete the activilies defined for this SOW.

2.0 SERVICE DELIVERY SUMMARY..
Performance Objective 50W Performance Threshold
Paragraph

Cperations Division Tasks o

Netlfy affected customers of disruption of 1.51 Use appropriate WPAFB rmedia tu notify

sCrvices affected cuslomers 100% of the time

~ubmit schedulsd network and system 1.52 Provide nefification to GR ten (10} workdays in

outages to the GR. Mo downtime shull be | advance of schedided outages 100% of the

scheduled during normat hours. ’ time.,

Emergency/unscheduled outages longer 153 Provide notification to GR {aral if needsd) of

than 15 minuiss must be reported. emergency/unscheduled outages tasting longer
than 135 minutes 100% of tha time.

Netwnrk Control Centar (NGC)

Submit network/server availability report to 18 Provide repart in govemment format to the GR

the GR. by the 3rd workday of each month 100% of the
tirne.

Manage and oparate the network 1.6.1 Creerall network services must be available

infragtructure. H8.65% in 3 24-hour day fexcluding scheduled
outages), _

Perform AFCGERT changss as required. 1.6.1 iProvicde written rea'pcmae upon completion LAV
AFSSI 5021 100% of the time. '

Lstablish amd maintain security measures 1.6.1 Anti-intrugion rate is 100%. No instances of

ko monitor netwark and NCC servers for AGCEEE by Unauthorized users on the netweork

unauthorized users. and NCT servers.

WPAFB Man Remote Access ' _ o

Frovide: Level 1 and 2 customer service. 1.7 RAS musl be available 99.6% in a 24-hour day

Resolve custorners' problems; process fexcluding scheduled oltages), [

acLount requests; reset user passwords,

Monitor assigned tickets and update wilh

status and resolution information.

'Submit Remtote Access System 1.7 Pripvide report in government fanmat to the G

iAvailability report to the GR.

by the 3rid workday of each rmanth 100% of the
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time,

Messaging/Electronic Mail

and setvers, using AF and AFMC
2t=ndard support lools.

Submit DMS Availability Report; DMS 1.8 iF‘ruvide':uport in government format {o the SR

Message Dalivery Report; E-mait Server by the 3rd workday of each munth 100% of the :

Awailability Report and Exchange tirme. i

Cirectory Synchronization Report

\Blminister messaging servers; install 181 |DMS and E-mail servers must be available

client software and provide 24x7 suppori 99.6% in a 24-hour duy (excluting schedulad

10 LsErS, outages),

Provide support as alternate delivery 182 Provide support 24x7. Daliver Flash méssages

locatian for WPAFB DMS users for within three {3) minutes and immediate :

classifierd and unclassified massages. messages within twenty (200 minutes 100% of

: . the time.

Maintain, suppart and operate facility for 1.8.4 Provide 24x7 support to customer

user orgianizations to read DMS classified organizations; authonzation letters with POGs

Fmessages. and phone numbers for notlfication upon !

; receipt of classified messages must be current

_ 100% of the time,

Dalated, 1.8.8 [leleted.

Detated. 1.8.9 Delated,

Maintain disaster rECOVery plans and 1.8.11 Rueview and updéta disaster recovery plans

server for recovery of the ‘message stora’. annually and notify government the date and

Review and update procedures annually time of any procedures test within seven (7}
workdays prior 100% of the Hime.

Functional E-jrstem Administration

Provide weh sarver security incluring 1.9 No instances of computer root ar user |evel

4I‘L,lru::t'r::lrml systemsz administration SupIOn. MCCeEE bY unautharized users. Servar will be

Ensure servers and sssociated software Available 99.6% of & 24-hour day.

are available continuously.

Submit Server Availabiiity Report to the 1.8 [Provide report In governiment format to the GR

GR. by the Srd workday of sach month 1009, of the
time.

Cevelop and maintain Tiveli application 1.8.2 Performs in accordance with AFMG

lmplementation Criteria 100% of the time.
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Provide troubleshooting and emergency 194 Roset passwords within one (1} howr,
IM&SpOnse processes Hr server-related aceomiplish user account changes within two
problems. (2] howrs; resolve server probloms {oitages)
_ withhin Tour (4) ours 100% of the thine.
ork Graup Management '
Monitar tickets and provide support i Manitar ak assigned tickets and provide tpdate
services for [ntel-based and vompatible 1.10.1; witl status and resolution on each. |If probiem
PCs, workstalions, laptaps, small 1.40.2; cannot be resoled aver the phone, travel to
computer paripheral hardwars, operating 1:10.3 rustomer site to resclve problems within four
systems and softwaro. {4) hours 100% of the time. Resolve 100% of
prublems, other than hargware ealls, within
thraw {3} workdays, Provide 24x7 manned
treaw within the NCC facility 100% of the time.
Special Required Personnel Qualifications )
Provide written request to move 4.2.1 Obtain DO Manager approval pricr to
contractors within assigned governmeant personncl movement 100%, of the time.,
faciity,
Provide documentation indicating all 4.31 Provide proof of NAC 100% of the time.
contractor employees have a NAC.
‘Obtain Secret clearances for seleated 432 Provide proof of Secret clearances for
individuals. contractor personnel working in Bidg 676
(Room 201; Bldg 271 (Computer Room Floor),
fildg 206 (Camputer Room: Bidg 252/266
- complex. 100% of the time.
Obtain Top Secret clearances for selectad 4.3.2 Frovide proof of Top Seeret clesrance for
individuals. contractor persannel providing DMS suppert
o 100 of the tims.
Ensure all contractor persoone| are US 43.3 Crovide proof of US citizenship 100% of the
citizens. lirme.
Data Protection and Non-Disclosures )
Conlractor will sign agreements far other 447 100% of contractors with access to other
xonlractor data, privacy information, : contractor data, privacy ant information, FOUO
FOUC and other sansitive, but and other sensitive data will sign data
unciagsified governmant data. protection and non-disclosure agreements.
Daiiverabic Inépactiun and Accaptance - '
Frepare and detiver required reports in 4.5 Deliver required reports in electronic format
avceptahble format. and compatible with end customer 100% of the
B time. —
Travel ) i
Submit travel requasts to DO Manager 462 Obtaf DO Manager approval prior to travaling

‘priar {e traveling. i

100% of the time.

Government Provided Facilities, Services and Supplic

]

Perform ADPE Equipment Custodian
duties.

3.3

Il cltow appropriate ADPE ragulations 1009 of
the time,

|Quality Control
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Develop and maintain Cluafity Conirol 4.1 Provide Cluality Centrot Pragram plan to DO

100% of the time,

Frocram. Manager within G0 days of lask order start date

Hours of Wark

1200 hours Monday through Friday 100% of
the time, excluding Govermment holidays.

30 GOVERNMENT PROVIDED FACIT.FTIES, SERVICES, AND SUPPLIES.

3.1 The Governmtent will provide the contractar with system hardware, soflware, and
cutumunication resources necessary to accomplish the stated objectives, The use of thesc
resourecs Lor non-official vse is prohibited. Contractor shall be responsible for safeguarding
all government property provided for contractor use. Contractor shall not install unanthorieed
equipmenl on govermment property.

3.2 The contractor shall not instalt softwarc, programs or apphications {including fregware
and sharewarc) on a government computer and‘or server without prior written approval. The
condractor shall follow all software vendor-licensing agreements and will be legally and
monetarily responsihle for all violations. Contractor shall not make or distribute vnauthorizad
copies of software.

3.3 The contractor may perform Automated Data Processing Lquipment (ADPE)
Equipment Custodian duties.

40  GENERAL REQUIREMENTS,

4.1  GENERAL INFORMATION

4.1.1  The work covironment will be typical of that afforded civiliun employees. Contraclor
shall adhwre to the WPAKR smoking policy, and will be required to ohserve safety
regulations, visitor control procedurcs, fire prevention proccdures and other regulations
applicable to civilian and/or contracior employess.

4.1.2  The comtractor will be working in a sovernment office environment and expected to

meet with customers and managers. Therefore, the contraclor will maintain a standard of
dress, appearance and decorum displayed by the 88 CG staff,

42 SPECIAL REQUIRED PERSONNEL QUALIFICATIONS

4.2.1  The DO Manager must approve conlractor's wrilten requests (o move an employer Lo
or within the assigned government Faciliry,

1n

FSA and NCC personnel work hours., 472  |FSA and NCC personnel will adhere io 0800 to
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4.2.2  Persomnel providing network services, as defined in AF1 33115V ol 1, must be
certiftod TAW AFI 23-115 Vol 2 ar squivalent

43  SFCURITY.

4.3.1 Al personnel hired under this SOW must have, as a minimum, a completed favorable
Nalional Agency Check (NAC). The contractor is required to complete the application and
apply for u NAC for any employee not currently possessing one,

4.3.2 A Secret cloarunce is required for all personne] who will have access to Building 676
(Room 201); Building 271 {Computer Room floor); Building 206 {Computer Room) and
Building 262/266 complex compuler facilities. The DMS support lask requires porsonnel
with a Top Secret clearance.

4.3.3 1o the normal course of work, the contractor will have access to AF and other DOD
cumponent’s personnel and manpower information. Much of this information iy sensitive and
is covored by the Privacy Act of 1974, For these reasons, the eontractor will employ vnly
United Statcs (US) citizens to work this SOW.

4.4 DATA PROTECTION AND NON-DISCLOSURES

4.4.1 The contractor shall comply with the fallowing conditions ta cusure the protection and
non-disclosure of data stored on systems and transported over networks supported by the 88
Cir.

{a) Protect other contractor's proprietary data {Conflict of Intcrest clauses)

(h) Protect classified data (DOT Indusirial Seewrity Regulations and DD Form 254)
{c) Protect privacy information

{u) Protect FOUO data

44.2  The contractor personnci shall be required 1o sign Classtiicd Information
Nondisclosure Agreement and Nendisclosure Agreement for other contravlor data, privacy
information, FOMUIO and other sensitive, but unclassified government daula,

4.5. DELIVERABLE INSPECTION AND AC CEPTANCE. All doliverables must be
delivered to and accepted by the DO Manager. The acceptance erilerda for work performed
on this SOW shall be customur satisfaction uf lhe services performed.

4.6 TRAVEL. The contracior personncl will be requested (o do remote travel, in support

of the technical support requirements. These instances will be controlled by the following
procedures.

4.6.1  All travel will adhere to the detailed procedures requirements of the Joint Travel
Regulations (TR},

4.6.2 Al travel will be approved by (he DO Marzaper.

11
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4.7  THOURS OF WORK

4.7.1 NORMAL WORK HOURS: Contractor work hours shall be slandard, normal, or
define schedule consistent with Lhe standard and/or (lex work schedule of the ollices or
activities supporled. These work schedules to inchude flextime schedules, where flextime is
the norm will be revicwed and anthorized by the DO Manager. Tn the absence of, or when
schedules are pending approval, the nomal work hours will be 0800 to 1800,

4.7.2  The contractor shall have FSA and NCC porsonnel on site 0600 to 1800 Monday
through Friday, excluding Government holidays.

4.7.3  ON-CALL SUPPOR'E: Contractor shall provide on-call support for all Opurations &
Muintenance ((3&M) funciions.

474 ABNORMAL OPERATIONS. From time-to-time weather or other unusnal
situalions such as increased Force Protection dictate changes to the normal duties. Contractor
wili adjust their duly schedule according to instructions. If the government activates the
Compressed Work Schedule (CWS), contractor will provide GR the scheduls of work hours
and plan to provide support during the CWS restrictions,

4.8  INSTALLATION TRAFFIC AND PARKING CODE. All contractor cmplovees
requinng access o Wright-Patterson AFB during the course of their work shall coniply with
WPATTI 31-204.

4.9  PERFORMANCE OF SERVICES DURING CRISTS DECLARED BY THE
NATIONAL COMMAND AUGTHORITY. If the National Command Authority dueclares a
crisis, 88 CG will inmediately notify the contractor. 88 CG and contractor will review the
need for contractor operational support and comtractor will provide a {ist of personne] that are
required to provide support during this cmcrpency. If the installation or facilities are cloged,
88 CG will provide mstructions or authorization for base uccess as needed.

4.1 QUALITY CONTROL. The contractor will duvilop and maintain a Qualily Control
Program to ensure services are performed in sccordance with this SOW. Contractor will
develop and implernent procedures to idenlify, prevent and enstre non-recurrence aof deleetive
services, Contractor witl provide the DO Manager a copy of their Quality Control Program
within &0 days aitcr SOW start date.

4.11  REFERENCES. The following refereuces are available in CG Configuration
Library:

= Security Plan/Requircments

»  Organization Stuctire Charls
» System Configurations

»  Prority Restoration Plan



» Service Lovel Agreements

4.12  POINTS OF CONTACT

Jert §. Traylor
Mike Livingston
Gary Gnincs
Ken Mendenhall

Charlotte Cluisliag

ASCYPK WIS
88 CG/STXP
8% CGHSCQC
B8 C{3/SCQ0

B8 CG/SCO

5.0  DATA REQUIREMENTS

See Txhihit A

13
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Buyor
COR
DO Manager &
Task Manager (all tasks) &
Quality Assurance Person
Task Manager {al] tasks) &
{Omality Assurance Person
CQualily Assurance Person
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DEFARTMENT OF DEFENSE

CONTRACT SECURITY CLASSIFICATION SPECIFICATION

1. CLEARANCE AND SAFEGUARDING

a.  FACHITY CLEAAANLE REQLIRED

5 OREOLETE.

iThe requidrerngits of the Dold industriad Sacuritg Munua) epply - TOP SECRE]
fu &l security aspects uf this affom.y b- LEVEL {3k SAFEGUARDING HELIFED
NiA
Z. THIS_SPECIFIC:\TIUN 13 FOR: (X anet cormpiats 2 appficabiel 3. THIS SPECIFICATION 1S: [ ond comoare o apaliralel
w 1® IFIME CONFAALT NOMECH . - ' . ’ DATE ¥ e e Ao
&, QRIGIMNAL (T TE JH0E N1 3N i
F33601-00-D-PO02/S094  Exp Date: 30 SEP 4 T omplee date 1 30 imces) 20031009
h. SUBCONTRALCT NUMBER b. REVISED ACVISIGN M. DATE ¢ v YLD
fSunersecer alt
LrmsnyT spm)_
&, SOLICIEATION QR OTIIER MUMEEH DrIE DATE #¥'Yy rAsuoy DATE [ vAnesonr
c. FINAL fCampiete ftam 5t a8 casas,
4. 15 THIS A FOLLOW-ON CONTRACT? & [ves _] MO Il Yes, zamplets 1he Tobowing:
Classilled matarial racrivid or gangraed undar — FA3601-00-D-PO02/5073 iFrecading Crndmed Numbeed iz transherrod to this fellaw-on enntraet.
5. ISTHI® AFINAL DD FORM 2547 I t TES l MO, 1l Yas, comgiste the folloering:
In respovsa 1o the cORTAEEST S request sated - TEteNTion of tha clacsitied matartyl 4 awthonesd o the oatiod al
B. CONTRACTOR fnciude Lommercnst saf Govermnmant Entity (CAGE Coge _
4. MAME, ADGRESS, AMD ZIF CZ1INE b CAGE CODE | ¢, COGNIZANF SECURITY OEFICE fidarme, Adsress, and Zip Cndo)
MULTIMAX, INCORPORATED OHDi4 DSS CAPITAL REGION
1441 McCORMICK TIR. 038 ELDRIDGE LANDING ROAD
LARGO MD 206774-5323 SUITE 310
LINTHICUM M 210901
7. SUBCONTRACTOR )
4. NAME, ADDAESS, 4K0 ZIF COOE b, CAGE CUCE | o, COGNIZANT SECLRITY COFFICE fNams, Adgrass, o Zin Code)
NfA N/A Mg
&, ACTUAL PERFORMANCE _
8. LOCATION b CAQE CORE |- COGNIZANT SECURITY UEFICE (Wame, Addross, amd Fip Coded
W/A NiA Nia
9. GENERAL IDENTIFICATION OF THIS PROCUREMENT
PROVIDE COMPUTER SUPPORT FOR BSTH COMMUNKATION GROUE,
10. EQRTRACTOR WILL REQUIRE ACGEEE TO: YL NO |11, IN PERFORMING THIS GCONTRALCT, THE CONTRAGTOR WILL: TES [ MU
®, COMMUNICATIONS SECURITY ICOMERS) IMFOFmaR, T2 " E%hm - F..|3||_|'|'Iw|-| rggl.rrﬂﬂ i ELJ AT I'A.I'ITAY Ff._ *
b. RC5TRETED DATA A b RECEIVE CLASTFIED DOCLMENTS QMLY o
c. CRITICAL NUCLEAM WEAPDN DESIGN NEURMATION X | ¢ ACcEwE AND CENERATE & assIFILo mMATERIAL Y
8. FORMERLY RESTMICTED haTA > 4. FABRICATE. MODIFY, Of $TORE CLASSIF IEC HARDWARE x>
*. WTELLIGENCE INRGRMATIOR i * #  PEAFAM SERVICES OMLY _ =
| 1t Smishive Comparmentad mirmaton 431 N R Ry b FEaaes R R TS Tt G | U X
fl Man.Scl X+ EE-.TER u:_:_r'm u};ﬂnﬁ J%@Sﬂmm U!STHI';H!T?E)J EﬁEH AT_":'N X
I SPECIAL ACCESS IMFORMATION XU h FEOUINE A FOMSEC ACTOUNT -
W HATO INFORRATION > Have TeapeRT REOUIREMLNT S pr
b, FOMEISN AOVERNMENT I-ORMATIGH 1K 4 AAVE OPERATIGNS SECURITT Torater REQUIEENTS >
4 LIMITED DHEEERHRA TN 1 CIRM-ATI.DN . x k. 'Hg ALTHIMZEIO T LISE THE DZFENSE COURIER SIF_WH_'.E x
I FOR OFFICIAL BISE MY I OHMATION > _ - "DTHER [Specify) X
[ . OTHER iSermty) X1 - Netification. of Government Security Activity is required.
- Lee addessdirm.,
1 ) - ".
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RO ~DD-D-PROZ-5005
g?fat Genk E
12. PUBLIC RELEASE. Ay informatlan icass g or umtrssified) RErtsirri to thi sontrast Bhalk ol Be reloased b pabis: oi 338 franaton r¥CEQT B provided

by e Inchustriat Secunty Manual e unlass it hey basn apnrovhd tor public relsass by appropriate U5, Govednment suihirity. Fropossd pubilic ralansss chall

En subimittaed b approve flar To rabease Dirmet E [ Through fSoeciid

ASCITA
1365 4 Swest
Wright-Patterson AFB, OH 45433-7120

10 the Dlracinrare tor Fremdem of Infarmation and Sacurity Agwiew . Cfice al the Azsistane Secratany of Detanse [Publie Afterg® foe riEw,
"In the case of fom-Dol User A, renueats for disclosurs shalk ba ULmITIed to that agemoy

13. SEGURITY GUIDANCE. The secwity classifinciion puidmnce neaded for this classilind siort is identflad betow . IF any dfficutty is anmounterad ln spalying

this Quickarare or if By other Convibuting factor indicatas 5 nead bor chonges in this QURIEnSE, Thil contractor

#0d 1o Butanit amy questiong Tor [nterprstation of this gudeance @ the ofhial identitksd balaw, Fending final dacivion, the infons:ition Invglvid shall ba
handled ¥nd protectsd @t the highest level ol clasificarion sssigned of fecomumanded, {5 it 5 ADATTOVIATE For the Claseities affort. Altach, or forward unger
FHPACALE CONTESMNIGENCE, MY JOC T IS S AT IR R rePvenc A horain, Ao poofrions gagas a8 neilod ta provice Campiie guicance, )

The Natfonal Industrial Security Program Operating Manual (NISPOM), applies to this contract,

3. Ref Block 105 Por Official Use Only (FOUD) applics. See addepdum:,

b. RefBlk 11a: Using activity will provide g=curity classification ﬁ"‘im tor performance on this contract. On base
performance in support of the 88th ©G will ovcwr n Bldgs 10, 14, 16, 206, 252, 271, and 676 on WPAFR OH. If any
classified information is generated in the performance of this contrace at the ideatified location, the contractar shall apply
derivative clessification and markings consistent with the spurce material,

. Ref Bl 11i: EMSEC requircments apply, For on base performance EMSEC i3 incumbent on the governmen;.

d. Ref Bik 11): The Notification of Government Security and Visitor Group Security Agreement Clanse applics. See
Contract Clause in Section 1 for details,

e. Contracting Officer's Representative: Mike Livingston, %8 CG/SCX, WPAFE O4 45433, Phone: 937-9H4-6453,
f. Delivery Order Monitor: Gary Grimes, 88 CG/5CQ, WPAFB OH 45433, Phone: GAT-904-2325,

E. RefBlock 17, DISTRIBUTION: 88th SFS/SFAS, 1801 Tenth Street Room 103, WPAFR OH 43433
B8 CG/SCE, Seourity Mapager {Mike Evans)

14, ADDITIORAL SECURITY REQUIAEMENTS. Feguirernamms, in sddrtion I [SMY rmcysirermants, arp e3TB0lished for this contrazL Yoy [ * I Wo
iF Weox, Kniily ifvr paTTNnE comiraciual clouses in the SONDET daswmant s, oF DrowidE ma Rppropsiale tialemant which [dantifins 1he sddiional
Fquiaments.  Frovide £ copy Of B TRNASETHOTS T Be cogeirani FRCUFly 0ffcs Uite Nerm T3 o sGciionsl 3pace is neaoer. )

15. INSPECTIONS. Elernanta o thas cortract ane outikds The indpectinn responsiblity ol the cogrezant gacurrty olea. ~ ] o N
1 Yy, dotain and ffentify specific Sreax or nfements COved oul and (e BCHivy respon i for inspeciioas. Use Mtam 13 1 additional spece i L}

Ref Blt 111: Cootractor performance will ocour at WPAFB. DS is relieved of ali inspection responsibilities for conrracror
performance on the installation. 88 SFS/SFAS wil] maintain security oversight.

16. CERTIFICATION AND SIGNATURE. Securdty requirements statad hemin are complate and adequate for sateguarding tha ciasefod
information to be relensed or generated under this clessifled affort. AN guextheny shall by refered to the official named balow.

b TYPED NOME OF CERTIFYING OFFICIAL b. TITLE €. TELEPHONE ffnchede dras Code)
FRIEDA M. THORNTON Cnnl:l‘ar,ting Officer 93T 257-6721 x4407
d. AHWIESS pinchats Zp Codel 17. REQUIRED DISTRIBUYIOR
ﬁSCJ'PK'WISDU DRIVE m.. CONTRACTOR
1940) ALLBROOK 7 BBS FS}"S F; b SUBCONTRACTOR
WPAFE OH 45?33 /-"/; e .. COGMIANT SECUNITY DFFICF FOR PRIML AND ELIACONTRACTOR
®. SIGNATLRE o LOORDIN H. U5, ACTIVITY RESFRHTIBLE FOM DVERSEAS SECURTY ACRMETRATION

e

PC.ON L x ACRENISTRATIVE COMTAATTING DFMCER

LY il . F. GTHEMS &S NECESGRAY
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Attzchiment 7

ADDENDIUM TO DD FORM 254 (Block 11)
EMISSTON SECURITY {EMSEC) REQUIREMENTS
(FORMERLY TEMPEST REQUIREMENTS)

EMISSIONS SECURITY ASSESSMENT REQUEST {ESAR)

FOR AL CLASSIFIED SYSTEMS

1. The contractor shall ensure that comprontising emanations {EMSEC) conditions related to this contract are minimized,

2. The contractor shail provide comtermeasure asscssment data to the Contracting Officer (CQ), in accordance with Chapter 8 of
the NISPOM, in the form of an ESAR. The ESAR shall provide only specific responses tn the data required in paragraph 3 below.
The contractor's standard securnity plan shall NOT be nsed as a "stand-alone™ ESAR responss. The contractor shall NOT submil a
derailed fapility analysisfascessmenl. The FSAR infarmation will be pred tn complaie an EMSEC. Countermeasures, gssessment
Review of the contractor's favility to be performed by the government EMSEC authority using current Air Force EMSLC directives.
LMBHG 35 applied on a case-by-case Dasis and Turther mformnaton mey be required 1o compicte the Teview, Tbe conmacror shall
provide this infonmation to the CO when requested.  After the evaluation of the ESAR by the povernment EMSEC authority, additional
EMSEC requirements may be necessary. When changes to the information required in paragraph 3 below ocours (ineluding, but nut
Himited to, relocation, additions, or deletions of equipment fram the original approved ranm), the contractors shall notify the CO of
“these changes. Upon request, the contractor shall submit to the CO & new ESAR, identifying the new configeration at least 30 days
before the change occurs, The contractor shall NOT cotmmence processing with the new configuration until receiving, as a mintmum,
interim approval from the 0, -

3. *ESAR contents shall include, as 2 minimum, the fsllowing information:

a. The specific classification and special categorics of material to he processed’handled by electronic means. Include percentage
of cach classification level used including unelassified (ic., 5% Top Secret, 10% Scerct/SAR, 25% Secret, 60% Unclasgified).

b. The specific location {complete address, building/reom mmmber, or office)} where classified processiug will be performad.
Include identification of any other contractor/company located within 200 meters of the facility.

c. Attach a copy of the Defense Investigative Servica (DIS) Fonn 147 to validate physical security and approved stomge level of
the facility,

d. Provide the name, title, and telephone number {commercial and/ar DEN) of 3 point of contact at the facility where processing
will accur,

4. The prime contractor shall enswe that all subcontractors and/or vendors comply with EMSEC requirements when performing
tlassilicd processing related to this contract, The subcontracior will provide the abeve documentation through their prime to the €O to
compleie the ESAR.

5. In addition to the infortration requirad for all classified systems, the l;uﬂﬂ“in;g will be required for Top Secret processing:

a. Idemify the radius (in meters) of the phyzical control space availablz around the system, equipment, or facility. Describe the
barriers, doors, fences, walls, ete that define the arca. Describe the conbol exercised over the area during duty and nonduty hours,
Deseribe other factors, which cuntribute to control (i.e., visitor procedutes, escort requircments, searches of personnel andfor vehicles,
e1C).

b. Idenlify the type and location (relative o the clyssified system) of any nnfitered/telephone or comnumication lines, shielded or
unshielded twisted pair eahles or fiber, undergreund or unfiltered power lines, conduit, heating and air conditioning ducts, water pipes,
etc, that transgress the cstablished contrelled arra.

¢, Describe the building in which the classified systemys) is housed, ie., concrete block outer walls, 2" X 4" and single ply
gynsum board inper walls, true floor to tae ceiling walls, metallic (steel} or solid wood duors, windows (if there are windows, deseribe
the type of coverings on them), eic.

d. Diagrams andfer drawings would be extremely helpful.
6. Additional information may be requested npon review of the documentation provided.

*NOTE: A copy of your Automated Information System Security Plan{s) {AISSF) witl suffici.
- Effective 18 July 2002



113360 1 -00-D-1002/5084
ADDENDUM TO DD FORM 2%4 {Block 10}} Attachment 2
FOR OFFICIAL USE ONLY (FOUQ)
(Reference Dol} Reguiation 5400 7/dir Force Supplemeni, 22 July 1999)

i G]_INERAL; FQ‘LTD is information that has nut been given a security classification pursuant to the criteria of an Fxecutive Order,
but wlu::h may be withheld Ifmm the public becauss disclogure wonld cause a foresecabie harm to an interest protected by sae or more
of the Freedom of Information Act {FOHA) excmptions 2 through 9. Additional information on I'OUC ouy he obtained by contacting

the User Agency. FOUO iz assighed 10 information at the titne it is created in a LoD Agency or derivatively as instructed in & Socurity
Classification Guide,

i MARKING:

a.  FOUQ information received (released hy a Do) camponent} should contaln the following marking, when received; THIS

DOCUMENT CONTAINS INFORMATION EXEMPT FROM MANDATORY DISCLOSURE. 1/WDER FOL4. EXEMPTION(S)
___ APPLIES/APPLY,

h.‘ ‘ Mark ap l:mclassiﬁﬂd document containing FOUD information "FOR QFFICIAL USE ONLY" at the bottom of each puge
contaiming FOUQ information and on the bottom of the front page or front cover {if any) and on the back of the Jast page and on the
_bjﬂ: cover (if any). Each paragraph containing FOUQ information shall be marked as such.

¢.  Within a classified document, an individual page that contiims both FOUQ and classified information shall be toarked at the
top and bottom with the highest secunity classification of information appearing on the page. Individual paragraphs chall be marked at
the appropriate classification level, as well as unclassitied er FOUQ, as appropriate. An individual page that containg FOUD
information but no classified information shall be trurked “FOR OFFICTAL USE ONLY™ at the top and bottom of the page, as well as
each paragreph that contains FOUKG information, NOTL; For “oroduction effcisncy” the sntizs document may be marked top and
bottom with the highest level of classification contained within it, as long as every paragraph is nmrked to reflect the speeific
¢lassification of the information it contains.

d. Mak other records, such as commuter print outs, photographs, films, tapes, or slides FOR OFFICLAL USE ONLY" sa that
the receiver or vicwer kmows the record contains FOUD information,

¢ Mark cach part of a tnessage that containg FOUO information. Unelassified togssages containing FOUOD information st
show the abbreviation "FOUO" before the text begins.

3. DISSEMINATION: FOUO mzy bc disseminated between officials of DoD Components, DoD contractors, consultants and
grantees to conduct official busincss for DoD. Recipicots shall be made aware of the status of such information ani transmission
shall be by means that prectude unauthorized pubtic disclosure.

4. TRANSMISSION: FOUQ information shall be transmitted in a manner Lhat prevents disclogure of the contemts,. When not
commingled with classified inforimation, it taay be sent via first-class mail or parcel post. Bulky shipments, i.. testing materials, that
otherwise qualify under postal regulations, may be sant by fourth-class mail.  FOUQ inforombion may also be sent over facsimile
equipment, bowever, when deciding whether to ure thiz megns, balance the zensitivity of the revords against the risk of disclosure.
Comsider the location of sending and receiving amchines and ensure guthorzed persomnel are available to receive the FOUID
information as 500D 83 it i tunsmitted. Transmittal documents shall call attention to the presence of FOUO atachments.  FOUID
information may also be sent via c-mail, if it is 56nt via & system that will prevent unintertional or onauthorized diselosure. _
3. STORAGE: To safeguard FOR OFFICIAL USE ONLY records during normal duty bours, place tham it an out-of-sight location
if your work arca is accessible to persons who do not have a valid need for the information. After normat duty howurs, store FOUG
records to prevent unauthorized access. File them with other unclassified records in uniocked fifes or desks when pormal intetnal
building security is provided. When thers is 5o internal buikding security, locked buildings oF rooms normally provide adoquatc afier-
bours protection.  [f such protection is not congidersd adequate, FOUQ material shall be stored iy locked containers such as file
cabluets, desks, or bookeases. Expenditure of finds for security contatners or closed areas solely far the protection of FOUC data s
prohibited. . .

6. DESTRUCTION: When no longer needed, FOUQ information shall he disposed of by any method that will preclude its
disclesure to unauthorized individeals,

Effective 12 February 2002
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Attachmoent 2
ATHIENINIM TO 1D FORM 254 (Blk 110
NOTIFICATION OF WPAFR SERVICING SECURITY ACTIVITY

). Thirty days befare the date Contractor aperations will bepin on Wright-Patterson AFR O {(WPAFB), the Cunlractor shajl provide
tn B8 SFS/SFAL Bldg 8, 1801 Tenth Street, WPAFB, OOH 45433-76325 the fullowing infarmation:

8, The oamne, address, and telephons number of yowr company’s Faciliey Security Officer and your designated on-site
security representative;

b. The contract number and military cantracting command;

¢. The highest classification category of defense infornation to which Contractor eployers will have access:
d. The date Contractor operstivns will begin on WPAFB OH:

¢. The estimated compietion date of nperations on WPAFE Ol

2. This requitement is In addition to visit request nolification procedures contained i Dl 3220228, National Industrial Seenrity
Program Uperating Manual, Chapter 6.

Lftective 12 February 2002



AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACGT T TRER T IORORE ] Pk BE PASES

of
| & AMENDM=TIMEIIFICAT.ON R G, "% Bl CoTWEDATE T 4. REGUISITIONFIRCHASE RLTL MG, TS PROJECT MO (W oggiceic)
1 : (k3 CHOT 20613 SET SCHEDULE :
| U IBSURTEY ASCHMS LODE - FARE0 i 7. ADMIMSTCRED BY (f ot fon dem 55 POCE © S2MA°
OERPARTMEMNT OF THE &IR FORSE CiChta Bal TIMORE
ASCIPKW, AREA C, BLIT DING 1 297 BEAST REMWDOD STREET
1240 ALLBROQOK DR, SUITE 3 SUITE 1800
WRIGHT-PATTERSOMN AFM OH 45433-5309 BALTIMORE MO 21202 G2og

CJERL 5UTRAYLOR  257-6721 X4425 !
Jorl. Traylor@nwparb.af, mil

& NAME AND ADCRESS 1k CONTRACTOR (He., s0eet, codty, Sife and FF Coca) i | BA AMENGIEMT OF SOl aTion 1o,

MULTIMAX, ING.
' 1447 MCCORMICK DHIVE | 8B. DATZD (SEEITEM 1)

LARGO MD 20774 |

1301, 925 8222 104, MODIFICA TI0M OF GOMNTRACTRIRDER MO,

;X F33601-G0-0=-Fi07 50584
108 TATLD {3EC (EM 15
, CODE JHDxa _ ' | FACILIIY COCE B ) 01 OCT 2003
1. THIS JIEM QNLY APPLIES TD AMEMDOMENTS OF SOLICITATIONG )
j Tha abese inmbreree solleialion is amented 4 sl Ttk in lem 14 Tha hoar and alss spesciicd far racEpt &f Offars | ] I3 exberidaz, l:l & nict esvirnrnd,

Offiecs must acknawteriy roceipt of thiy amandment poar le th Wour Bnd date spacified n ite sideitation or 29 amended, by @ne of s Iallowieg methods:

fa]l By compleding ltoms & and 15, and retumeg cap'es of tha amendmens, (b By ackrowledgireg rataipt of tres suensndrment o~ each Sopy of the atfar

snbiriited, or (2} By feparata kit or belegrem which ielutas A reteronos 1o the agiciation nd amandnnn numbera, FAILURE OF %O IR ACKNOWLEDSMENT TO BE
RECEIVED AT THE MI ADE DESICHMATED FOR THE MR IHT OF OFFERG FRICR T2 THR HOLR AHT DATE SRCCIFIED MaY RREULT I REJDZTION OF Y OLUR ke
It by wirturs o] hia emendmsrd yeu dasins ki clonge B ofer altmady submitisd, such vhange may b rade by blegeam or letter, provided sach talagram o hflor makes eference
Ly he =ollchgtion ane this ameinend, snd 13 ecelvad pricrto the npnzning hour &nd Saks Spacified.
12, ACCOUNTIMNG AN APPROFRIATION DaTE (7 e i

SEE SCHEDULE

13 THIS ITEM APPLIES ONLY TO MODIFICATION OF CONTRACTS/ORDERS,
IT MOOIFIES THE CONTRACT/ORDER NO. AS BESCRIBED INITEM 14,

A THIS CHANGE DHOER 15 13SUCE PURSUANT 15 | JTHE CHAMGES SE 1 RHTH 1Y ITEM 14 ARE MADE IN Fide FONRACT OROCE NG, ITER
108

B, IH= ABOVWE NUKBERED COMTHAL AEDER IS MOBIFIED 10 REA FOT THE ADMIMISTRATIVE SHANGE S (sl a5 ohanges i gayvmng ofica,
FRORORABIGN JdM, it 31 FURTH [N ITEM 14, PURSLANT 101 THE AUTHORTY OF FAR 43 1031}

€. THIZ SUPFLEMENTAL AGREEMENT I3 EMTERED INTO PURSUANT 10 AUTHGRITY O

X | [ OTHEH [Specily hios of madiiastion and sulhoriy)
FAR 52.232-18 "Awailabilily of Tunds” & 8CR H-675, unilateral

C. IMPORTANT: cordactor Dﬁ i rwt l__ 15 rwjuired o skn this dacumeni and relam coples 13 tha iszuing afficas.
14, DESCRIPIIIN UF AMENDMENTIMODIFICA 10 {Tirganized by UCT gocton Meaingy, npluding soliziation/cantract subjact warllur whers feazibia,)

SURJECT: Fund CLINs 0002 thraugh 0005 and Moddy the Pariod of Fedonmanes

CHANGE IN ORDER PRICE: $4.156,1}35.U5 Increase
: CHANGE IN ORDER OBELHSATION: $4,156,535.05 Intraase

Expept ag poavidad heacin, all kama sad cerditions of the e refergneed i [tem YA or 100, as horetofare chamged. remairs wndeinned and In flll kerca ard aHes

158 MAME ANDTITLE OF SMENEH (Tme or prim) 1G4, MAME AMIT TITIF OF SICNER [Tyge or g
FRIEDA M, THORNTOMN
Lroanlrxdding Ofieer
| 458, CONTRACTORGIFFFROR M50 DATE SIGHED 156 LNITED BTATES OF ZMERICA 16T, DATE HIESNFD
{raigned.’ 27 00T 2003
Loy
(Sienanre of p&idon acthanzad fo sign) [Sigratay af Trrdrreiing Offfear
WEN (LAR &7 152807 30-105 - o ETANDARD FORM 3G {REV. 10-83)
PREVIOUS ELINICN LINUSABLE Frescribed by 534
ComaTite Verslon 5.4 3 FAR (48 CTR} 53,243

Cregled 27 Car 2003 206 PM



SCHEDUEE OF CIIANTESR

1. Pursuant to FAR §52.232-18 “Availability of Funds" and Special Contrart Faguirements H-675, the
below numbiared task order is heretsy moditied to fund Gt INs 0002 through 0005, Additicnaliy, CLINS
0002 through 0008 are moditied to reflect tha perind of performance/completion date changs lu 12 Aug
2004, A= a result, the todal task order price and lolsl amount obligated is inureased by 54,156 535.05.

2. Department of Defense form 1155, block 25 s hereby changed from $0.00 to S4,158,535.05 an
incraase of 4,156,535.05.

3. CLINs 0002, 0003, 0004 and 9005 ara hareby modified as fol ows:

' iy Unit Price
ITEM SUMPLIES OR SERVICES Furch [nit Total Nern_Amount
0on2 CLIN Change
: EST +%4,112,735.93
Moaun. LABOR
Mow Tofal ftem Amount:  $4.112,738.03
ACRN: 9 :
Oir1423 1s Exhibit: A
Contract type: J = FIRM FIXED FRICE
Sfart Dats: 01 OCT 2003
Compiction Date: 12 AUG 2004

Dezcoptive Dala.

a. The Caontractor shall provide non-parsonal services in accordance with the
following documents: Attachment 1 88 Communlcations Group Statement of
Work, dated 18 Aug 03," Atachment 2 DD Form 234, DoD Contract Security
Clasgification Specification,” and Exhibit A "Contract Data Requirements List™
attached hersto,

k. The priced established for CLIN G002 Is $4,734,307.58 for total period of
performance from 01 Oct 03 through 36 Sep 04.

c. Tha current price establishad for GLIN 0002 is revised from $0.00 to
$4,112,738.93 te support perfformanca through 12 Aug 04 {rafarence clause 1A~
423C). Amount remaining to be funded, $621,568.65, will he accomplishad in
accordance with SCR H-675.

000201 CLIN Establlsh

MNewr: Funding Info Only

ACRN: AA +5551,155.55

FRMIPR: FELCIGE3199M0Y  $551,155.55
000202 CLIM Establish

Mot Funding Info Only

ACRN: AB +$1,308,227.31

PRAMNPR: FECCSG31990100 $1,308,227.31
0oozoz CLIN Cstaklish

Mown: Funding Infa Cinly

ACRMN: AL +51,400 455 44

PRAJIPR: FGOCEGI199M00 59,400,455 44

F2RA0100-Lr-FO0Z 509401
FAGE2QF &




SCHEDULE OT C1IANGES

ITEM

000204

003

0004

Oty Lnit Price
SUPRLIES OR SERVICES Purch Unit Total lker Amonnt
CLIN Establish
four: Fundirrg Info Only
ACRN: AD +$852 Y0053
PRAIPR: FECCSGEI1930100 585250053
CLIN Changea

EST +$33,796.12

Mo anc
MNaw Total ftem Amount:  §33,796.12
ACRN: AR
PRAMPR: FECCSG31930100 PaaTas 12
DO1423 (s Fxhibit: A
Confract type: 5 - COBT
Start Date: 01 0OCT 2003
Completion Date: 12 AUG 2004

Descrptive Data:

a. The Contractor shall provide Qther Direct Cost in support of GLIN 0002 and in
accordance with Attachment 1 "88 Communications Group Statement of Work,
dated 18 Aug 03," Attachment 2 "DD Farm 254, DoD Contract Security

Classiflcation Specification,” and Exhibit A "Cantract Data Requirements List™
attached hereto.

b. The estimated cost for CLIN 0003 is $33,796.12 for total perlod of performance
frarn 01 Qct 03 through 30 Sep 04,

©. The current estimated cost for CLIN 0002 iz revised from $0.00 to $33,796.12 to
support performance through 12 Aug 04, (reference clavse 1-408).

CLIN Change
EST +%10,000.00
o, TRAVEL
Maw Tofaf ftem Amourdt. $10,000.00
ACRM: Al
PRANPR: FECCEE31990100 $10G.000.00
001423 Is Exiribit: A
Contracd typa: S- COST
Liart Data: 01 Qo 2003
Compfetion Dala; 12 AUG 2004

Descriptive Data.

a. The Contractor shall provide Travel in support of CLIN 0002 and in accordance
with Attachment 1 "88 Communications Group Statement of Work, dated 18 Aug
03" and Exhibit A "Contract Data Requirements List” attached hereto.

b. The estimated cost for GLIN 0004 is $10,000.00 for tota! period of performance
from D1 Dct 02 through 30 Sep 04,

€. The current estimated cost for CLIN 0004 iz revised from $0.00 to $10,000.00 to
suppart performance threugh 12 Aug D4. {reference clausa (-408),

F2I601Q0-D-PGUT 509401

PAGE 3 0F &



SCHIZT.R AW CHANGGES

City Unit Price
TEM SUPPLIES OR SERVICLS Frurch Linik Total fem Amaount
ooas CLIN Changs
N3P
Mesars: M4TA
Total ltem Amount: &0.00
OD1423 is Exhihit: A
Confract tvpe: J - FIFM FIXED PRICE
Sfart Date; 01 oo 2003
Compietion Data: 12 AUG 2004

Bescriptive Dais;
a. The Contracter shall provide data In accordance with Exhiblt A "Contract Data
Requirements List” dated 18 Aug 2003 attached horeto.

b. Tha price for this CLIN iz contained In above CLIN 0002,

4. INSPECTION AN ACCEPTANCE

88 CG/SCO Mr. Gary Grimes {837} BU4-2325, |5 desipmated as the ettice responsible for all wark accomglished
on this order. Acceptance will take place at the time of invoice cerli fication.

INVOICENG TNSTRUCTIONS

Fur lhc purposes of this contruct, the conttactar is herelsy wuthorized o wse certified invoives in Key of 4 separate
mvoicing report. “Uhe contractor shall submit inveices to 83 CG/RC0 Attn: My, GGary Grimes 2435 Vifth Street,
Bidg 676, WRIGHT-PATTERSON AFE, OH 45433-7802 for certification. Upon cempletion of the cortification
process, the certifyiig oflicial ahall forward 2 copyfivs) of the certified invoice 1o the dosignarad paymaent ofice and

1 copy(ics) to the designated adininistration oftice.

Centificate of Sepvices {Standard 1'orm 1024 shall be submitted 1 ascordanee with the follornng procedures:

Centificute of Services - Tle contructor shall submit in triplicute (uriginal and 2 copies) a monthly Cemficars
ol Scrvice to the task monitur for each Order, which shall conaist of the negotated lebur cla=sifications and howrs
assiglied Lo this coniract; the mumber of person-haurs worked by vach nepotiated [abor classification for the calendar
manth; fiunded arncunt; monthly and cumalated cxpenditures; percentags cxpended; and the estimate to complete.
The Certificate of Service shull ulsn et the items of cosl ineurred in accordance with U Contract | Jine Irenws 0002,
OO, 000, and 0003, Individual items should include the task arders proposul ikem number,

Lpon determination hy the task manager that all services stated hase been satisfacrarily renderzd by the
contractur, the fallowing statenent declaring aceeptability shall b exccuted on the Centificale of Scrvice:

"T certity that the seivices described hereon have buen received and are aceeprable.”

{ ask Monitor Nume and Office Svimbwl) {Date)

(COTE Marme and {Mtice Symbol}

Fitt]-00-D-M02 08201
PALE 4 OF &




SCHELHOLE OF CllA™GES,

{a) Inviices {or public vouchers), supported by a statement of cost fur performance under this conteact, shall be
submitled to the cogmizant Defonse Contract AudiL Ageney (DCAAY offoe pursnant 1 FAR 52,2327 Payments Under
Fiee-Aund-Materials and Labor-Hour Conrracts. Uuder thes provasions of FAR 423030 The DOAA Anditar, as the
authotrzed representative of the Conlmciin & CHfleer for exanining vonechers teceived Jires Hy from contraciors, will
tranzmit provisionally spproved veunchers 10 the cognizant disbursing oifice for payment.

(h}'Those costs claimed which aie delermined by the DCAA Auditor fo be wnaltowuble or suspended, wall be 1dentihad
en TH.AA FORM 1 "Matice of Contract Custy suspended And/Cr Disapproved,” whicly will bu issned ta the contlacior,
with x copy to the copnizant ACO. On such activns of suapended or disapproved costs, the contmelor may appeat in
waiting 10 Lhe copmizant ACO, whe will make 3 deterrnination promptly iy wiitieye. Any final decision by ihe
Conttacting Qfiffewr may be appealed thereafter in accordance with the provision of e “"Disputes” clange of te
conlract.

5. Section G

a. The followltg ACRNs are established as follows:

Cbligation
ACRM Appraprigtion/Lmt Subhead/Supplemental Acrounting Data Armont
Al ALRN Establish $504 051 67
37 43400 304 4TE1 38381K 040000 44000 72895K 503000 FO2000
New ACRN Arnount: 5554 951 67
Funding breakdown:  On CLIN 000201:  +$551,155.55
Cin CLIN 0002: +H33,TU6E,12
On CLIN (6504 +§10,000.00
PRAMMIPR: FEOCIG31990100  $534 851.67
AB ACRN Establish 21,308 22751
37 43400 304 47E1 38381H 040000 44000 72895F 503000 FO3000
Mow ACRN Amaunt:  $1.308,227 .31
Funding breakdowrr:  Qn CLIN 008202 +51,908,227.31
PRAEF: FECCIGITEA0100 $1.308 297 31
AC ACRN E=ztablish §1,400,455.44
ST 43400 304 47E1 38381M 040000 44000 72895F 03000 FO3000
Mew ACRN Amount:  $1,400 455,44
Funding breskdown:  On GLIN 000203 +31,400 45544
FPRASIPR- FEUCSG31890100 51,400 45544
AD ACRM Estahlilish $ESZ A 63

57 43400 304 47E1 3083810 040000 44000 72895F 503000 FO3000
New ACRN Amount: $852,900.683

Funding breakdowr:  On CLIN 000204:  +$852,800.63

PRAMIPR: FEBCCSGI1890100  $352,900.6:3

F 1360 ]1-00-0POO2 $0940|
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SCUEMN F OF CHANGTS

b. Payment instructions fur mukbtiple accounting classifications are lerchy catabilished as follows:

Payments should be made in order by CLIN as shown below. Funds on ench ACRN should be fully
cxpended before paying with funds on the next ACRN,

CLIN ACRN AMOLNT
(101 AA . $551,153.59
onnu: AB %1,308,227.31
006103 AC 1,400,455 44
DU AD $352.000.67
(003 AL $38.796.12
0004 AN S10,000.80

6. SLCTION H - Special {Cemtract Requirements (SCR). SCE H-67% is hereby revised as fallows:

V"H-675  Government TTnilateral Right to Madlfy Task Grder Estimated Price,
Amouut Obligated and Period of Pertormance

4. The Government has the unilateral right to modily FI3601-t-1> PO02-5094 catimared price, armmmt nkligated,
andd period of performance in accordance with the following contractnr projected/estimated monthly buin-rake.

Mot Later Than
Mndification
CLIN Burn-rate Munih Issuunce Nate
(IS ST 00 . Aug )4 31 Inl (M
$394,525.63 Sep 04 3] Aupod

b. Currenily us of Madification 01 t sbove paragrapl, "a" referenced task otder, CLIN (N2 current estimated price
und amomnt obligated s 54,/ /2. 738 93, which covers perfornance throngh 12 Aug 2004,

. Mot later than len {11 days before the end of the petfoinanee partod established in ahove paragraph 'h," the
Brocuring Contracting Officer shall issue a leller nob tymg the Coutractor {1} when the nest modification will be
issued, sluting the revised estimated task order prive, catimared total Jolurs to he obligated, and the esrimated perigd
o pertonance for the CLIN, or (2) Stop Work [etter in pevordance with FAR 52.242-15.

d. The Centractor shall netify the Provuring Cantracting Officer in writing net later than fifteen (15} days
priex to the dates establislied in above paragraph "a® if there is a change in the projected/vstimated monthly
burn-rate as established aboye."

7. All other terros and condittens remain unchanped.

FA 3 00-D-PO02 509401
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' ' ONTRACT 10 PACEE OF FAGES

AMENOMENT OF SOLIGITATION/MODIFICATION OF CONTRAGT | b EACT I e Il v el

7 ARENMDMCNT SR AT i, 3, CEFEZ: vk ITATE A, RROLEITICN T RCHASE HHL MO, I O, FHOIECT N{‘u, r.'fa-pp.'.‘cat.'e.;-
oz . 03 DEC 2003
B IG5UCD By ARG Y COooC FABGDL ©OADMINISTERCD BY {F aitner Fizm Nem ] * CODE G014
CEPARTIMENT OF THE AR FORGE CEMA BAL TIMORE '
ABCIPRY, ARES, C, B DM 1 217 EAST REDWOOD STREET
1940 ALLBROOK DR, SUIFE 3 SUITE 1800
WRIGHT-PATTEREON &4F 1T OH 45433-5400 BALTIMORE MDD 21202 5209
JERL 5. IRAYLOR  257-87H x4405 '
Jerl, Traylorizpwpaft, of. mil
| o
B MANE AN ADCRCSS OF SONTRACTOR (., S, eounty, Siatk and 26 Cod) ] SA ARMEMSIMENT OF SOLICITA TR IN HO.
MULTIMAX, NG,
1441 MOCORMICK, DRIVE | 6. DETED (3ee rTeM 11)
LARGO MDD 20774
{201} Y2s-8722 | 104 WOIIGATION OF TONTRATITIORDER Tid.
x F33601-00-N-P002 5004
| 198 DATED (SeF Tem 13 -
CCDR OHDGL | EACILITY CODE 01 OQCT 2003
| i 11. THIS ITEM ONLY APPLIES TO) ﬂMENDMI_EN "5 OF SOLICITATIONS _
D Tha Bbev numbersl solicatian is amended s sof forth i Iem 14, e Lanr Bno dabs spacifiad jor reaip of Cffers l:' % Wlended, |_ | i3 Nat extended,

Ufere: iru st poknowiedga receipt of fis amendmant prine lo the hour and date spexcified In he galicitation cr i smerdsd, By ora of ke ollowing metheds:

[3) By compl&ting rtems & and 1%, and retemewy _0pigs of ths amcndment; (B By acknawhlnivg recelpd of this amenment an eack copy nf e ealfar

submittad; ar [1 By 32parata lettar or Iekagram wipss inc e 21 raference 13 1he eolkrlilice and Bmend Taat nunhiere;, FAILURE QIF YOILIR ACKROWLEDGMENT 143 RE
RECENF] AT THE, PLACE DeSIESMATED [FOR THE HELEFT OF QFFERS PRICH TO THE HOUR AN 1381 SPECIFIED MAY RESULT 1M SECCTION OF YLUR OF FEF.
T by wirtwe of this ame cment vou desira T rhzge an offer slrsady submited, sush thange iviry e made by blagram o iniler, provided each I=enram or lelter rmakas referennn |
- b the solicitzten urd this amand ment, wrwf 2 recebed prioe b b coening Reur and dale sprcifiad,

12, ACCDUNTING AND EFFROPRIATIGN DA TA [ i) ' ]

13. THIS ITEM APFLIES ONLY TO MODIFIGATION OF CONTRACTSIORDERS,
1 MODIFIES THE CONTRACT/ORDER NG, AS DESSRIBED N [TEM 14,

Cral

A THIN CHANGE QRDER 13 I2BUED PURSUAN L T FTHE CHANGES SETFORT | IM ITEM 14 ARE MADE IH THE t“.f}NTQA'.",.‘,T QRDER M 11kt
1A

x L} THE ADOVE KUMBERED CONTRAC] AIRNER 15 MODIFIED 100 REFLECT T IC ADKMIMIS I RATIVE CHANGES [Eimh s changes i paying siti,
Fapropaztan oirls, ete b JET FORIH IN ITEM 14, PURSLIANT TO THE AUTHCRI 1 43F FAR 4310308

o IHIS SUPPLEMENTAL AGRECMENT IS ENTERED INTCH PURSLANT TO AUTHORITY DF

L QTHER [Srenify leoe of mooification arad puthorify i

E.  IMPORTAMT: cantractr @ 19 nat, !:I 5 résuingd 40 933N this docin nent @nd retum ez I Hhe I33uinyg affrs.
14, CERCRIPRONGE AMENDMF HEMODIFICATION [Cirganized By UGF saalien lnadiags, inciuding seket: i ronlmBe Subjact malter whens feasitda.;

SUBJECT: Administrative cornredtian fo Section T, Paymant [nstruclions For Multipte Accaurting Classificatians {madification 01 R

CHANGE IN ORDER PRICE: Nong
CHANGE IN ORDER OBLICATION: None

Except as jnuvided herals, all tarene: and cacdiflers of the neiment refararced n (b 04 ar 104, a% harefofare: vhiwrged, remains unchursiad and 18 full foras Ak effoer.

[ 154 TAME &R0 TITLE OF BIGNER [Trpe o grint) 16A. NAME AND TITLE OF BIGHNER [Type or prinh; )
FRIEDA 8. THORMNTOM
Contraating Qe
158, COMIEANTOROFTCROR | 1°C. DATE SIGHED 1B, UATLD GTATES DF AMERICA [ 60 BATE BIGNED
Hrignedy ‘ 03 OEC 2003
. _ W I
aitating of pivson autharnned 1o B} : | [Sigreturg of Contrackg Ofeen i
. i .
MAN FR4f-07 352080 -1 STANDARD FORM 30 (REY,10-83)
FREVICRIZ ELITICHN UMNUSARE F Froscibed by GSa
CorWnite Version 5.2.3 FAR (48 CIR) 53,763

Craatad (4 Dec 2003 3:27 PM



SCHELULE OT CHANGES

1. The balow numbered lask order is heraby modiflied to make an Administativa Change/Correclion to
Scction O, Payment instructions for multiple avcounting classificalions, paragraph 5.b., modification 01,
As aresull, the tetal task order price and tolsi amount obligated remains unchanged.

2. Department of Dafense form 1155, block 25: remsing unchangead.

3. Seclion G: Payment instructions for multiple accounting classitications arg hereby revised ax foliows:

FROM:

MPayments should be made in order by CLIN as shown below, Funds on sach ACRN shaukd be fully
expanded before paying wilh funds on the next ACRN,

LM ACRN AMODINT

030101 A 58115555
ooo102 AB $1,308,227.31
DO0{103 A $1,400 455,44
o001 04 AD p252 900,63
Q003 Al $33,796.12
Q004 Al $10,000.00

TG

Payrnants should be mads in order by CLIN as shown haluw, Funds on each ACRN should be fully
expendead baiore paylng with funds on the next ACRN.

CLIN ACRNM AMQUNT

NO02m Al §551,155.55
Qaoz02 AR $1,308,227.531
Q00203 AL 51,400 455 44
oon2og AD 325290063
0003 Al $33,796.12
ao04 Aty $10.000.00

4. Al other terms and condittons remain unchanged,

T336:01 400 11002 509408
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