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FAGE 2 OF 15
COMTRALT WNUMBER FI3G00 83-C-0Q0DAS

PaRT I = THE SCHEDWLE
SECTION &
SUPPLIES DR SERYICE AMD PRTCER/CLSTS

BASE PERIDD 1. ¢1 QCTORER 1893 THROLGH 30 SEPTEMBER 2(XK

L sh t Lo SEE TAELC BELDW 510687, 74G, O
HOMN- PERSOMAL SERVWTCES
WHEREBY THE CONTRACIDRE
SHALL FERFDRM COMMUNI -
CATION/COMPUTER SERVICES
[M ACCORDANCE WITH TiIC
STATEMENT 0OF WORE (30w}
OATED 25 AUG =8 AND THF
LABOR CATLGORIES AMND HOURS
SET FORTH IM THF TaELE SHOWM
EELOW
FR MR . LFSACR=CO-CO04 G0, AMENOMENT {004
FRODL 201
FORELIGN MILITARY SALES
AN AL

Qo2 1 L3 MR MNEP
DATA IM ACCORDAMGE  WITH
THE ATTACHED [0 FORM 1423-%
AN T BUGCORDAMCE WITH THE
STaleMeMNT OF WORKE (SOW}
UATED 25 ALG 953
FR OMR:  AFSACR- OO 00040, AMENDMEMT Q00
PR LI: D00
FAIREIGMN MILITARY SAIFS

ACRN: AA
atalulc] 1 LO F TR0 % L -Tala2aTs]
THE DUNTRACTOR SHALL BE
REIMELRSED FOR TRAVEL EXPENSES
INCURRED IN PERFORMANCE 0F
THIS SERYICE, WHFRF
APFLICABLE.
PR WR:  AFSACR-O0-0400, AMENDMENT 00501
PR LI (wlolal|
FGRETGN MILITARY Sale%
ACRM; Ah
MOT-TO-EXCCLD
ESTIMATRD TOTAL $1, 075,206 .00
LABOR CATFSRY LEILRS RATE
OFFTCF AINUMATLOMN STPECIALIST 1.BAD  €ES .55
SYSTEMY PROGRAMMER 1,R80  §£74.39
SI1E ACMINISTRATOR A0 ET2.9%
wTS AP 1,8EQ $E0. 84
PROGREAMMER 1,880 $EE .02
SEMIOR SY¥YSTEMS SPECIALIST I.520 $7z.92¢
FROGAAMMER 1.880  463.46
NETWORK QPEEATIONS SEFCIAL IS o 4% 0
D4 PROGRAMMEE 1,880 %34 .54
SYSTEMS PROGRAMMER 1,880 $&83 .00
FC PROGRAMMER 1,880 40 .91
PZ PROGRAMMER 1,880 $oa 2T



QPTIOM PERJOD II.

CaT 1
MOM-FERSOMAL SERVICES
WHEREBY THE COMTRALTOR
SHALL FERFOKM COMMUNI-
CATION/COMPUTER SERVICES
Im ACCORDANCE WITH THE
STATEMENT OF WODRK (%0wW)
DATED 25 ALK A3 aND THE
LABOR CATEGURIES AND HOURS
SET FORTH [M THE TAOBLE SHOWMW
BFIOW
EH MR : AFSACR -20-0004on
PR LI: o004
FGREIGN MILITARTY
ACRM:  Af

“&LES

wlatal:] 1
GATA I[N ACCORDAMCE  wWITH
THE ATTACHED NN FOWM 1423-1
AND IMN ACCORDANGE WITH THE
STATEMENT 4* WORK [SGW)
DATFO ow auc A%
FR WA AFSACR-0GC- 000400,
PROLL: Qo0
FOREIGHW MILITARY SALFS
ACAM:  AA

AMEMLIME

1 LC

L]
THE CONTRACIVR SHALL SE
RETMRLIRSED FOR TRAVEL EXPEMIF%

IMCLUHRED I PERFORMAMCE OF

La

LO

PACE 4 OF 1%
CONTRACT MUMEER F33500-93-C-008D

01 QCTOEER 2001 THROUGH 30 SEPTEMBER gpo2

SEE TABLE BE!DOW 1,166,702 .00

AMENDMINT 2CD¢

NP

WT Q00

7B 00

% TR0 Q0

THIY SERVICE, WHERE

AFPLICASLE,

MR HR; ATRACR -OHI- 000400, AMEMDMEMT OO0
PR LT ooy

FORCIGH MTI T-AHY S4:iEG

AZRM:  aAa

LABOR CATEGORY LOURS
FROGRAM MAWMAGEMENT 1, BB
F* ITE AUTQMATION SRECIAT 15T 1,882
EVSIEMS PROGRAMMER 1,848¢
BL1E ADMIMNISTRATOR asu
YR ASP YL EBED
FROGEAMMER 1., B&ED
SENIOR AYSTEMS SFHOIALIST 1, 5w
MRIGRAMMER 1,886
HETWORK OPERATTIONY SPECIALIST &
04 PROGRAMMER 1, HEL
SYSTEMS PROGRAMMER 1, B8O
FL PROGRAMMFR 1,880
PL PROGRAMME 1,885

27,880

LIMF TTEMES Q00T & ODCE ARE FINM FIXED PRICE
LTMF ETEM Q002 IS CORT Plus 0 & 4 WITH MO P

OFTION PERIOD III:

MNEX ) =TO-EXCEED

CSTIMATFI 11AL 1,174, 202 o0

$EE. 53
397 .
564,
T44.
£37T,

ROFTT

[ala R la} 1 L0
MOMN-F+RSDOM4L SERVICES

WHEREBY THE COMTRACTOR

SHAIL PERFORM SOMMUMI-

AT IONSCOMPUTER SERVILES

1M ACCORDANCE WITH THE

ZEE TRELE EBFI'Nw 21.213,423 .00



FaGE 3 OF 15

COMNTRLCT MNUMRER FIFEH=00- 0 Ry

LINE LIEMS Q00T & 0o02 ARE FIRM FIXEL
LIME ITEM O3 IS COST FLUS o B A WIIKH

FHICE
MO PROFIT

OFTION PERIGD JI: Of QCTOBER 20040 THROUGH 30 SEFTEMBER 2007

204 1 Lo G0C TAELE BELOW F1.124, 620,00
MOM-PERSOMAL SERVIGES

WHEREBY THE CUMIRACTOR

SHALL PCRFORM COMMUMI -

TATICN/COMPUTER SERVICES

IM ACCORDAMCE WITH THE

STATEMENT  OF WORK {50W)

DATED 2% AUG S AMD THE

LABROR CATEGDORTES AND IQURS

SET FORTH IM THE TABLE SHOWN

BELOW
FR MNE: 2FSACR G- 0C0A00, AMEMOMENT HCARE |
FROLL: Qoo
FOREIGKW MTLITARY SALES
ACEN: A4
oS 1 b0 NSR MR
DATA 1M ACCARDAMGE  WITH
THF ATTACHEDR DO FORM 14234
AND TN ACCORDAMGE WITH TIFE
STATEMCNT 0OF WURK [50W)
DATED 25 Al oA
EFR MR- AFSACE - 30 -0W1407, AMENDCMEN| mnd
PR LI: oooi
FOREIGH MILITARY SALES
AlH: oA
a il ] 1 EQ + VL8000 3 T.hO0 . 00
THE COMTRACTOR %MALL GO
HEIMEBUESED FuR TRAVEL EXPFHNESES
IHCURRLD IN PRHFIRMANCE OF
THIS SCRVIGF, WHERE
APPLICAEI FE .
FR ANR: AFSACE -CO-000a00 ., AMENDMFNT Lol
PR 1T QoDf
FNREIGH MILITARY “aLES
LTRM:  ap
MOT-TO-EXSEER
ELYIMATFN roOTAL Er.129, 320,00
LAGOR ta IECORY HOLR S RATE
PROGEAM MLMAGEMOHT 1,885 ¥E7. 13
OFTICF GUTOMATION SRECIALIST 1.88C fRE . in
SYSTEMS MPROGRAMMER 1, 8E0 $FTL2T
SITE ADMINISTRAIDR K18 £75 &8¢
BYS ASP 1.880 63 Ui
PROGRAMMER 1,880 EE0
SEMIOR SYSTEMS SPECIALIGST 1.530 £Th ui
PROGR AMME 2 1,880 BEE O
HETWORK UPERATEIONS SPECIALIST o % .
0A FROGRAMMER 1,B80 36 O
SYSTEMS HHOGRAMMER 1,880 65, N
PC FROGRAMMER 7L RED 45 uy
FC PROGRAMMER 1,840 235 . 6L
G5, 880

LIMNE [1EMS Qa4 & s ARE FIRM FIXED PRICE

LINE JIFM QQCC IS5 COST MLUS 5 & & WITH MO PROF1T



PAGSE 5 {IF 1B
COHTRACT MNUMEER FI3&0d-88-0-0085

RTATEMENT OF WORK (50w

ATED 2% AUG 85 AND 1HE

LABOR CAYEGORTFS ahD HOURS

ZET FORTH IW THE T4BLT SHOWN

BELOW

BR M. AFSACR-0O0-000405, AMENDMEMT PR |
PR LI: o001

FOREIGH MILTTAHY SALEE

ACRH:  hh

oGl 110 NSk MEP
DATA IN ACCORDAMCE  WITH
THE 2 T&CHED DD FORM 1423-1
AND IM ACCORDANSF WiTH THE
STATEMENY OF WORE [S0wW}
DATESD 25 ali o
PR MNE: AFSACT-O0-A0DA00, AMENDMENT o
Fr LIL: o001
FOREIGH MILITARY SaLES
ACEN:  AA

LNl b 1 LN H T, 000 00 % TS0 O
THF CONTRACTOR SHALL EBE
FFTMEURSED FOR TRAVEL EXPFNSES
THLUIRRED IN PCRFORMAMNCFE UOF
1H1% SERWICE, WHERF
APPLICABLE .
FR OMR: AFSARR-00~000400, AMOMDMENT 00

FR LI: 0061

FORFTGM MILITARY SaALCS

ALRN:  na

NOT~TO-EXCEED
L-TIMATED Tir1aL F,220,903 0

LARNR CATEGORY HOLRS BATE
PROGRAM MAMAGFMEN| 1, BAG $82a0 0y
OFFTLE AUTUMATIQN SPECIALEST 1,880 373.70
FYSTEMS PROGRAMMLR 1,880 R3O
SE1E GCMIMISTRATOR plcled £T: O |
SFL AP 1, B8 $RR 2
PROGRAMMER 1, 8A8r] FEL, G
SENIOR SYSTEMS SPRCIALEST 1,620 BE2 .
FROGEAMMER f, BED $71 35
METWARK QJFERATION: SPFCIALIST o % ¥
08 FROGRAMMER 1. 880 $3R. 180
SYSTEMS FROGRAMMER 1,880 702 H-
FC PROGRAMMER 1,880 kT L= aoe]
PC PROGRAMMFR i, 8ED £39.57

20, BEO

I'TMe 1TEMS OO0 & Q011 ARF FIRM CIXED ERIGE
LIME LATEM Q12 IS COST PIUS & & &4 WITH WO BEEOFTT

GETION PEREDO IY: Of GETDRER 2003 THROUGH 30 SEPTEMBER 2004

CH1d I LD SEF TARIF BELIW F1.261, 848 0o
MOWN-PEESGMAL SFRVICES
WHEREEY THF OONIRACTOR
SHALL FERFORM COMMUNT -
CATION/COMPLITER SERYICES
IN ACCORDANGE WITH THE
STATEMENT  OF WORK [ SOW)
DATED 26 ALK 99 AND THE
LAEBOER CATEGDRIES anD HOURS
SET FORTH IM THF 1AELE SHOWM
EELOW
FR MR AFSACR -0 -00AGD . AMENDMONT oot
FR LI oo0d
FOREIGMN MILITARY SALES
ACRM: AR



FAGE & OF 19
CONTRACT MUMBER FA3E00-899-C-0089

o014 1 LD NEPp NGP
DaTh IN ACCORDAMGF WITH
THE ATTACHEDR N0 FORM 1423- 1
AND 1M ACGOROAMCE WITH THE
STATEMENT OF WORK ¢ 50W)
NaTeD 25 AU3 55
PROMRE:  AFSACR-CO-000400, AMCMOMENT 011
FROLI: 000
FOREIGM MILLTEAZY SALES

ACRM: Ba
AR EE 1D % 7,500 00 T 7.5 .60
THE COMTEACTUR SHMaLL BE
REIMBURSEDN KOR TRAVEL EXPENSES
THCLURFED IN PERFOSMAMCFE NF
THI% SERVILCE. WHERFE
APPLICABLE.
FR NR:  AFSACR-DU=-000400. AMENDMENT D001
PR LLI. &exe
FOREIGMN MILITARY SALLS
ACRM: ag
MAT -TC-F Xkl
ESTIMATED TOTAL F1,239, 443 a0
LABRE CATESORY HULRS EATLC
PROGRAM MAMALEMEMT 1,830 423.548
AFFTCF AUIUMATION SPECIALTST 1, 880 BTR .
SYEITEMES PROGRAMMCE 1,8BG L1
S11e LOMINISTRATOR SR $BS .32
NS AP 1, AEG FT1.47
PROGCAAMMER 1, 880 TET a0
SEMNIQR SYSTEMS SHECIALIST 1,520 $as.zz2
PROSRAMME R 1,880 T4 .23
METWORK NPERATIOMS SPLCIALIGT o % [
Cih FRIOMIFEAMMER 1.88% L4 L
STRTFMS AROCRAMMER 1,680 7.0
F& FRUOGRAMMER 1, BED $47r7.88
FL AROGEAMMER 1, Bl A0, 10
20, EAD
LINE ITEM: 312 % 0044 ARE FIRM FIXED PRICE
LIME ITEM @014 5 COST PLUS 5 & & WITH NO PROFIT
ESTIMATEDR 1t11aL  PRISE 45, AR, 190,00

B-1. CLAUZES AND PROVISICNS

(8] Clauscs snd pravigfens [eoanm the Fedars) Anquasiticn Regulatian  (FAR) ard 2upalements
thareto ara incorporated in 1his documar by meforerce and M Full ioxt Those imcorporatag
By relfeoroe haye the same forcwe and effact as - f they Wwera given in full tex=,

(Bl Clzuwes and provisions iy this QocLment Will be  numbered 1n segqeercs. But o will not
neEressarily apossr “n consccutive orogoe .

iz} Sectiona K, L and M will be phy=ically removed from any resultent award, tut W11 be
deemed o be incorporated, by refsrerce. in thet award.
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FAGE 7 UF 15
CONTRACT NUMBER FA360U-099-C-0089

PART I - THE SCHEDULE
SECTION &
OESCRIPTION/SPECITICATIONS/WORK STATEMENT

I852. 211 -T005 SUBSTITUTIONS FOR MILITARY OR FEDERAL MAKR 19949
SPECIFICATIDNS AMD STANDARDS
[IaW DFARS A11.373-4)

(d] {dfferar insert frformation far ach P procers )

5PI Procoss:

Facility-

Military ar Fedaral Specificatich or motAndardg

Affectad Cartract Line Item Munber, SUolipe Item Number, compohent, oF Flemornt:

TNCORFORATION OF REFERFMCE DOCUMENTS

L1 spacifications, exhibBits, drawinus  ar ather documents which are raferradt o
fn this cantraci, whether ar rat abiuecad, are 1nocorporated herein by refareamce.

FART I THE SCHEDULE
SECTION E
INSPECTION AND ACCEPTANCE

52.248-4 INSFECTION OF SERVICES--FIXNED-FRICE Az 1596
FIAW FAR 46.304)

INSFECTION AND ACCEFTANTE
(1AW FAR 46.a0d(b)} and 5. 503)

Imspect jon and accaptance will be Bt dustinaticnls) Fpaciftied in Sectiom "B* herosof.

DO FORM 1423 DATA INSFECTION AND ACCERTAMCE

(TAW FAR 48.404(b) and 25 503)
The Ingpacticn and Avceptance foe Uu:a  {tame  are a5 showm on B0 Form 1423
attached Here Lo,

INSFECTION AND AGCEFTAMCE

ELAW FAR 42 401(k)Y, arma 16 5033
Inspoction and  acceplance of  the [iecvices/Suppliest will be periaracd at 5490
Fearsgon Driva, Wright-p erson AFE DH 45433 by tha Contracting Off fcer gt hix

desjonated rapresentative,

PART I - rHE SCHEDULE
SECFION F
DELIVERIES OR PERFORMANCE

FERIQOD OF PERFNRMANCE
[TAW FAR 14 . a09{a))

Ferfarmarce undar this contragt shall .o From @1 Oct 18938 (k- 30 Sep 2000
PLACE OF PERPDRMANCE
[Taw FRR 14.491fa)}

GErYiCes under thir cantrooct ars Fequaed to be performed At the following

Tacationfs)y: AFSAC/IT.

52 _242-15 STOP-WORK ORDER Adiy 13EG
[TAW FapR az 130S{m]{s)}

FART I - IHE SCHEDULE
SECFION G
CONTRACT ATMINISTRATION DATA

ACCOUNTING AND APPROPRIATIDN DATA
CON I RACTIR : INVOTCES SHOULD BE PREPAM: 1 1N ACCIRDANGCE WiTH Fa3 PART 32 PATHINTS

CLALEES . IMNVOICES SHOMILD €ITE TIE CAMIKALT MUMEER  AND LEsr  aPPLICANLE COMTRACT
tTHE ITEM WUMBERS AMI a%SSOCIATED CHARGE -
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PAGE & OF 15
COMTRACT NUMEER F33600-85-4-00ga

GEMRD IMNVOICES TG THE alIRESS LISTED BELOW-

AFSACAIT
24930 PEARSOW RO
WRIGHT FATTERSOM arE OH  45433-5337

ACEM Am - 2T11X8247 ALS2 447 AYM1 QADMOD 1P1Z26P GLR244 OO0 SO0
$1.075.,245 .00

PART I - THE SGHEDULE
SECTIOM H
SRECTAL CONTRACT REQUIREMENTS

WAGE DETERMIMATION

(1AW FAR 22.:1042-1)
Searvice Lontesct Aot Wage Determination Nr 94-3418. duted 27 May 1889, i3
attached hereto and made a part heroof,

INFORMATION TECHNOLOSY

ail infermatiarn  tecrnology items  mUSt or Yoor 2000 campliant, or nopn-cameliant
items mMuUsEt e uppradod to ba Year 2000 conpiiant By 31 NDec 929, Taar JOHHD
corpliant means  informetion techraology  that accurataly provesses Jatastime data
(ircluding, oub not 1imites  ta caloulating, corparing., and  saguehaing} from,
ftnte. and  between the  twentieth and twenty - fFirst conturies. amd the yoars 1999
ared 2030 and Leap Year csalouwlak uns. Turtharmsre, Yoor 2000 camplianl infarmatianm
TRCANO oy 3he11 AfSurately  process  datestimc data 1f the nther information

lechinulogy proparTy Axchanges gates/time data with it

PART II - CONTRACT CLALUSES
SECTION I
CONTRACT CLALSES

b 252-2 CLAUSES INCORPORATED BY REFEREMCE FLO 1328
{Taw FaR 92.187{ot)
The full text ol 2 clause mey ba arcessod elecirenically At this/these addressies):

Regulaticns AL [C1ick on the appropriate regulation. )

http:fjfars1te.h1l!.af.miTfrughtmTfhagsffarzafmcfarsf%ardfarsffnrf
far1tos, htm

http:fffahsite.hi1l.aF.mi1freghtm]fregsffar:afmcfar;ffaPUfars;dfarsf
afarTtoc. him

http:fffars1tn.h111.af,milfreghtmlfr-gs;rarﬂafmcFarsfaf_nfm:faffahsf
affaritoc.htm

http:fffarsitn.hiTl.aF.mi1frnghtm1fragﬁfFar2a+m¢far:}nf_afmcfafmcfargf
aFmcitoc. htm

MOTE: &fter selecting  thne appraptieta regulation  abowve, at the "Table of
Contontus page, conduct a search for the desirod regulation refarcncoe wsing your
browuser s FIND  functilon,  Wnen  Tacated, click on tha ragulation referanca
{hypoelink ).

FAR BLEA CLAUSE TTTIk DATE

B2 202-1 DEFINITIONS DCT 1945
LIAW FAR 2 2011

52, 2003-3 GRATLUITIES APR {344
[TAW Far 3.252)

BR.203-5 COVENANT AGAINST COMTINGENT FEES LPR 1284
CIAW FAR 3. 4041

52.203-7 ANTI-KICKEATK PROCEDURES JUL 1535
[Taw FAR 3,502 1]

52.203-8 CAMNCELLATIGON, RESCISSION. AND RECOYERY AR 1dqE

OF FUNDS FOR ILLEGAL GOR IMPROPER ACTIVITY
(IAW FAR 3. 104-8{a))

92.203-10 FRICE OR FEE ADJUSTMENT FOR ILLEGAL OR Jar 1297
IMFROFER ACTIVITY
(1AW FAR 3 104=-3lbL3y]

52 203-12 LIMITATION OM FAYMEMTS TO INFLUENCE CERTAINM WM 1337
FEQERAL TRANSACTIONS
(Iaw Faflk 4. 308(L1)

592 . 204-2 SECURITY REQUIREMEMTS LUZ 12396
[TAwWw Far 4.4040m)1)

52 304-3 PRINTING/COPYING DOUELE-SIDED OM RECYCLED PAPER JUN 1338
{law FAR 4,304)

52,.211-15 CEFENSE PRIORITY AND ALLOCATION REQUIREMEMTS SFE 1Eyd

{IaW FAR 1: 604(b)}] '



FAGE 9 OF 15
CIMTRAST MUMEER FOAR-99 -2 -008g

T-128. =2 24E-2 AURIT AND RECORDS--MEGGTIATION JUN 1985
{idw FaR e 208ik)i(1))

I-128G6. B%.215-8 ORDER OF PRECEDENCE--UNIFORM CONTRACT FORMAT T 057
{IAW FAR 15 _2080(n}}

T-1ydc, B2, 21B-10 PRICE REDUCTION FOR DEFEGTIVE COST ok OCT 1957

FRICING DATA
{IAW FAR 19, 406(K0) }

I-13=2c. B2 ,.21%-14& PENSICH ADJUSTMENTS aND ASSET REVERSIONS LS 1898
{140 FAR 15.408(g};

I 14810 52, 215-18 REVERSION DR ADJUSTHEMT OF B ANS Fom ooT feav
POSTRETIREMENT BEMZFITS {FRE} OTHER
THAN PENSIONS
[LAW FAR 1S5, 40B(j})

I-ravy. =7, .216-1@ NDTIFICATION QF OWNERSHIF CHANGES AcT 14ag;
CIaW FAR 45 anefi))

I 197k, 52 2%8-24 REQUIREMENTS FGR COST OR PRICING CATA OR OZT {387
INFORMATION OTHER THAN COST OR PRICING
DATA--MODIFICATIONS
(1AW FAR 15.308(m}}

I-4124. S2.217-8 OPTION TA EXTEND SERVICFS MOV 1988
(IAW FAR 17 .208¢¢1)

I-185. B, 217-9 OPTION TO EXTEMND THE TFKM OF THE CONTRACT MOY 17995
- {lAW FAR 17 _2081g)) )
Far the pUrpoIes of this clauss The Bla~kis]) rsfare ceme ricd as Fel Taws
(a]l within 30 days:
at Teazt BO days

fol ERalt fot excead GE months .

i-254. B52.218-8 UTILIZATION OF SMALL EUSINESS CONCERNS LoT 10o9
LIAW FAR 12, TOB(a))
I=24%. 52,2934 NOTICE TQ THE GOVERMMENT OF LAROR DISPUTES FEE {997
(Itw FAR 22.103-5(a})
i=2a7. 582 39%-n CONVICT LABDR LG 1886
{TaW FAR 22.z20%) )
1-3g3C. 5B2_.222-71 PROHIBITION OF SEGREGATED FACILITIES FEE 1984
(L&Y FAR 22 Bigialii1t)
1-261. EZ. 222-986 EQUAL OPPORTUNITY FEE 10809
LIaw FAR 22 840{e))
I=itvg. 92, 29%-85 AFFIRMATIVE ACTIOMN FOR CISASLED VETERANS AND LR 1998
VETERANS OF THE YIETHAM ERA
(IAwW FAR 22 1308{a1{1). anrd NELRS 222 famafalrl{11
1-276. B2.32%2-38 AFFIRMATIVE ACTIOMN FOR WORKERS WITH DISARILITIES JUM 1838
{TAW FAR 22.1408(a))
I=278, KB2.292-47 EMPLOYMENT RERORTS DN DISAHLED VETERANS JAM 1958

AND VETERANS OF THE VIETHAM ERA
{TAW FAR 22.130&{0L})

1-2B83. EZ, 297-21 SERVICE CONTRACT ACT OF 1955, AS AMENDED MaY 148y
{IaWw FAR 2. FOOS(=21]

I-0R4 E2.2322-4%2 STATEMENT OF EQUIVALEN] RATES FOR FEPERAL HIRES WMay 089
(LaW Fap 23, 1006(kK) )}
Far the putposes of Thiys olewse tho L wrk (g} 15 are cempierad ag Fallows-
Im compliance with  1he Service ot act Act o 1965, s Amentded,  and the
repulations uf the Secrotary of laltne 3 CIR Fart 4], tria rluuse idenl iFies tha
clasz&as af sorvica amp ] oyires gxpent sl to be empioved  whdes the cantracr amd

States the wuges ard (ringe benefits HevAZle to pach if they werg arplryed iy the
cOntract ing agensy sHbject to tho feawtisans of § U5 . hadf ar 534y

THIS STATEMENT IS IGR INFORMATION GHLY: IT
I3 NDT A WAGE LETERMINATION

Emplovyar Clpsg Muretary JWane - Fringe Horofits
PC PROGRAMMER $16.60
SITE ADMINISTRATOR $19.R9

NETWORK GPERATIONS SPECIALIST 520 50

GFFICE AUTOMATION SPECTALIST £20 .90

OFFICE AUTOMATION FROGRAMMER Y30 80

SUN/UNIX SYSTEM ADMINYSTRATION £20.90
SPECTALIST

SYSTEMS ENGINEER $233_0Q0
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222-43

222-44

22R-2
223-%
223-9
225-14

2B-11

L2781

227-1

2273

#227-10

.248-58

.239-4

.249-5

230-2
230-8
232-1
232-8
X32-11
232-17
2331-23

1

RISK/RELIABILITY TECHNICIAN $20.90
FUNCTIONAL LOGISTICS AMALYST 120,30
QUALITY ASSURANCE TECHNICIAN $20. 40
TECHMICAL SPECIALIST/HARDWARE $22.84
TECHMICAL SPECIALIST/SOFTWARE $20.90

TECHWICAL WRITER 420.90
INSTRUCTOR $20G. 90
SECURITY MANAGER $20.840
OFERATIDNS COORDIMNATOR $17.4%2
MNETWORK HELP DESK MANAGER $17.45
DATA TECHMICIAM 311.08
LEAD COMPUTER OPERATOR 514 .41
COMPUTER OPERATOR £11.79
XEROX OFERATOR $10.14
SEMICR SYSTEM PROGRAMMER $20.30
TELECOMMUNICATIONS SYSTEM $20.90
PROGRAMMER
TELEFROCESSING MOMITOR 520.90
SPECIALIST PROGRAMMER 317. 485

FAIR LABOR STANDARDS ACT AND SERVICE CONTRACT
ACT--PRICE ADJUSTMENT (MULTIPLE YEAR AND OPTION
CONTRACTS Y

[laW FaR 22 1casic)i1d

FAIR LABOR STANDARDS ACT ANMD SERVICE CONTRACT
ACT--PRICE ADJUSTHMENT

[TAW FAR wi 100B(e)i2)]

CLEAN AIR AND WATER

(IAW FAR 23405k}

POLLUTION PREVEMTION AND RIGHT-TO--KNOW INFBRHhTIUN

Claw FAR 23,1005
ORUG-FREE WORKFLACE

[IAW FAR 23 .504)

TOXIC CHEMICAL RELEASE RERORTING

CIAW FAR 29 . 907TRY)

RESTRICTIONS OM CERTAIN FOREIGM FURCHASES
[TAW FarR 25 7034

UTILIZATION OF INDIAN ORGANIZATIONS AND INDIAN-
OWNED ECOMOMIC ENTERFRISES

(IaW FAR 26 .10ala))

AUTHORIZATION AND COMSENT

1TAW FAR 27 . 201-2(al}

NOTICE AMD ASSISTANCE REGARDIMNG FATENT ANMD
COPYRISGHT IWFRIMNSEMENTS

[LAW FAR 27,202 2}

FILING OF PATENT APPLICATIONS --CLASSIFIED
SUBJECT MATTER

(1AW FAR 27.207-u)

INSLRANCE - -WORK ON A GOVERNMENT INSTALLATIDON
(Taw FAR z28.310)

FEDERAL, STATE, AND LOGAL TAXES
{MONCOMPETITIVE CONTRAGT )

(IAW FAR 25.401-a)

TAXES--CONTRACTS FPERFORMED IN U5, POSSESSIONS
QR PUERTO RICO

{IAW FAR 28 401-8)

COST ACCLGUNTIMNG STAMDARDS

CIhW FAR MDY 20¢-<E(gbi1))

ADMINISTRATION OF COST ACCOLUNTING STAMDARDS
(1AW FAR 20 201-40d1{1)]

PAYMENTS

CTAW YaR 32 11-(@ii1)]

DISCOUNTS FOR PROMPT PAYMENT

[Taw FaR 32,4410z} {1}

EXTRAS

C1aW FAR 32, 144(di(2))

TMTEREST

[TAW F&R 32 . 617{a}. and 32 . &e1TiRN)
ASSIGWMENT OF CLAIMS

(TAW FAR 32 MOE(a2)(7]1
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CONTRACT NUMBER FAJICOO-9Y -C -O0RY

52 .232-25 FROMPT PAYMENT UM 187
FEAW FAR 32.308(c))

For the purposes of 1hig clause the crankis) isfare completad as fallows -

fal{E¥{ 1) ¥&h

-DERN 30th

B}.232-3%3 FAYMEMT BY ELESTROMIC FUNDS TRAMSFER-- May 1880
CENTRAL CONTRACTOR REGISTRATION
{TAW FAR 32 .1110(m (41,

52 2ag-+ DISPUTES DEC 1g9s
[TAwW Fap d3.218)

B2, 233-3 FROTEST AFTER AWARD AUG 19594
[TaW FAR 33 108{b)}

S2.237-2 PROTECTION OF GOVERMMENT BUILDINGS. EQUIRMENT, AFR 1984
ANMB VEGETATION
{IAW FAR 37.41040)}

EZ.2432-12 BANKRUPTSY JUL 1886
LTAW FAR 42 8033

22.243-1 CHANGES--FIXED-PRICE ALG 1887
CIAW FAR 4% 205(a)(1} .

k. 243-1 CHANGES--FIXED PRICE -- ALTERNATE T AFR 1984
{I18W FAR 43 20 {aifx))

52 _245-3= LIMITATION OF LIABILITY——SERVICES FEE 1487
(AW FAR 35 _BOS)

8% . 248-1 YALUE EMAINEPRIMG MOy 1909
(LAY FAR 48, 204(h} and LY

£2.245-4 TERMINATION FOR COMVEMTCNGCE OF THE GOVERNMENT APR 1384
(SERVICES} (SHORT FORM
(TAW FAR 49.503(¢))

EZ.245-8 DEFAULT (FINED-PRICE SURPLY AND SERVICE ) 48R 1284
§TAW FAR 49 604{ak(11;

52.%52-8 AUTHORIZED DEVIATIONS IN CLAUSES APR 13R4
(iaWw FAR B2 . 107(#];

Fer the purpeses of this clague the L sukigl i=fare completed as Fallows:

{b} Deferye Fedaepat Acouisition RepuTstion aupplement (48 oFR Chapter 77

52 .2683-1 COMPUTER GENERATED FORMS Jak 1RO
{IAW TAR 53 1113

252, 203-7001 PROHIBITION ON PERSONS CONYICTED OF FRAUD MAR $935%9
OR OTHER DEFENSE -CONTRACT-RELATED FELOMNIES
{Tow OFARS HIE.BTO-[)

232.204=-7003 CONTROL, OF GOYERMMENT FFRIOMMEL WORE FPRODLICT L T e
[law DFARS 204 .404-70(1 11

252 204-TD04 REQUIRED CENTRAL CONTRACTDR REGISTRATION MAR 1anag
(Taw Jrars 204, T304)

(Met spplicakic to awards with fareiyr vandors and foreior parfermonce )

282 a04-7005 ORAL ATTESTATION OF SECURITY RESPOMSIBILITIES AL 1438
{TAW DFARYS 204 . 40d-700c 1

B52 . 20%- 7000 FPROVISION OF INFORMATION ToO CODFERATIVE AGREEMENT OErR 1994
HOLPERS
[TAW DFARS 205_470-23

452 2157000 FRICING ADJUSTMENTS nNec 9%
LTAW DFARS 215 408i 1)}

2532 . 245-To0z COST ESTIMATIMG SYSTEM REQUIREMENTS oCT 199a
([AW DFARS 2o dcarzat)

292, F23-T004 DRUG-FREE WORK FORCE SER {mRM
(18w DFaRS 233 ST0 -4{31, )

252, 229-7008 PROHIBITION ON STORAGE AND DISPOSAL OF TOXIO AFR f4uy
AND HAZAREDOLIS MATERIALS
(iaw Drars 223 ,7103)

252.226-701% FREFERENCE FOR CERTAIN ODMESTIC COMMDOITIES MAY {ggg
{IAW DFARZ 225 7o =2la

252 . 22%-7085 RESTRICTION ON ACOUISITION OF FDRGIMSS JUM o {SaT
{ITaWw 1:FaRg 220, T1G2-4ia0)

2R2 . 227-T043 RIGHTS IW TECHMICAL BATA -MNONCOMMERCI AL ITEMS Ny tg9ag
(TAw nraps AT F102-3(y, and 22T . 7A0A=6{a) )

(e 23 e Contraci'o. agserte for viueld . oF tho gersons 1dantifivd balay,

thar the Sovaroment =z rights e use, relesse, or digclozse T Fu1law1ng

tethmicul odata shoulg pe rostriste. -
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Technical datg Assorted hWame of persen
e Be Furnished Eazis faor Righte Assarting
With Restrictionss ATmmST oK Categor sk Regtrictianserkxk

I[f the ageertivm 15 appl:cable to items, components,  or Eracesses devealopod
at private expensa, identify both tho date amd Rach auch item, companeni. or
prasess .

Gencrally. the develgpmant <F an vteam, conpanant, ar OrJCeEE 3t private
erpenze, e1ther esxclugively or partraliy, 12 the only besis far AZEAMT THG
restrictions on the SGovernment s rightz  to s, relaasao, or dieclose
tachhical data partarning o 2uch o Loms, components, ar proceusses, Trndicate
Whatnaer developmant  waos excTuRTYCly  or partially at Private mxpenswo, It
tevetopment was oot gt Private @mpenre,  antar the specific roasgn faor
anserting that the Govearement s rignts should be rastricted,

Ehter asgerftcd righte cAategury (a8, goverpment Aurposg lfoense rights (ran
a priar  contragt, rights o n SEER duta gatearatod urder arother certract,
Timited ar govarmment fpurpose righils under  thas or g prior  pomtract, or
Specilcally regetiated 1icerssr)

Carpueration, individual, &r othee Rersat, as apgropriato.

Lirte
Printad Mame angd Title

Sigratyro

[Emd of ident i Fiogtion and assertiand

(2] Gavermmenl purposs righly markirges
Data delivergd &r ollwrgl ae furmished to the Govermmest pPuUtpoge
Fights shall ba marded as follows-:

GOVERNMENT PURPOSE RIGHTS

CoOntrast Mo,

Cartractor Name

Contractor Adorooss

Expirgtian (hade

The Gevernmont's Fights 4o yam, Mo i Fy, reproduoe, realeaso,
reErform, display, aF darclose these tochnical dala are reastrctesd
tay paragrapph (21021 af 1k Right®s 2n lechnical Data--MNoneammerical
Items clause gomtaired  in The  abowve  1dastiFiod contract Mo
FRILrictinns apply aftes the @<piraticn  date FRown above. Any
repreduct ion of tacheiieal data or portions ihereof markod with
thie Tegord must Alsa reprodusa the narkings
[Ercl uf Legano)

[3) Limitad righits markimgs.

Date delivered gr ctherwsa furmishmi to  tha Gavernmant Wi tb 1M ted
rights =kall D marked with tha folluwing 1agend-

LIMITED RIGHTS

Contraczt Mo

Contrastar Mame .

Contractor Addrass
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The Goverrment s Foghis to uyge, mod i Fy, ropreduse,  release,
RErfors. diEplay, or discinue there technicat  dats ase regtriatad

By paragraph (B3 a1 Fights rm1 TeCAM1CA] Jata--Noocommeroial
Tilems clause containe: in the  asbove  1dentified CONtract Ay
repraduction  af lect-ical data ap potiions thoreal marckec with
this legand muast alzo "eproduce the mark ivgg, Ay pRrISN, ather than
the Goversment, WU s BRen providen HLOCBES To such data must
Promptly notify the above namod Cartractior.

CEnr of legend)

4] Spetial license righte mark ing,

(il Data 16 which tma Bow nant s rightE  stom fream o FEasifical 1y
regatialed 1iearse sha'' Be narked With the following legend:

SPECTAL 1 ICENSE RIGHTS

he Goverrmont’s rights too e, mioelify, reproduce,

relegas, P form, display, ~r cinclose thass data ke

Fegtricten by Somtract Mo, ] LIrser1 contrast
riumbar . License Mo, C{Immect 1{cense
identiticr) - Any rerroduclion of techbica] oata

or partions thersol marked with ki legend nust alss
raprodiace tha mark ings.
LERS ciF T egend )

IA-336. 262.227-7T014 RIGHTS IN NONCOMMERCIAL COMPUTER S0FTWARE AMD Ul 1885
NONCOMMERCIAL COMPUTER SOFTWARE DOCUMENTATION
(LaW DFaRS PET.TICA-G 011 )

ITA-337. 2362.227-7015 TECHNICAL DATA- -COMMERC T AL ITEMS Mgy 1098
{IAW DFARS Z227.7400-41

TA-384. 252, 231-7T000 SUPPLEWMENTAL TOST PRINCLIFLES PEC 1524
(IAW DFERS 239, 100-700

it -84, 252,243-7001 PRILCING OF CONTRACT MODIFICATIONS JEC 199
CTAW NFARS 243 205-11)

Ia-6as1. 252.243-70032 REGLIESTS FOR EQUITABLE ADJUSTHENT MAR 1949B
(IAW LFARS 243 .208-721)

TR=205. S362 . 204-9000 NOGTIFICATION OF GOVERMMFMT SECURITY ACTIVITY MAY 155&
[l1aw AFFARS =204 404 e

IB-30G. B39Z.:4-3001  VISITGR GROUP SECURITY AGREEMENTS MaAY 1905

(AW AFFARS 5304, 40d-9i

I5-A70. 5381, 223-8000 ELIMINATION OF USE OF CLASS I OZONE MAY 1336
DEFLETING SUBSTANCES (DDS;
[I&W aFFARS S3AZA . BEG-T)

For the pmirpases of this clause Miv Blenkis] s/cre campielcd as Fel o ;
i}
Zubstahce ARl icat iandlise Quart 14y §lasgj
NONE
1E=321., B36Z, 233-9001 HEALTH AMD SAFETY ON GOVERMMENT INSTALLATIONS JUR gy
{la%W AFFARS BH23. G003}
IB-343. bG352. 242-2000 GONTRACTOR ACCESS TO &TR FQORCE May A0%G
INSTALLATIONS

(I4W AFFARS 5342 _490-
Far the purpose= af thifs ciause |he Bixkis) isfare zemplcred ax fTollows;
() AFBAC/IT. BLDG 853, 2430 PEARSON PRIVE, WRIGHT-PATTERSOM AFB OH 45333

IB-sa2 5352, 227 -8000 EXPORT-COMTROLLED DATA FESTRICTIUNS {AFMO) JUL 1z27
1AW AEMCFARS SI2F RO .0
fal For tha RUFpOse of thiz alauge,
¢1} Foreign peraon is Ay pErsc Who 38 met oA citizam o nationay of the

u.5, op 1awFu1]y admiticd to the o1 9. far  pormanent reSidanss wunoker tha
Immigration ang Mational ity Ast, ond inelaes foragign ~orporaticans, inzarnationali
Broanizationg, and torcign govarr.aves:

[z Fareinn repreatentative 18 am. .aug, ragardloss af MaAt . enality ar citizenslio,
acting AR an agent, FEDCEEArL 2 Ve eflimiul, or enPloyeg of A foreign
wreernmant,, u foratgri-owoed ae irg taeoced fiem, COrparatian or persan:

[2) Foraron sources  arw thees ourcas  (wvendors, Subicontrastors ., oas

supprlierzt cwasd ong centralled Ly a Fareign zeraon: ang
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(B) Tha Centractor shall place a clause inm EUbsontracty coAtaining apgrooriate
gspurt contral rastrictions, sSet fartk 10 this ¢lause,

[} MNathi1ag in this clause wafves any  raquirament  iMposed by ARy ather U5
Gowerament Egandy with respest  to amplcymant of Foreign nationals gr L ET-E=Tok
cortro?led data and infarmatian,

K-} Equripmert amad tezhrical data ganerated ar del rvared under this Sontract gra
codtral led 9y thRe  [mterngt fana’ Frraffic in Arme  Regulaticn {ITar), 22 CFR
ACYioNT 121 through 128, AR mapoet iTense I8 reguireg before assigning anmy
foreign seurcs rto perfor® work under this Santract or bafare granting acsess to
Foreign Perssns to amy equ-prneat ard reska1cal Jata ganaratad ar gzl ivereg during
parformanco ($2@ 22 CFF Sectign 125%). The Corrractar shall netTiy the Contractdag
OFF1cer and ootain written acproval of the Tgrtrasting OFF iger prior to aszigring
oo granting  access  to any  work, squigmant, or technizal gata ganarated or
dial iverad Lager this comtract to forgign parsons or thair Fepresantativas . The
roTifizatian shall fARSlude Ehe name amd cauntry of origin af the foraign persom
QF racrasentative, the spocific work, BEquiznent, gr Zats ta which TRe poarson Wil
P&ve acoess, ard whather the foreign pecrson iz ciearad ta have AfZaBs to techAical
data [Uab S220.22-M, Nationgl Imoustrral Sscuri{4y Zrogram Operatiag Manual (YISPOMI)

I0-454C. 5382.238-3001 INSURAMCE CLAUSE IMPLEMENTATION (AFMO) JUL 1357
(IAW AMMCFARS 5328 .71 a) ama S3EE . E11=1)
Tha Cartraceoe skall attain ang MR Atan tie ‘minimum kinds  and amagrts af

insurance  during performance af  this contract BE Soec Fied By FaR 28 a07-1.
Prapility, and contomplated oy FAR S2 . 3276-5, Insurarce--Work am  a Goverpmam:
[mstallaxies, arafor 32, 228-7, Insurarce--LfaB11 ty ta Third Parsans .

TR-JEET. 5392, 237-9007 CONTRACTOR IDENTIFICATION [AFHC) JUL 133¢;
tliw AFMCFARS 5327 . 110-50000)
ial Cuntragice perscrnel  ans tkerr Subotmactors must idantify thenselves as
LEtragtots ar subecntractors Tisring megt:rgs, TelrpAane Sanversaticng, in

2leciromis messages, ar aorrespordence relgtes o this contrast.

(B! Coantracitor-ocousisad faciliz'a@g (4™ AFML  oar cther Gavarnmer irataltatians)
Buch a5 Off:icEs. separate ragms, ar cuoiclpog mest Ee Slearly  {geamtifiod witn
Cantracior supplienr =igrs. mame glates or Jthar ifentifization, showing that
brue are work asocas Sgr Camtractos oe FLUOCortrActer pErsonrag!

LE=S42C, 353E2.245-9004 BASE SUSPORT [ AFMC) JUL sy
[TaW AFMIFARS 5345 106=90{0))
dase Fugport sRall ke provided Ly tne Soverrmact T2 the Contractes '@ ACCRrTANCS
WI1tm o thig o lause . Failare Ly the Cohtractar to SIrply witha tre rogquirememts aof

th1g clawse zhalt ralease the Govasrrent, without prejugice,  From itm abligat van
i vrovidd bage  suppart By the dute(s) meQuirad. [t warrantad, and §F tha
Cantracior has compligd with  the reguiranants  ar Ly olause, A equUl tao a

AdLFTReEnT Shall DA made 1 f the Govermmant fails to srovids base support By the
fatais] rocuirgs.
{al Znse  guopart includes Gaverneenb=rantrel 1ag Wik ing  zpace,

material . squicmant | services Circlading sutomatis aata Groceasingyd, ar

stner guepact lexcluding use of the Defznze  Switched Netwark (DSMY)

whign e Savernment Zetermiccs  can be made avallable at, or throoga,

amy Air Farow inztgllat-on wnure th's coptrast Fhall be parformed A1

Sovermnne oropar Tty (Y] the  poggaxzoan ot Lhe Contrastor, providad

Thragn tne TAZe sLpport clausd. shali e oused ang FARAQRO v accarsAance
=1 tm the Gavearnment Property ol auses .

by Tre air  Force sAztallactions prov:dirg (ke support snall Be 15 ted

I Subparageaph (8], and the Sovernman: sussort Fa be furnisnes Ty =ach

instaliatron Lnoer this comtragt stkall ae |-5ced in FUOpAragraul: | €]
(2] Jriegs  ztAgrwsge stipudlated 11 L contract scnodule. gumpart
shall 28 graviasd un a ng-zkarge~for-Lse o0as15 BMY tHe value zhali oooa

Aart of the Gover ma@nt’'s contract congidgratios.

{al  The Contractor agroes o immadiate’y rapart (with a copy o tme
cayr cant CAQ) iradeguociog, dafactive Goveremant -Furnisned Oroparty
LGFFT 3 AZnava “alz ity of suppart stioulated by the carcract azkecilg,
together &1 0 4 ragommendad plan For eI Irng the reguired s.onor: .

Tha SGaverriont  agrees to Qdeterming {withia 10 workdays ) the wal-disy
ard cxtens of tre avolved faguiranart ama Loo e fngg By whick it sha!

Bu fulfilied i{& 3., purchasa, rertal, ieasae, GFP. mte ). Faciliziasg

shatl |l ret Be pocchbasad wmder thas o lause . Aaditianally, tha Cartractor
lar auiForizuy regrasantativat skhall mat Aurchasa, gr 2tharwisa Furm sm
ANy DaLE 5Up0ert  roguirgmant  oraw dod bre thka clause  [(ar ay*rarizo
Lthers €2 do sal,  without prias wreitzan acpraval  of *ha Comtrac::ng
AFfizar ragacding tha prico, tarmg. At ol taians gf the arogosad
AT, Tr Aoetaoval o xf otrgn Arrandsmnt s
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Following ars Inztallaticns where Gaze f4pport will be proavidad

AFSAC/IT LOG B9, AREA &, WPAFA On 434331-5437

0f)
arso

fhe Scversment SUppRrT ta o furAished onger this vontract iz non-
1_=mrvices, Because of tha mature mng lacation(al of thg worhk

performed.  the value af 3UCh aduaipment  ix undetgrminan la, Thiz
Contractar shell  noet {peoe any COET rasulting fram ronsuppor t priar o
Contractinrg I £ icer FARCUCrONCe M aAccordanca with thig Slauge .

FORM MR

00 FarRMm

S0W

PART 111 - LIST or DOCUMENMTS, EXHIBITS AND OTHER ATTACHMENTS
AECTIQN 4
LIST OF ATTACHMENTS

TA11 listad Attpchments aro_at the and of tnls document

TiTeE CATE MB 0OF PAGES
f4a=1 COMTRACT DATA 30 AFR =9 10

REMIIREMENTS L1ST | CORL)

STATEMEMT OF wWOREK rcs 28 Alg a3 2d

COMMUNICAT IONS ACOME 1 ER
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COMMUNICATIONS/COMPUTER SERVICES
TO THE
INFORMATION TECHNOLOGY DIRECTORATE
AIR FORCE SECURITY ASSISTANCE CENTER

(AFSAC/IT)

CONTRACT F33614-99-C-0089

25 August 1999



INTRODUCTION
1.1 Organization

AT SACTT
5490 Pearson Rowld
Wright-Patterson Air Force Base Ohio 45433-5332

1.2 Clontract Tille

The title of this effort is Commmications/Computer Services (C/CS) to the Tnformation
Technology (IT) Directorate, Air Force Sceurity Assistance Center {AFSAC).

1.3 Period of Performance

The period ol performance for this Statement of Work is 1 Oclober 1999 throuph 30
September 20040,

1.4 Purpose

The purposc of this effort is to pravide the AFSAC and the AFSAC's Forei ant Militury
Sales customwrs with non-personal services and technical expertise in support of AFSAC's
Security Assistance Management Information System (SAMIS), Local Area Network
(LAN}, Wide Arca Network (WAN), Office Automation Network (PCNet), and olher
related systems. This shall be accomplishod by the improvement of existing systems {o
meet functional user needs, development of new systems, and agsisting AFSAC in
providing averall icchnical support for AFSAC's case managers and AFSAC’s forcipn
customers.

1.5 Project Background and Objectives

The Air Force Maleriel Command (AFMC) Air Force Securily  Agsistance Center
(AFSAC) has a requiremenlt lo obtain systents engincering and technical assistance for an
Autosmiaied Data Processing (ADD) system and associated networks which process
Security Assistance data in supporl of the Foreign Military Sales (FMSY mussion. To
accoimipliah 1his mission, AFMC/AFSAC hag implemented SAMIS, an interaclive data
processing system and cstablish an office aulomation Locat Arca Nebwork (LAN).
SAMIS and PCNel provide government personnel inmediate aceess to information used
to manage the purchase and support of military equipment and supplics by foreign
rovernments.



1.6 ADP/Telecomnmnications Environment
1.6.]1 IMardware

AFSAC cuwrently operates and maintains its own Local Area Network (LAN). The
AFSAC LAN is engineered aronnd Novell Compagq servers roaning 4.X and Sun Spare
servers running Sun0S 4.1.3 and Solaris 2.5 and 2.6 or greater, nctworked together via
Fast Dthernet and fiber connections. The LAN backbone is compriscd of CISCO hubs and
smart switches eonnecting approximately 600 individual ports together using Virtual LAN
(VLAN) technology. ‘Fhe AFSAC uses Pentium based PCs, Novcll file servers, Sun Sparc
stations, CISCO hubs and swilches, and other communication devices to provide internal
Office Automation ((3A) and worldwide communications capabilities. The Novel! servers
provide access to OA soltware, data storage and retricval, print and file server
functionality, data/ser sceurity, cle. The Sparcs provide 'I'N3270 terminal emulatian,
World Wide Web (WWW) access, Web Iyper-Text Markup Language (HTML) and Java
development, Oracle database capabilitics, email, or other canmunication requirements.

1.6.2 Software

The nolwork management system nses Netview 6000 Tnvered with Clisco Works for
Switched Inter-networks (CWST), Ciscoview, VLAN Director Traffic Director, und
Netsys o provide proactive monitoring of network trends and statistics. Software (c.g,,
Graupwise, Microsofl (MS) Power Point, Word, Execl, Access, Windows 95, desktop
faxmg, 3270 protocol cmulators, 0) provide mnch of the QA supporl to the users. MS
Windows 95 is the standard Graphical User Interface ((FUL) saltware, MS Word is the
common word processor. BeyondMail presently pravides mail handling support.
AT'SAC will he upgrading fo cither Groupwise or MS Fxchange for mail handling and
scheduling services within the next year, 3270 emulation softwarc runs on the Sun Sparc
stations to provide nsers access to the Security Assistance Management Information
Syslem (SAMIS) mainframe computer located at Tinker AFR, Oklahotma, via terminal
device emulation.

1.6.3 Communications Protoculs

Communications protocols include simple Network Management Pratacol {SNMP),
Transmission Control Protocol/Internet Protaco! (TCP/IP), Fthemet, Fast Ethwernet,
X400, 2500, TPX, and SPX Prolucol analyzers are configured apd monitored o o iy
proactive identification of' LAN crrors and problems. 'I'he Network General Sniffer LAN
analyeer is used to collect system perforinance and operational statistical data.

1.6.4 Opcrating Syslems

Operating systems include ALX 421, Netware 4.11 {Intranctware), Solaris 2.5 and 2.6,
and SunQS 4.1.3 with a growth potential to versions greater than these specified.



2.t TECIINICAL SERVICES REQUIRED
2.1 Task Description

The contractor shall supply all necessary gualified personng], site management, materials,
and non-persenal ADP services in support of the mission of the AFSAC and its customaer
countries. Travel muy be required in the performance of’ this contract. The cotitractor
shall provide scrvices in support of requirement anatysis, design speciticalions, systoms
development, prololyping, fraining, technical documentation, and  Independent
Verification and Validation (1¥ & V) for existing and proposed AFSAC computer systems,
Non-personal C/CS services include, but are nat limited (o, communicalions ot compuiler
systems design, programming, (usling, system mainlenance, docutnentation, network
contral, UNLX system administration, Intra- or Intemel systems adimmistration, Novell
systems admitisiration, helpdesk administration, and personat compuler {(PC) saftware
support.

2.2 AFSAC ADP Computer Systems Tasks
2.2.1 Site Management

The coniractor shall provide sn on-site manager (o perform administrative dutics necessary
to ensurc (he proper assighment of workload, resolution of conflicts, coordination of all
contractor cfforts and timely stalus reporting. This manager must work closely with
Government management in all phases of workload privritization, assignment, and related
lasks docmmentad in this Statement of Work (SOW). Duties of the person assigned to (his
task include, hut arc not limited to, the following activitics:

2.2.1.1  Actas the ou-site adminisirator of contractor persounel,

2,2.1.2  Provide overall level of expertise (0 ensure workload problems arc addressed and
appropriate contractor personnel complele work assignments,

2.2.1.3 Provide the technical background to manage all AFSAC ADP  systun
wleeommunications, application developineni, and operarions efforts,

2.2.1.4  Sctve us the point of contact for Joh assigmments, rescarch requiremicnis, and
wurkload coordinalion,

2.2.1.5 Provide the technival background nueessary to ensure that AFSAC ADP systems
are utiized 1o the fullest advantage, incomorating integration technologies, and ensuring
the automation of system functions provide users with the tools reguired to accomplish
thuir mission.

2.2.1.6  Provide monthly progress reports of work accomnphished (CDRL AQG].



2.2.1.7 Ducument project planning for accomplishment of specific tasks (CDRL ADO).

2.2.1.8 Wark dircetly with Government personnel in establishing prioritics of work to be
accomplished.

2.2.1.%9 Coordinate team efforts to accomplish requirements affecting several kinds of
expertise {c.p., system administration, system programming, teleprocessing, telecom-
muntcations applications programming, PC support, and help desk support).

2.2.1.10 Ensurc thal contractor staff iz adcqualely trained in all arcas of responsibility
and/er pravide additional training or substitution of personnel to mect conlinuing changes
and enhancenents 1o the SAMIS/PCNet system. If the contractor stafl’ requires additional
training to meet the roquired level of expertise, the training, associated (ravel Expenses,
and per diem expenscs will be incurred at the contracior’s expense. ‘The contractor may,
wilh writien agreement from the PCO, substifute porsomnel to meet the required level of
cxpertise, and to meet continuing system changes and cnhancements.

2.2.1.11 Coordinate activitics with ull personnel working on other AFSAC ADP tusks to
enstre thul all activities result in an integrated office automation environment as reguired
to supporl the AFSAC mission,

2.2.2 Sun/UNIX System Programming and Administration

The contractor shall perform all system programming and administration tasks required (o
support the Sun Spare UNIX systems programming funetions. The contractor shall
document all monthly aclivity and progress (CDRL A001). Duties of personnel assignesd
to this task tnelude, but are not limited to, the following activities:

2,2.L1  Instzll vendor supplicd system or application sefiware products,

2.2.2.2 Customize vendor supplicd sofiware products to altain maximum benefii. (or the
total AFSAC operational environment.

2.2.2.3  Instsll and, if necessary, customize vendor-supplicd maintenance and uprrades to
software products. -

2224 Provide original or revised draft documentation of any customivation of sofbware
products, maintenance, and upgrades, as appropriate, for the Network Opcerations Guide
and AFSAC Network Site Logs (CDRE A004). Due to AFSAC policy, systcm support
personnel do not meke changes to systems or the network during normal warking hours
that could 1impact aceess Lo the network.

2,2..5 Verify and test all soflware products prior 1o implementation and document in
the monthly progress report (CDRL A0013,
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2.2.2.6 Participate in the coordination and implementation of software or installation of
hardware which allect functional ADP systems support areas. Using AFSA{’s Action
Request System (ARS), document requircd changes. Dnsure all roguested changes have
been fully coordinaled and signed off by the PCO or the PCOYs dusignated representative
before procecding with the change. AFSAC policy requires that changes to the system or
network do not luke place during normal working hours, if these changes could impact
access to the nelwork.

2.2.2.7 Trovide problem determination for hardware failures and for operaling system
softwarc cumponent failures and document results in the AFSAC’s Action Request
System (ARS), an on-line problem (racking and management sysiem,

2.2.2.8  Provide original or revized drafl documentation of any customization ol sofiware
products, maintenance, and upgrades, as appropriate, for the Network Operations Guide
and AFSAC Network Site Logs (CDRL A004). Due to ANSAC policy, system suppori
personnel do not make changes to systoms or the network dnring nommal warkiog hours
that could imipact acuess to the netwark.

2.2.2.9 Facilitatc problem resolution throuch contact with approprizte hardware o
soflware vendors aud coordinate reselutions with the AFSAC Network Control Centey
{NCC} and all other technical support areas in the AFSAC,

2.2,2.10 Recommend hardware and sofiware solutions to actual or probahle performance
capacity deliciencies.  Provide documentation in support of hardware and soflware
salutions and deficiencies (CTYRI. AG(M).

2.2.2.11 Monitor the Sun Spare systems for adequate system porformance and cnsure
system performance is providing constant syslem availability. Track component usage 1o
ensure utilization thresholds are not excceded which would degrade system performance.

2.2.2.12 Analyze soltware requiremients, hardware requirements, and problems between
AFSALY funclional areas regarding device characteristios and altemative sofiware
algorithms,

2.2.2.13 Provide AFSAC management with docimicnted technical akternatives to new or
altered funclional requirements (CDRL A004).

2.2.2.14 Analyze, design, code, test, and document operating system and application
soflware to meet AFSAC functional requitemcents. Ag appropriate, document processcs in
the Network Ciperations CGmide and AFSAC Network Site Logs (CHRL AQO3).

2.2.2.15 Optimize CPU utilization, sysiem load, input and oulput, and disk storage within
the constraints of system zoflware and available hardware.



2.2.2.16 Engurc soflware celcases are compalible with new hardware or software
instaliations and other AFSAC ADP systems.

1.2.2.17 Recorumend changes to carsting hardware or software (0 automate current
manual system processes utilizing capahilities in existing or emerging technologies
{CDRL AON4, as needed).

2.2.2.18 Dacument plans to support computer systems integration effonts (CDRLs ADOS
and AQUE).

2.2.2.19 Contraclor shatl porlorm user account maintenance, system security, B-mai I, atwl
print services rolating to the Sun Sparc systems.

2,2.2.20 Provide system fanlt tolerance to include performing tape backups. Lnsure
correctness of Sun Spare portions of the AFSAC Tisaster Recovery Plan. Excreise and
test Disaster Recovery Plan ence annually (CDRY, AQDT,

2.2.2.21 Ensure system security features are maintained o meet A F, AFMC, and AFSAC
requircioents.  Monitor systems for inappropriate accesses or attenipls to obtain illegal
aceess and repoit to approprate AFSAC personnel for action,

2.2.3 Novell, DOS, and WINSS System Administration

The Contractor shall provide system administeation for PONetVOA Novelt Nclware, 1303,
and WINYS-bascd application servers. The support will include the PC-hased Netwarce
scrvers and the Neiware features loaded on the PCNet Sun SPARC (UNTX) servers and
clicnl systems. “The contractor shall document all monthly activity and progress (CDRT.
AD(N).  Duties of personnel asgigned to this task include, but are not fimited o, the
followimy activities;

2.2.3.1 Establish and maintain corliguration contrn] standards aml procedurcs Tequirerd
to manage the Netware servers and all associated soffware resident on the Netware servers.
Document new or modified chanpes as directed by AFSAC procedures (CDRLs A003 and
ADOG).

2.2.3.2  Establish and mainlain confi guration control standards and procodures requircd
for Client Workstalion interface requirernents o the Netware sorvers. Doctment new or
madifivd changes as directed by AFSAC procedires (CDRLs A0S and ADOG),

2.2.33  lostall vendor supplied System or application soilware products,

2.2.34  Customize vendor supplied software preducts to atfain maximum benefit for the
total AFSAC operational environmenl,
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2.2.3.5 Tnstall and, il necessary, customize vendor supplicd goftware maintensnce and
upgrade producls,

2.2.3.0 Provide original or revised draft documentalion of any custotnization of software
producls, maintenance, and upgrades, as appropriate, for the Network Operations Guide
and ATSAC Network Sifc Logs (CDRT. A004). Due to AFSAC policy, system support
porsoniel do not make changes to systems or (he network during normal working hours
thal could impact access to the network.

2137 Verify and test all sofiware praducts prior to implementation and document in
the monthly progress report (CORL ADOT).

2.2.3.8 Participate in the coordination and implementation of soflware or installation of
hardware which affeet functional ADP systemns support areas, Using AFSAC’s Aclion
Reyuest System (ARS), document required changes. Ensure all requested changes have
boen fully coordinated and signed off by the PCO or the PCOYs desipmnated represcntalive
belor proceeding with the change. AFSAC policy requires that clianges to the system or
network do not take place during nomal working hours, if those chanyes could mpact
aceess ta the nelwork.

2239 Provide problem determination for hardware iailures and for operaling system
software componeni failures and document results in the AFSACs Action Request
System (ARS), an on-line problem tracking and management systen,

2.2.3.10 Provide onginal or revised drall documentation of any cuslomization af soflware
products, mamtenatee, and uperades, as appropriate, for the Network Operations Guide
and AFSAC Network Sitc Logs [CDR1. AD004). Due to AFSAL pulicy, system support
personne]l do not make changes to systems or the network during normal working hours
that could impact aceess to the network.

2.2.3.11 Fucililate problem resolution through contact with appropriale hardware or
software vendors and coordinale resolutions with the AFSAC Network Conirel Center
(NCC) and all other technical suppart argas in the AFSAC.

2.2.3.12 Recommend hardware and software solulions to actual or probable performance
capacity doliciencies.  Provide documentation in supporl of hardware and softwarc
solutions and deficicncies (CDRI. AQD4).

2.2.3.13 Monitor the Novell file systems for aduguate system performance and ensure
system perforinance is providing constant system availability. Track component usapy 1o
cnsure utilization thresholds are not excceded which wonld degrade svstem performance,

2.2,3,14 Trovide technical assistance to other ATSAC functiona] areas regarding device
characteristics and alternative sollware algorithms.



2.2.3.15 Provide AFSAC manapement with documented technical alternalives to new or
altercd lunctional requirements (CDRL AO(4),

2.2.3.16 Analyze, dosign, code, test, and document operating system and cornponent
software to meet AFSAC functional requirements. As appropriale, document processes in
the Network Operalions Guide and AFSAC Network Site Logs {CDRL ADO3).

2.2.3.17 Optimize CPU wiilization, input and output, and disk storape within the
constraints of system software and available hardware.

2.2.3.18 Hnsure sofiware releascs are compatible with new hardwae or sofrware
installations and uther ATSAC ADP svatems.

2.2.3.19 Recomumend changes to cxisling hardware or soflware to automale current
manual system processes utilizing capubilities in existing or emerging technologies
{CDRL A004, as needed),

2.2,3.20 Document plans 1o suppart comiputer systems inlegration efforts (C1HRLs AQQS
and AG06).

2.2.3.21 Provide support for user aceomnt wmaintenance, Netware Direclory Services,
system scourity, B-mail, and prinl services relating to the NetWare servers.

2.2.3.22 Provide system fault twlerance to include porforming tape backups. Ensure
correctness ol Nuvell file server and software poitions of the ATSAC Disasier Recovery
Plan. Exereisc and lest Disaster Recovery Plan once anmually (CDRL AO07),

2.2.3.23 Ensure syslem security featmes are maintained to mect AF  ATMC, and ATSAC
teguirements.  Mouilor systems for Iappropriate accesses or allempts to obtain illegai
access and report to appropriate AFSAC personnel for action,

2.2.4 Personal Computer/Client Workstation Support

The contractor shall perform all tasks required to support the users of all client
workstalions attached to the AFSAC | AN, ncluding, bhut not limited to, (rersomnal
computers, panters, modems, and CD ROM drives. The contractar shall document all
monthiy activity snd progress (CORL A1), These tasks include, but arc not limited to,
hardware trouble shooling and repait, Commercial (-The Shelf (COTS) software
snpport and  traiming, hardware or soltware  installations and upgrades, printer
configuration, and other associalod types of suppott.



2.2.5 PC/Network Applications Software Support

The Contractor shall provide application soflware suppert. The applications may resirde
on either a PC client or a Novell network scrver. The contractor shall document all
monthly activily and progress (CDRL A001). Dulies of personnel assiymed to this task
include, bul are not limited to, the followiny activities:

2.2.5.1 Lusizll, test, and document Comenercial-OFE The-Shealf (COTS) and other
applicalions on an application server, bascd on existing configuration control standards.

2.2.5.2 Install, test, and document Commorcial-Off-The-Shelf (COT'S) und other
applications on client workstations, hased on cxisting configuration control standards.

2.2.5.3 Ensurc application software is compalible with current AFSAC ADP hardware
and software,

2.2.5.4 Verify and test appliculions and upgrade applications prior to implementation and
document in the monthly progress report (CDRL ADGT),

2.2.5.5 Tnslall electronic forms and templates on servers as requested by AFSAC/ITT,

2.2.5.6 Participate in the coordination and implementation ol sellware or installation of
hardware which affect functional ADP systems support arcas. Using ATSAC’s Aclion
Reguest System (ARS), document required changes. Fnsure all requested changes have
been fully coordinated and signed ofl by the PCO or the PCO's desipnated representative
hefore proceeding with the change. AFSAC policy requires that changes to the system or
network do net lake place during normal working hours, if those changes could impact
access to the network,

2.2.¢ AFSAC ADP Application Programming for the Security Assistance
Management Information System (S AMIS)

Tn the SAMIS application environment, new development and maintenance are net treated
differently from PCiNciwork applications as identified in the previous paragraph.

1.2.7 New Application Developmeni

The contractor shall perform all tasks required to support assigned applications
development associatud with SAMIS or ether AFSAC computer systems. New apphcation
program development tor SAMIS will be detailed or defined in the AFSAC SAMIN
Propramroing Requirements (SPR) system. Mainframe application programs shall be
eoded in cither NATURAT or COROL programming languages. TINIX application
programs or scripls shall be coded m NATURAL, C++, PERI.. ORACLE, SOL., or UNIX
shell seript. Microcomputer application programs, scripts, or macros shall be caded | «
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variety of different languages including, but not limiled to, DBASE HIIV, MS-FOXPRO,
MS-EXCEI., MS-WORD, POWERRUILDER, or SQL. The contractor shall documenl all
monthly activily and progress (CDRL A001). Duties of persomnel assi gned to thiy lask
include, but are not limited to, the following activities:

2.2,7.1 The contractor shall develop all program modules and driver Programs, scripts,
of macros, using top-down design methodology and stmcured programming techmyues,

2.1.7.2  The contractar shall conduct program tests of all developed software modules.
The test results shall be given to the appropriate AFSAC/ATD Govermment personnel for a
complele and detailed review. Thu contractor shall update programs to corecel errors or
problemes 1dentified by AFSAC/ITD. The contractor shall continue to test PrOgrams until
all speetlications of the test plan have been met.

2.2.7.3 The program source code shall be error fres, logically correct, and shall contain
internal, written comments.

2.2.7.4 The cxccutable software shall be error fres. executable on the approprrate
computer platform, and satisfy the functional requirements.

2.2.7.5 The conmactor shall document maintcnance procedures or reguirements for cach
developed program. 'I'he manual shall contain bath general and speciiic instructions that
will cnable other programumers (o maintain the compulter programs. Docutmentation shall
comply wilh AFSAC documentation standards and puidelines (CDRL ALMIE).

2.2.8 ADP Application Program Maintenance

The contractur shall provide systemn upgrades or re-host cilsling applications on other
platforms, by modifving or reengincering existing programs ur processes as defined in the
detailed Sysicmn Programming Requircments { SPR) documents for SAMIS or in 2 similar
requirements syslem for other platforms., Requirements will be prepared by AFSAC/ATD
describing the delailed changes required by existing application programs. Since cach
requimement is unique, it will be prioritized by (he ATSAC. The priorities of the
requircments will be provided by PCO to the contracior specifying the dusired work
sequence.  Hxamples of the type of changes are: (1) revise cdil logic, {2) add logic to
prucess new transactions, (3) provide new or revised reports, (4) provide additional data in
existing applications, {5) re-coding due to re-host Ng o0 mMint or Micro compuier systems,
ete. Dutics of personnel assigned to this task include, but arc not Limited to, the following
activities:

2.2.8.1 The contracror shall develop all propram modules and driver programs, seripis,
or macros, using top-down design methodology and structured pragramming techniguos.

2.2.8.2 'The comtractor shall eonduct program tests of all developed softvare modufes.
The fest resuits shall be given to appropriate AFSAC/TTD Government personnel for a
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complete and detailed review. The contractor shall update programs to correct crrors or
problems identified by AFSAC/ITD. The contractor shall continuc lo test programs until
all specifications of the test plan have been met.

2.2.8.3 Thc program source code shall be crror free, logically correct, and shall contain
internal, wrillen comments.

2.2.84 The executahle soilware shall be error free, cxceutable on the appropriate
computer platform. and satisly the functional requirements.

2.2.85 The contracter shall document mainlonance procedires or requircinents for each
developed program. The manual shall contain both general and specific insiructions that
will enable programmers to maintain the computer programs.  Documentation shall
comply with AFSAC documentalion standards and guidelines {CDRL AG0K),

2,29 UNIX/World Wide Web (WWW)Oracle System Adnrinistrative Support

The contractor shall perform ail system administralion tasks required to supporl the TINTX
systems’ Workdwide Web (WWW) and Oracle syslem admmisiration and programming
fumetions.  Dutics of personnel assiuned to this (ask include, but are not limited to, the
tollowing activitics:

2.29.1 Install vendor supplied UNDY, WWW-hascd system ov application solware
products in direct support of the AKSAC’s intra-, inter-, or extranet enviromments. Install
vendor supplied system software to support the AFSAC's Oracle bused client seryer
requircmenls,

2.2.9.2 Cuslomize vendor supplied UNIX and WWW-based software products to atiain
maximum bunefit for the total AFSAC waorldwide internet Crvironment.

2293 Cuslomize vendor supplied Oracle system sottware products to aitain fiaximum
vificiencies with the UNIX opurating system doploved at the AFSAC {currently Sun0S
and Solans).

2294 Install and customize, if necessary, UNIX, Oracle, and WW Webused soffware
products,

2.2.9.5 Install and, it necessary, cuslomize vendor supplied maintwnance or upgrade
software products for intra-, inter-, or extrane (WWW), UNTX, or Chracle.

2.2.8.6  Provide aripinal or revised draft dociumenlation of any customization of softwarg
proeiuets, maintenance, and upgrades, as appropriaic, for the Notwork Operations Guide
and AFSAC Network Sitv Logs (CDRL AG04). Duc to AFSAC policy, sysicrn suppor
personnel do nol make chanpes to systeins or the network, unless absolutely cssential_
during normal warking hours that could impact access to the network.
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2.2.9.7 Participate in the coordination and implementation of sofiware or installation of
hardware which affect functional ADP system support arcas. Using AFSAC’s Action
Ruquest System (ARS), documenl reguired chanpes. Ensure all requested changes have
been fully coordinated and signed off by the PCO or the PCO's designated representative
before proceeding with the change. AFSAC policy requires that changes (o the SYStem or
network do not take place during normal working hours, if those changres could impact
access to the network.

2.2.9.8 Provide problem determination for hardware failures and lor aperating system
software camponenl {ailures and document resuits in the AFSAC's Action Requesi
System (ARS]), an on-line program tracking and management systermn.

2.2.9.9 Provide original or revised draft documnentation of any customization of software
products, maintenance, and upgrades, as appropriate, for the Network Operations Guide
and AFSAC Network Site Logs (CDRI. A0M4). Due to AFSAC policy, systemy support
personnel do not make changes to systems or (he network during normal workin & hours
that could impact access (o the networl.

2.2.9.10 Fucilitate problem resolution through conlact with apprapriate hardware or
soltware vendors and coordinate resolutions with the AFSAC Netwerk Control Center
INCC) andd all other technical suppurl ureas in AFSAC,

2.2.9.11 Recommend hardware and sofiware solutions to actital or probable perlormmance
capactty delivicneies.  Provide documentation in support ol hardware and sollware
solutions and deliciencies (CDRT. A,

2.2.9.12 Mouitor the Sun Spare systems, including the Oracle database and Wb BUTY ETS
for adequate systum performance and cusure system performance is providing constant
system availability. Track component usage to ensure utilization threshelds are not
exceeded which would degrade system performance or capacity,

2.2.9.13 Provide technical assistance Lo other AFSAC funclional areas regarding device
characteristics and allernative sofbwarce algorithms.

2.2.9.14 Provide A¥SAC management with documented technical alicmatives to new or
altered lunctional requirements (CDRL AG04).

2.2.9.15 Analyrze, design, code, test, und document operaling system and application
software to meet or facilitate AFSAC functional requirements. As appropriate, provide
original or revised drait documentation of any customization ol software products,
matittenaney, and upgrades, for the Network Gperarions CGuide and AFSAC Network Site
Logs (CDRI. A004). Due to AFSAC policy, system support personncl do not make
changes to systems or the network during normal worling tours that could impact access
to the network,



2.2.9.16 Optimize (he use of resources within the constraints of syslem software and
available hurdware.

2.2.9.17 Ensure software rcleases are compatible with new hardware or soliware
installations and other AFSAC ADD systems.

1.1.9.18 Recommend chanpes 1o existing hardware or sollware to artomate current
manual system processcs uiihizing capabilities in cuisling or emerging technologies
(CDRL A004, as needed).

2.2.9.19 Document plans to support computer systerns inleuration efforts {(CidDRLs A0S
amd A0D6).

2.2.9.20 Provide support for user account maintenance, systumn security, E-mail and print
services relating to the Sun Spare sysiems.

2.2.9.21 Trovide system fault tolcrance to include perferming tape backups.  Enwure
correctness of UNIX, WWW, and Oracle portions of the AFSAC Disaster Recovery Plan.
FExcreise und test Disaster Recovery Plan once annually (('IDRL AQDT),

2.2.9.22 Ensurc system security features are mainiained to meet AF, AFMC and AFSAC
requirements.  Monilor systems far inappropriale accesses or attempts o obtain illegal
access and repurt o appropriate AFSAC personnel for action.

2.2.10 Network Operalions Support

The contractar siiall provide a full range of telocommunications services in direct Support
of the AFSAC ADP computer systems.  The conlractor shall document all monthly
aclivity and progress (CDRL A001). Duties of personnc] assigned to this task include, but
are not limited to, the following activities:

2.2.10.1 Atrach, vonfigure, analyze, and imonilor results displaved by automated test
squipment associated with the AFSAC telecommunications network. I'est tools include.
but are ot Himited to, Sniffer LAN analyzer, SNMP Managument Information Base (MID)
manager, and NV6000 Network Management System. Test touls may be layered with
Ciscoworks lor swilched internets and Nefsvs vonnectivity and porformance tools ar ather
associated network nanagement hardware ot software utilitics which venify the
performance and condition of the AFSAC T AN or WAN networks.

2.2.14h2 Install, de-install, and conlivure telecommunications equipment associated with
the AFSAC telecommunications network including new hardware or software, as reguired,
to support further cxpansions or upgrades o the AFSAC network mfrastmeture.
Nocument all changes as directed by AFSAC procedures (CDRL AN,



2.2,10.3 Install and maintain Video Teleconferencing (V1C) and all related offics
dutomation equipmenl in AFSAC VIC [seilities.

2.2.10.4 Supporl integration of hardware and software at both the central and remate sites
{sites to be identified in individual (ask orders). This inlegration effort may require travel
to those sites.

2.2.10.5 Provide recommendations [or automation of manual monitoring activities to help
ensure that identification of potential problems ean be wecomplished in » proactive versus
reactive mantr,

2.2.10.6 Purlorm AFSAC nctwork planning to ensure timely and cfitetive changes to (he
nebwork configuration.

2.2.10.7 Momiior the AFSAC neiwork to ensure sullicient systen) rcsources are available
to sahsfy user requirements,  Lnmediately notify appropriate AKSAC management, or
individuals designated by manapctnent, whenever resource shortages arc discovered.

2.2.10.8 Modify control information for commnications software o reflect network
configurations,

2.2.10.9 Tnstall, tcsl, documentr, and, if necessay, custornize vendor  supplied
cormnmunications software maintenance and upgrade praducts {CDRL ADDE),

2.2.10.10 Provide original or revised drall documentation of any custmization of
software products, maintenance, and upgrades, us appropriate, for the Network Operations
{nnde and AFSAC Neiwark Sile Logs (CDRL A004), Due to AFSAC policy, eystem
support pessormel do not make changes to systems or the netwoark during normal working
hours that could impact access to the network.

2210111 Prwvide problem determination of AFSAC network probloms, and document
results in thu AFSAC's ARN including host-based 1clecommunications software and
nctwork support software,

2.2.10.12  Facilitate problem resolution through conlact with the appropriate vendor or
communications service including lucal base communicalions groups and coordinalc
regolutions with the AFSAC Network Conirol Center (NCCY and all other technical
support areas in AFSAC.

221013 Coordinate via AFSACs Action Request System (ARS) all AFTSAC petwork
hardware and software installations and modifications,

221014 Assist Government staff in providing AFSAC managemont with effeclive,
technical, documented altornatives to AFSAC network requircments and problems (CDRL
A004),



2.2.10.15 Coordinate information with the AFSAC Helpdesk to answer user inguiries and
coordmale resolution of uscr problems. Enter appropriate information into the ARS.

2.2,10.16 Place maintenance calls for preventive maintenance ag well as far equiprnent
failures.  Coordmate with both vendor and Guvernment personnel, as apprapriaie, to
vnsure equipmment (s mainlained or repaired and documented in the ARS,

2.2.10.17 Communicaly with vendors and Govemment personnel regarding planned
periods of AFSAC and other computer sysicm(s} and network(s) unvailability required to
support the AFSAC mission (i.e., the Case Management Control system, Stock Control
and Disitibution, the AFMC LAN, the SAMIS mainframe at Tinker AT'B).

1.2.10.18 Tnstall, troubleshoot, and repair all types of cabling used with the AFSAC s
Local Area Network {LAN).

2.2.10.19 Provide technical specifications and Justifications when  recommending
procurement of hardware or soflware changes 10 AFSAC's TAN.  Evaluate sofbware
hrefore purchase.

2.2.10.20 Ensure security measures are implemented accordin g to A Force regulations.
mvoke sccurily measures by (he use of firewalls, router access/deny lists, setting file
permizsions and system access permissions.

2.2.10.21 TPerform system backups for the network management systern and ensure all
confignration changes are pushed out Lo the apprrepriate nelwork hosts.

2.2.11 Netwark Help Dresk Support

The contractor shall perform all tasks required to support a nelwork help dosk for the
worldwide security assistance network. The contractor shall document all monthly
activity and progress (CDRL AGOT). IDutics of personnel assigned (o this task inchide, but
are not limicd w, the following activities:

2.2,11.1 Man the help desk, receiving phone call requests from worldwide network USers
reparding system comnectivily, hardware and soliware configuration, system availabilily,
and systomn access regarding the AFSAC network, SAMIS, and non-SAMIS systems nscd
to support the AFSACs missiem.

1.2.11.2 Resolve connuelivily issues. Responsible for knowing the details of the PCNET
T.AN cnvironment, including sccess to the SAMIS system and inlernationai accosses to
and from the LAN and SAMIS and take appropeiate aclions to solve user probdems. This
resolution may range from simply auswering querics to coordinating actions of others
needed o solve the problem.

1



2.2.11.3 Track all actions or problems to completion ensuring uset hasz been appropriately
notified, and is satisficd with the eorrecti ve action taken,

2.2.11.4 Tram other personnel in the role and responsibilities of the help desk funclion as
required to support the AFSAC mission.

2.2.11.5 Aid in (he resolution ol Office Automation {OA) problems,

2.2.11.6 Resolve printer problems.  Tnvolves rerouting printing, determining where
printing is done from specific terminals, knowityr how the network printing svstem works.

2.2.11.7 Suppurt ali of AKSAC planning  and  implementation processcs  (Moves,
reorgamizations, and facility renovalions).

2.2.11.8 Conducl microcomputer hardware, soflwars, and conununications technology
research as roquested by the AFSACIT,

2.2.11.9 Assist with the preparation and instailation of cables, PC sclups, and printer
gelups as requircd.

2.2.11.10 Maintain the AFSAL’s Action Kequest System (ARS), cenlraitzing  and
briorilizing customer requests, rouling, and wacluing custemer royuests through to
completion.

22,1111 Maintain cquipment stgn-insign-out process lor ATSAC “loaney™ equipment,
ensuring equipment is buse-lined, in proper working order, and appropriate softwarc
instailed prior to checkour,

2.2.12 Ad Hoc Products Support

Ad hoe suppurl in the AFSAC ADP environment is defincd as priority precedent
application or dats requirements. Ad Hoc requests are received [rom management, end-
users, olher ATSAC ADD functional arcas, or directed by HQ AFM{, SAT, DSCA, and
other Do) activities. Although many reguesls result in a onc-lime execited requirement,
suveral have bevome production procedures or applications,  Consequently, systerm
support personncl developing ad hoc applicatione must adhere 1o the standardy for
application development cited in 2.2.7 gbove. Conlructor shall prepare user and
maintenance manuals as specified by the Govermment (CDRL AOUE).  Ad hoc support is
consistently demanding and constantly fluctating.

2.2.13 Security Assistznce Managoinent Information System (SAMIS)

In the SAMIS application covironment, ad hoc products support is not treated diffrentiy
from Ad Hoc Products Support as identified in the Previous paragraph.



2.3  Deliverahfes

The conlractor shall provide deliverables as specified by the task order. These dliverabies
may include, but may not be limited to the CDRLs listed in Technical Exhibit A

2.3.1 Other Deliverables

Other deliverables may be reguired through the contract thar will he specilied by
individual task orders. This includes descriptive information in the form of prescalation
malenials, brochures, or other media describing the ADP capabilities of AFSAC or
AFSACs Fursign Military Sales (FM5 3 customers (CDRLs A09 and AN

2.4 Progress Reparting

The contracior shall ptovide the Government monthly documentation on Prograss ang
Status made on the individuat task ordey (CDIRT. ANGTY,

3.0 PERSONNEL.
3.1 Skills Required (Minimum}

The contractor shall provide petsunnel with the helow listed skills, as appiicable to each
task order. In the svent (hat multiple tvpes of experience are described, the vears of
experience cited can have been oblained coacurrently.

3.1.1 Site Administrator

Requires management skiils and expericnce to perfomm administrative duties NECEssary o
ensure the proper assignment of watkload, resolution of conflicts, coordinalion of all
conlractor eiforts, and limely status reporting. wlust possess a backsround ettabling the(o
administrator to be familiar with the SAMIS and PCNet automared datg processting
enviromnent.  The adminisirator should bu familiar with conliguration management,
change swanzeemont and performanse manasement cotncepts.  The administrator must
understand networking and marmnirame hardware and softw are concepts, and their related
prablems.  The site administator ninsg be able 1o comnmumicare those problems and
potenttal solutions o Govermuent Mmamdagement.  Must have a hachelors degrer in
compuler scrence, Five vears of FApErenes may be substilated for the educational
TeEquUIrGments,

312 Syslem Analyst'Programmer (SYS ATy
Fequires cxperience in tdentifying und a8ICINING Tequitements for pew or moadified

inlormation sYSTems, performing detajled systems desien, preparing written specifications,
programming, and conductng module and mtegration testing.  Requires EXPETICICE N
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design and maintenance of daty base management systems, Dhase I[I1+TV, MS-FOXPRO,
and Oracle in the use of CASE technology, and in struetured requircments analysis
methodulogies such as information engineering. Knowledgcable of pettinent MTL-STDs
and system developinent processes. An associate's degree it computer science is required,
Two vears (2) of college in an aceredited institulion plus an additional five ($) viars of
hands en experience, or an additional seven (7) years of bands on cxperience may be
substituted for an assuciate’s denrce,

3.1.3 Network Qperations Specialist (SYSTENMS PROGRAMMER)

Requures an in-depth knowledee of CISCO routers, bubs, and switches, Bavnetworks hub.
and RS60UD servers. Must he proficient i the operafions of Network General Expert
Smiffer und virtualiy any LAN commumcationy lest equiptnent o svaluage and diagmose
lLAN physical environments (Lo cable plant, interfaces, bridges, swilches, conrrollers,
hubs, roters and clicnt devices) and other nerwork refated cquipment. Musl have working
knowludge of the lutsmational nstitute of Elecimc and Electronic Engineers (1EEE)
standards {8022 and 802.3), TCRIP, IPX, 5PX, X400, X.500, and X725 protocols, plus
asynclironous communications, and IBM SNA proprietary protecals.  Must be familiar
with Network Control Centar operations and procedures, including cxperience witk:
Grapliee User Interface (GTIT) Nelwork Management Systems utilizing MRz Nervisw
U for AIX, CWSL Version H0; Clscoview, Vorsion 3.1; VLAN Dnrecior, Version 1,1;
Traffic Direcior, Version 3.3 Netsys Conmectivily Manager, Yersion 30 and Nesys
Performance manager, Version 2.0, Contractor will assist in the devolopnient und
documentalion of (nformation pertaining to configuration management of all nerwock
hardeare and software, meluding Network Operalion Guides and Logs. Requires an
associate’s Jugree in computer scicnes or 4 minimum of three years experience i an
engineering lield valated to Computer Sclence discipline. Five ¥UATS OF expunence may
substitute for the educational requirsmuenls,

3.1.4 Programmer (PROGRAMMER)

Requires expurience in couling, testing, implementing und decnumenting with u d4th
{Tencration Languaue (4031 JYin oa large IRM or TRM comipatible maindrame envirownent,
NATURAL (the 4GL used for SAMIS Prograims) expenency is prefered. Five (5) yeass
of expenience or a bachelor's degree o engincering, computer science, or the Seleneus 15
raguired.

313 PC/ Network Applications Sofrware Support (2 PCPROGRA MNMERS)

Reguires experience in instullation, testing, and docunienting arplication software on
ciber a standalone PC or on a nepvork Applications server. Server applications must ba
tasted ina server tust reginng to cnsure sysicm cempanbifity, Must be knowled osuable with
bath Windows 3.x and Windows 93 in 2 PC standalone aud Client-Server environment,
Five (5} vears of caperience o1 bachelor's dugree in engineering, COmMpULer scicnce, or
the scicnees is required,



3.1L.4. UNIXN'WORLD WIDE WEDR {WWW)Oracle System Administrator
(SYSTEMS PROGRAMMER)
Requres an advanced knowledge of Sun Uperating System (Sun/O8) and Solaris Qs,
kernct configuration, and /G subsystems 1o include peripherals. Requires knowledee in
(mtra-, inter-. cxtranet development, support, and communications requircments. Must he
versed in the general manasement and operation ol the Sun hardware sujta. Neod to be
capable of installing, configuring, operaring. Customuzing, and mainlaining the Sun
hardware, S WWW/Oracle standard sofoware programs and utilities, and tlurd parry
vendor software products. Must be familiar with the more polished nser administration,
SCGUNILY, management, and performance monitormg techniques and procedures. Reguires
advanced arogramming skills in "C NES, NIS. BERL, SALT, HTMT., J AVA, shell, and
various other application soflware Programs and wtilities. Needs to be capable of cemplex
problem analysis, and resolulion activities in the arvus of T'NIX and TBM communicalion
interface and prolucois. Requires a bachelor's degree in eomputer science. Tive yoears of
relevant experience may be substitute? for tha degrue,

3.L.7 Sun/UNIX Svstem Administration Specialist (SENTOR SYSTEM SPEC.}

Fequires an advanced knowledge of Sun/0S and Sun Solaris aperating svstems, kernel
configuratior, and 17D subsyslems to (neclude peripherals.  Must be vemed in the
fnanagement and operation of the Sun hardware suite.  Must be vapable of installing,
configunng, operating, Custemizing, and maintaining the Sun hardware, standard softwary
programs and urilities, and third party vendor sofrwar: products. Must be familiar with
user administration, security, management, and performance monitoring technigues and
procedures,  Requincs advanced programming skills in "C, NF5, NIS. PERL, SAILT,
shell, and various other apphcation software programs and uiilities, Must be familias with
the physical and logical LAN environment and be capable of working cooperatively with
Network Analvst and other personnel to couduct problem analvsis and resolutions, Must
have knowledge ot AF, DOD), und commercial network and application protocols and
standards. Requires a hachelor's duur=e in compuler science. Five yvears uf experienc may
b substituted [or the degree,

31L& Novell’'Wind35 Systein Administration {(PROGRAMMER) .

Requircs an in-depik knowled ae of Novell Network Operarin g System (NOS, version 4.1
or hisher) irchading. bur ot limited ta, file structurcs, securily, nenwitk interfages,
configuration pararulers, tuning measures, and serformance standards.  Must be capahi
of instafling, implementing, and conflgunng Server and Client-hased appleations by
cefining and customizing user npurational environments,  Must be Giniliar wilh the
physieal and logical 1. AN environment and he capzble of working cooperatively with
Network Analvst and other personnel 1o conduet problem analysis and resolutions. Must
have knowledoe of AF, DOD, and vommeretal network apd application proviocols and
standacds. 4 bachelors degree in compurer svience or related licld with one year



cxpenence with Novell 4.1 or higher is requited. Three yecars of relevant experienee and a
Novell Certified Netware Engineer (CNE) in 4.1 or higher may be substituted for the
degree requircrnents.

3.1.%  Network ITelp Desk Manager {04 PROGRAMMER)

Requires notwork experience and an understanding of the networking and problums
mvolved wih a warldwide network including a tocal office automation envirnILment.
Must have sxperience in resolving the day to day problems of system users relative to
networking, printer support, office automalion support, and hardware and sothware
requirements required for comnectivity.  Must have s bachelor's degrec in computer
suience or a related field with 2 minimum of fwa years experience, Two addilional VIUCS
of uxperience may substitute for the educational requirements.

3.2, Personnel Management {(OFFICE AUTOMATION SPEC NALTST)

The contractor shall be responsible for selecting persouncl that meut, as a miamnam, the
qualificatiors specified in Statement of Work paragraph 3.1, Skills Ruquired | binimum).

3.2.1 The vontractar shall select, supervise. and exercisc control aud direction over 1ta
cployees under this conlract. The contractar shall not supervise, direct or contral the
activities of Afr Forec personnel.  The vondracter shall provide  all LCCESSAry
administrative und other support to ity employees.

3.2.2 The contractor shall do everything posstbiv to ensire contiruity of effort by using
the sume persormel throushout the penod of the contract. 1 personnel inust be replaced,
the successor to the position must have 3 munmum of 2 weeks to work, on site,
simultaneously with the departing pemon to leam the requurcd duties and networking
ENVITOLMENt necossary to ensure that no lapse or deerease in support to the AFSAC is
expenivueed. The weal cost of this overlap and any additional trainin g required will be
borme completely by the contructor.

323 The contractor shall provide the catevories of persannal with the minimun
“education and experisnce described above to purform the fimetions as described hersin,
The requirements ahove represent the minimuim acceptabie qualifications for confractor
personnel to perlbrm on this contract within the listed category. The conlractor shal] alse
be responsible for submitti 12 0 the Government all new resumes for any personnc] that

are being replacsd.

3.2.4 The contractor shall ensute that all puesonnel cinploved in support af this conlrace
shall either have or be eligible tor SECRET vlearance PTior to reporting for on-site oty
DD Form 254 will be reguired for cach personnel requiring 4 clearance,



3.3 Workload

The contractor shail be able 1o simultaneously manage and pertorm multiple tasks.
4.0 GOVERNMENT FURNISHED RESOURCES

4.1, Facilities, Suﬁpties and Services

4.1.1.Place of Performance

All contzactor support will be located in Building 89, Areg . Wright Farterson AFB,
Dayton, OH, The govornment will provide workspace for all centractor personnel, This
will include workspace, office equepment and supplies, teluphone accoss, and aveess m
the mainfiame via termital or PC with tha exception of those personnet performing work
on task orders for AFSAC's FMS customers.

3.0 ADMINISTRATIVE CONSIDERATIOQNS
5.1 Hours of Work

The contractor shall provide coveragy at the specified goveriunent site during 0630-1800
hours with cure hours being QROD-1700, Monday through Friday, excluding otlicial
Guvernment-approved holidays.

5.1.1 The govemment-furnished resources identified in 4.1.1 above may be cohtajged
between 0630-1800 hours, with eare byurs bein g DELO-1700, Monday through Friday,
excluding oficial Goverunent-approved holidavs.

3.1  Relationships

Technical guidance will come from AFSAC's I'T development division fITDY or
PCNet/O4 personnel,  Contractor personncl may be required to work with other
contractor persanmel working in olther areas and on other projects thronghout the AFSAC

5.3 Travei

Any of the assirned contracted staff may be required to lravel in support of AFSAC s IT
develupment division {11, PCNevOA and FMS customer syslem's requirements.
Comtractors shall submit all requests, with justification, to the contracti neg officer
Approval must be received from the contracung office helore travel may oceur.



5.4 Seeurity and Privacy

Any records and data or information the contractor Mmay have access to muy be sensitive,
The contractor shall not divulge any information about AFSAC files, data processing
actrvittes or funetions, user IDs, passwords, or any other knowledge to anvone wha is not
authonzed to have access (o such information.

5.5 Computer Aceess

53110 the contractor requires access for his cmployees 10 Govemnment pwned
compuicrs, the contractor shall prepare a request for a National Aguncy Check (NACH.
This request shall be processed through the AFSAC security Manager. The proposed
empoyces must be US, citizens and speak and read English,

5.5.2°The contractor shall cnsure emplovess do not reveal their passwords to anyone.
The obligation to enforce this requirement is a material element of the securiny
requirement hersin.

5.5.5 The centractor shall notify the PCO wilhin thres workmg days of the cmplovee's
temmination frum work on the contract.

5.5 Paoints of Contact

55.1 AFSAC/PKM
1522 Van Patton Drive
Wrzht-Patterson AFB OH 45433-51372
At Mr. Jeffery Smith (PCOY, (937) 257-7298, Extension 4006

th
n
1

5441 Puarson Road
Wright-Patterson AFB OH 45433-53372
At Ms. Paula Scott, (9373 257-3013, Extension 4501

3.5.3 AFSACTTT
9444) Pearson Road
Wnght-Palierson AFE QH 45433-5332
Aftn: Ms. Jo Dxon, (937) 257.603 |, Extension 454 |



APPENDIX A

DATA ITEM BESCRIPTION (DID) LIST

CDRL

DD TITLE DID NUMEER NUMEBER
Cemtractor's Progross, Status, and DI-MGMT-80227 ADDT
Management Report
Project Planning Chart DEMOGMT 805074 A0
Computer Operations Manual (OM) DI-TPSC-80695 A3
Docnment for Automated Infirmation
Svatem (AIS)
Technical Report - Study/Serviows DI-MTSC-80508 A004
Funclional Deseription (DY) Dacnment DH-TPSC-80689 ANQDS
For Automared Information Systems
(ALS)
Swstemn/Subsvstem Specification (855) DI-[PSC-B0E0) AL
Document for Aulomated Information
System (ATS)
Test Reports 1-M]SC-EG53 A7
Maintenance Manus {MM) Document LH-IPSC-80696 AROE
Fer Aummated Inturmation § vitsms
(ALS]
Presuntation Malerial D-A-3024A A
Instmctional Media Fackage: DI-ILSS-81 002 ADTIE



B T I - 614414610 | P P

AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT T EOREAZTID COnE [ el
2. AMEHDMEHTIMODHFICATION NO. 3. EFFELTIVE [WIE 3. RECTINPIECHASE HES NS | & PROJECT NG, (K spplicabia]
PODCT 26 SEF 2002 SEE SCHEDULE
6. ISEUEL BY | ACRACIFKP cane. | FAEE2D 7. AQMINIZTERET: B (¥ it 1o Ml ) COOE ! FABAS0
AFSAC P AFSAS PHP
AREA C BLDHG 210 AREA CBLDG 240
1822 VAN FATTON DR, 1822 VAN FATTON DR
WRIGHT PATTERSON AFB OH 45433-5337 WRIGHT-RPATTERSOM AFE OOH 48433-0357
JAMES E.WILSON {937} 257-T250 X4083
James Wilson 1 @repaft af.m
. HAME AND ADDRESS OF COMTRAL [0 (M, Hresl, sounty, Sttls ahd 20 Goda) | B, AMENDMENT LF SOLICITATION MO,
SOPHISTICATED SYS1EMS INCORPORATED ]
551 B B Tt
2191 CITYGATE DRIVE
COLUMEBLIS Qi 4319 i 27 SER 7007 G RACIFIGAT 1M OF CONTRARTORDIN W,
(61 4104600 Date Mailed
W FA3800-50-C-005G
168, DATED (SEE [TEM 13)
CoOE W30 [ EAZILITT GODE 01 Q0T 1999
11. THIS ITEM ONLY AF"EJ.LES,Iﬁ AM,EHDklEMB OF SOLICITATIONG
D Thve mleve rmbierad solciation is amended, e $ei forl 1 Mam T+ 1rm=w e '!Wmdmr: [:] i rberwed, B I3 Fet auclmrcted

3ffers must poknowledge receipt of thiis amandmant pmtnnmmurmdd.mnpidﬁedhh s-ﬂh‘na.tmn or a5 Bmendad, by oo of Ine fllkkwing methods:

(2} By completng lems § 46d 15, $re fehl Nk copess of The amendment; (0] By a:dvcntmrledgmg ceceipt of this amendmant on eegl topy o the offar {
mebmitted; or {c)] @y LORACDE Mar or teisgram wiich inciudes @ referencs bo the mmn e amendment numbars,  FAILURE OF YOUR ACHNOWLERCMEPNT TAOBE |
HFI:.':FIVEH AL {HEFLACE IJF:$bI:i'slAIED :-:QEHHE RE;:.E.L?_T COF OFFERS, RRID THE,HDUR DATE SPEEIRIED MY PESULTIHREIECTION QF vOUR GFPRA
H by virtua of this amendmant yed desim b o) Blrpatyisubmitied, fuch Thahie ey B ﬁhgmm cr"féter{ me-'ded oach SReqram of leter mekes AR
152 the golicitalion and this amel i, ANa if, :rld.—prbrmﬂm upenn'a‘holk mﬁﬁaﬁsm AN

12, MC[‘ILH\- 1ML AN APPRDFRI&'NW D&TA {l’.l’ Fa T -.;

o I“
SEE SCHEDULE = - ML

- R Lo o
m etTAT . [ s 1

13. THIS ITEM F\F‘F‘LIEE GNLY TO MODIFICATION OF CONTRACTS/ORDERS,
IT MQRIFES THE CONTRACT/CRDER MO AS DESCRIBED N ITEM 14,

A THIS CHANGE GRONE 1K JLELIFD FURSANT T J THE CHANGES SET FORTH I ITEM 14 ARE MADE IN THE CONTRACT ROCR ri. ITEM
104

B THE AR FUMEERED CorTRAC T ORDER 13 MOUIFIED Tot REFLEGT THE AUMINIG | RA | TWE CHAMBES (such i ehgryes Bl paydeg ofic,
Approprson diia, et} SET FORTH I ITEM 14, PURBUANT To THE AUTHORITY (F FAR 43.103(ES,

X | CoHE SUPELEMENTAL AGREEMENT i ENTERED [NTO PURSLIANT TD AUTHOHRITY OF,
Public Law 105-85, 10 US.C, 24{Ca
0. OTHER (Speciy bie uf modifioalion and Hidfory)

E, IMPORTANT: Comstor || mnat, [ i requined @ sk thin dosmment e réfurm T oopiat 7 tho stung ffica.
%, DESCHIFTION OF AMENDMENTMGTIFEZAT N {LYgaIad by VEF Saetion aadings, ncluding sowstationlcomrect aubjac! mattar whens feasing.)
BUBJECT. Contrect Huslructure And To Realign the Period of Perfoimance
CHAMGE i FRICE: 3408 11504
CHAMGE IN DRLIGATION: 3402, 11504

Excagt o% providad heraln_ all trmam: s £onaimores of the docurtent refaranced in [5em S5 o 104, 85 herstokics charged, remaing unchanped and in ol ioree and stfect
e EWENEA { Fona e o) TEA, MAME AN TITLE OF SIGMER (Type o pricd)

(“{ 1 ﬂ/j JOHN K, BACK
AL ST petracts Migr, | Couos
ROR 150, DATE SIGhED 16E. UNITED STATES OF AMERICA TG THATE SIGHED
OO Gt a5
BY <
/frgnawm of Confraciing Offc e
MEH 7540-08-152-8070 30105 f/f YTANINLRYW FORKM 30 (REW 10-02)
PREVIGLS EDFTHON UNUSABLE Presoinea by GSA
oW rile Version S8 FaR (48 CFR)Y 23,347

Croated 24 Sep 200F  4:44 FM

TOTAL P.E2



A. SUBJECT: Fursuant to Public Law 105-85 10 U.5.C. 2410a, and the Generat Contrac Provision
entitled] "Changes” clause 52.243-1 of Section |, the above numbered numbered contract is amandad to
definitlze agreements which have been mutually agreed to by both parties regarding the foliowing toms
el lorth below. This changs will resultin the following: realign the period of performance fram 30
September 2002 o 21 January 2003; add the revisedinegatiated Options for Yaars 3 and 4 and
incorparate the revised Statement of Work entitied "COMMUNICATIONS{COMPUTER SERVICES TO
THE INFORMATION TECHNOLOGY DIRECTORATE AR FORCE SECURITY ASSISTANCE CENTER
(AFSACISDI)" dated 16 September 2002,

B. CHANGE IN PRICE: Met Increase of $409,115.04.
C. As aresult of paragraph A above, the subjer! conlract is more specifically changed as follows:
1. BECTION A

The armount for "Total Award Amaunt™ {page 1 of block 15, black 243 is change:d!
fram $4 058,360,473 to §4 467 475.47,

2. SECTION B - Supplias/Sarvicas line item data:

Amend the contracd, by dalsting Option CLINS 0040 thru 0015 and adding CL N
nary, oMo, 4019, 0020, and 0021 as followa:

Oty Unit Price

MM SUPPLIES OR SERVICES ) Frurch Lnit Total term Amounl
o010 CPTICN CLIM

Mo, NOM-FERSOMNAL SERVICES

(COMMUNICATIONAZOMPUTER SERVICES)

NS N - Mot Appllcablo

Confract bvpo; J - FIRM FIXEN PRICE

fespaciion: DESTINATION

Accopfanec: DESTIMATION

Fog: DESTIMNATICHN

Ceserptive Dafa,
BY MUTUAL AGREEMENT OF BOTH PARTIES, TIHIS OFPTION |15 DELETED N IT'S
ENTIRETY

F3IG00 99 U 4HIs FINNT |
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iy Unit Price

ITEM SUPFLIES OF. SERVICES Purch Urit . Tolal lterm Amount
a0 OPTION CLIN
fatin: DATA
Talal Quantily: a
Fotal ltem Amount. 30.00
MEN: N - Not Applicable
DD1423 is Exhibit: A
Contract typa. J - FIEM FIXED FRICE
fspoction: DESTINATION
Acceplarnce: DESTIMATION
Fo8. DESTINATION
Dazcriptive Data:
BY MUTUAL AGREEMENT OF BOTH PARTIES, THIS OPTION 1S DELETED IN IT'S
ENTIRETY.
0012 OPTION CLIN
Mot TRAVEL EXPENSES
Tatal Quantily: ]
Fatal ftem Amount: $0.00
A N - Mol Applicatle
Coniract typa; 5-C0O3T
fnspectfon: DESTINATIGN
Accaplance: BESTINATION
FOB: DESTINATION
Dascrintiva Data:
BY MUTUAL AGREEMENT OF BCTH PARTIES, THIS OPTION IS DELLTLD IN IT'S
ENTIRETY.
ag13 QPTION CLIN
Nor: NON-PERSONAL SERVICES
{(COMMUNICATION/COMPLUTER SERVICES)
Tatal Quantily: a
Fotal ftent Amount. 30.00
NEM: i - Mot Applicable
Cerritract fype: J = FIRM FIXED PRICE
fnspeciion. DESTIMNATION
Acceniance; DESTIMATION
FO, DESTIMATION
Deserpthve Data:

BY MUTUAL AGREEMENT OF BOTH MARTIFS, THIS OFTION 1S DELETED IMN IT'S
EMNTHETY,

EERIITTE U NS PR
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Oty Unit Prica

ITEM SUPPLIES OR SERVICES Pusch Linit __Total Rem Amount
o015 CPTION CLIN

MaL; TRAVEL EXPFENSES

Tofal Quanifty: 0

Trial ftern Amount: $0.00

MEN: N - Nl Applicable

Contract ivpe: J - FIRM FIXED FRICE

inspection. DESTIMNATION

Acpaplancea: DESTINATION

FOB: DESTINATION

Descripfive Dats;
BY MUTUAL AGREEMENT OF BEOTH PARTIES. THIS OFTION 15 DELETED IN TS
ENTIRETY.

NON-PERSOMNAL SERVICES
a1y CLIN Establish 4 =102 273,76
Maonthe 5409,115,04
Moun; CONTRACTOR SUPPORT FOIR
COMMUNICATION/COMPUTER SERVICES
ACRM: Al
MNEN: N - Naot Applicatila
Contract fype: J-TIRM FIXED FRICE
inspection: DESTINATION
Accepfance: DESTINATRIM
FOf: DESTIMATION
Degorintive Dafa;

0018

NON-PECRSONAL SERVICES WHEREEY THE CONTRAC 1R SHALL FERFORM
COMMUNICATION/COMPUTER SERVICES FORFY 03 IN ACCORDANCE WITI I TIIE
REVISED STATEMENT OF WORK, ATTACHMENT 4, DATED 18 SEPTEMBER 2002
AND PURSUANT TO Pl 10585,

GPTION CLIN

oL OPTION YEAR 3 NON-PERSOMNAL SERVICES
{COMMUNICATIONS/COMPUTER SERVICES)

S M - Mot Applicable

Confrect typm: J - FIRM FIXED FRICE

inspection: DESTINATION

Accepianoe. DESTIMATIOMN

FOE: DCESTINATION

Deccripfive Data:

MON-PERSONAL SERVICES WHERFEY THE CONTRACTOR SHALL PERFCHLM
COMMUMNICATION/COMPUTER SERVICES FOR FY 03 IN ACCORDANCE WITH THE
REVISED STATEMENT CF WORK, ATTACHMENT 4, DATED 16 SEFTEMBER 20§17
FUINDED BY AFSAC/SDI AT THE TOTAL LARBOR PRICE OF $4,227,345.18
{$102,278.76 X 12 MONTHS) FROM 01 FERRUARY 2003 THRU 31 JANUARY 2004.

FI 201250 4 oSy FIn |
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ITER

rot9

Gp20

anz21

City Unit Price

SUPPLIES QR SERVICES ) Fuigh Lnit Total liem Amount

RESERVED CLIM

Moun; TRAIMIMNG
MNEN: M - Mot Applicable
Dascriative Date:

THE CONTRACTOR SHALL BE RENIBURSED FOR TRAINING LXPENSES
INCURRED IN FPERFORMANCE OF T} S SERVICE IN Fy 043, WHERE APPLICABLE.

QOFTION LI

MNatin: UPTION YIEAR 4 MNON-PERSONAL SERVICES
{CDMMUNiCAT[DNSHGGMF’UTER SERVICES)

MNEN: M - Not Applicable

Cuntract type. J - FIRM FIXED PRICE

Inspection: DESTINATICN

Acceptance; DESTINATION

FO8: DESTINATHON

Descrptive Data:
NON-PERSQOMNAL SERVICES WHEREBY THE CONTIRACTOR SHALL FPERFORM
GOMMUNJCATIDNICDMPUTER SERVICES I ACCORDANCE wiTH THE REWVISED
STATEMENT OF WORK, ATTACHIMENT 4, DATED 16 SEPTEMBER 2002 FUNDED
BY ArSACISDI FOR Iy g4 AT ATOTAL PRICE OF $1,270,302.24 ($105,858.52 X 12
MONTHS) FROM 09 FERRUARY 2004 TIRY 31 JANUARY 2nns,

RESERVED CLIN

Mo, TRAIMING

MEN M - Mat Applicable

Lascriptive Data;

THE CONTRACTOR sHALL BE REIMBURSLD FoR TRAINING EXPENSES
INCURRED 1N FERFORMANGE CF THIS SERVICE IN FY 04, WHERE APPLICABLF.

3.8ECTIONTC - ﬂE$CRIPTIDN!SPECIFICATIONSMGFH{ ETATEMENT.
Amend Scctian C o incorparate the ravised Statement of Wirk, Atlachmend 4
enlifled "CDMMUN[C&TIDNSJCDMPUTER SERVHIES TO THE INFORMATICON

TECHNOLOGY DIRECTORATE AIR FORCE SECURITY ASSISTANCE
CENTER (AFSAC/SDI" dated 16 September 2002,

4. BECTION F - DELIVERIES OR PERFORMANCE:

Amend clauss F-12, the "PERIOD OF PEIRFORMANGE® on paye 7, to
iNcorparato ihe tollowing scheduie:

The patind of performaice under GLIN {17 shall be for 01 Ozt 2002 thry 31 Jan 2003,

FA5000 WI-Consy poQg) ¢
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SHIF MARK — TRANS
ITEM _ _ _ suUPPLIES SCHEDULE DATA_ OTY IQ  _FOR _ pR — DATE

Go17 4 FAZ3M10 FAZ3G 24 Saep 2002

Mewn: CONTRACTOR SU PPORT FOR
CGMMUN!GA‘HDNICUMPUTER SERVICES

ACRA: AH

Descriptive Data.

The period of parformance under CLIN 0017 zhall be for 01 Qct 2002 thru 31 Jan

2003,

5. SECTION G- CONTRACT ADMINISTRATION/PAYMENT DATA:

“In accordance wilh contract clause |-546, 52 249-1 Chanpes - Fixed Pric, Contract
F33600-99-C-00BY will he changed to increass the tota| award amounl, thys
inureasing the total obligated amount,

a. Medify and ADD to olause G-1, Accounting and Appropriation Data the
foflowing:

Cbligalion
ACEN A PRIGETIAlGR mt Subhead/Syppla mepital Accounimg Dats Amauni

AH ALRN Change +5409,115.04
9711 XH242 ALEZ 442 4704 UAOMOO 1P126F »8200 D000 H43000 03000
Mew ACRMN Amoun: 3444 77304
lunding breakdown:  On CLIN an97: 5409 115,04
PRIMIPR: GSCAMT100073-PARTIAL $409,115.04

b, The amount for "Total Award Amount {Page 1 of 15, block 24} is chianged
from $$4.058,360.43 o4 467 475,47

oo Amend Sectian G, payment Instroctions anfitlod "GOG1 PAYMENT
INSTRUCTIONS FOR MULTIFLE ACCOUNTING CLABSIFICATION
CITATIONS" a5 follows:

Payiment for afl offort under this contraet should be made in the
and anounts show i the CLI Mis) and informational Info
SubCLINGY in Scetion B. of the contract and recapped befow,

ACEN LLIN/Info SubLine MG, IQl'ﬂ.LQHFJ_f.i;‘LT‘E_-Q
A 0001, 0002, 0004 $1,174.774.00
AB 0004, DOOS, Gp0G 1,274 585,00
AL o4, 14,280,337
A0 DO1E01. 001603 41 561,02

FA3GOAL G0 iy BOong |
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AR 001602 51 .889.63
Al 0007, DODR, H008 1.325.260.00
AG 001603 13,5652 80
AH OMG0d, 0017 449, 773.54
A 001805 25,298,56

TOTAL 34,467 475 47

6. SECTION H - SPECIAL CONTRACT REQUIREMENTS:

Sectlon H, Special Contract Requriaments is amende:d by adding clause H-001, entitlay

"Oiptiong”,

Hoo1 O

The following cleuse is addert o Saclion H:
PTIONS (May 1997)

3. Thesc options thay he exercised in whole or in part by contract modification from the Contracting

0 {he contractor in acoordance with the procedures and prices set larth below. In the 2yent an

oplion is excroised, fhe elfecied sections of the contract, ¢.g., Secton B, Section F, Seclion G, ato., will

be muodi

fied ac appropriato,

b. The oplions zre as follows:

Options Consist of CLINS 0018 & ouzn,

. Qption Exgroise:

Option may be exercisnd oy the Contracting Officer §20) by contrat modification to 1he

rontractor on/before 31 Jan 3.

d. Dalivery: DeliverviPerformance shail be a3 sal forth helow

Cpticn Complote
CLIN 0018 (Year 3) 31 Jan D4
CLIN 020 (Year 4) 31 Jan 05

2. Prices: Pricas shall be as sel Tuth below:

Ciatioon Price/Conltact Type

CLIN 0018 (Year 3} $1,227 345 16/FT P
CLIN DO2 {Year 4) 31,270,302 25FFp

“end of elausex
7. SECTION |- CONTRACT CLALSES:
Tha folfowing clauses is changad in Sectian |-
FAR 52 222.42 STATEMENT OF EQUIVALENT RATES FOR FEDERAL HIRES {May
Eiilllnyee Claxz and Manetary Wage - Fringe Benefits:
PC PROGRAMMER $20.55
LOMPUTER SYSTEMS ANALYST o7 62
THIS STATEMENT IS FOR INFORMATION OMLY: T IS NOT A WAGE DETERMINATION
8. SECTIONJ - EXHIBITS/ATTACHMENTS AND OTHER DOCUMENTS

Section H, Special Comtract Requriemants is smended w5 follows:

F35600 W -rpas PG
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& The folluwing aftarhmentioxhibitts) are madified in Seclion J:
Attachment 3 ACCOUNTING SUMMARY FOR CONTRACT F33600-99-C-00ay

b. Tha folfowing filachmentiextibills) are added 1o Section J
Attachment 4 STATEMENT OF WORK COMMUNICATFDNSJ’GGMPUTER SERVICES TO
THE INFORMATION TECHMGLGGY DIRECTORATE AIR FORCE SECURITY ASSISTANCE
CENTER {AFSAC/SN)

9. Exvept as provided hercin, all ether terms and canditions of the subject contract remaln
unchaingad and in full forge and effect,

FA3E0U-09-C 0089 P |
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LIRT OF ATTACHMENTS

DOCUMENT PGS DATE ) TITLE _

ATTACHMENT 3 1 24 SEP 2002 ACCOUNTING SUMMARY FOR CONTRACT
F33600-99-C-n0sg

ATTACHMENT 4 13 16 SEP 2002 STATEMENT OF WORK

CDMMUN[GATJGNS!CGMF’UTER SERVICES TO
THE INFORMATION TECHNOLOGY
DIRECTORATE AIR FORCE SECURITY
ASBISTANCE CENTER (AFSACISDN
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STATEMENT OF WORK

COMMUNICATIONS/COMPUTER SERVICES
TO THE
INF DRIMATION TECHNOLOGY DIRECTORATEF.
AIR FORCE SECURITY ASSISTAN CE CENTER

(AKSAC/SDI)

CONTRACT F335600-99-¢ -0099

16 SEFIEMBER 20012
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1. SCOPE AND MISSION
1.1 Scope of Work

The contractor shall provide ail personnel and supervision necessary to perfortn all communication and compoter
services as defined in (his Statcroent of Work [SOW), The contractor shyll provide all necessary services 1o
support the Air Force Securily Assistance Center’s various information management syslems, ineluding
commercial and government unique applications/sysicms,

1.2 Mission

The Air Force Materiel Commund {AFMC) Alr Foreg Security Assistance Center (AFSACH bas a requirement 1o
obtain systems enpineering and technical assistance for an Aulomated Data Provessing (ADDY system and
associalcd networks which prrecess Seeurity Assistance data in support af the Foreimm Military Sales {EMS)
missinm, To aceomplish this mission, AFMC/AFSAC hag miplemented SAMIS, an interactive dara processing
system and established, office antomation Local Ared Network (LANY, and 3 World Wide Wb efivironment,
SAMIS and the LAN providc govemnienl personnel immediale aceess lo informaton used lo managy Lhe
purchase and support of military equipment and supplies by foreirn governments,

L3 Documents

The contractor shall vomply with Air Foree Instruction Series 33. The contraclor shall sdhere 1o spplicable
standards, repulations, directives, instructions, pamphleis, und their supplemenis (e.g., seuurity, safely,
communicalion-compuler) in eteo during the performance of this contract, Special emphasis shall he placed
ot complianve with USAF, ATM( L AFSAC, and WPAFR standards and architectures, Préor approval [or
deviation from these documents shall be obtained through (he Contracling Officor.

Relevant documents and information may be found at the foltowing web sites:

hittp:iia [pubs.hq.af; m_iprLbs.-’pubjs_t.ﬁp !pubore=AF&series—33
MEtp: 4w ww afme-tnils wpaflatiniHO-AFMC/S Cisedisedpiedpulicyy

httprfiwww asc wpafb.af miliy bwice/

Avinchizient 4 in K 47600 .99-C Cirsy BOG0]
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1.4  ADPr lelecommunications Environment
L.4.1 Hardware

AT'SAC currently aperates and maintains i own Local Area Network [ LAN). The AFSAC | AN is engingensd
around Microsoll Compaq scevers running 4. X; and Sun Sparc servers runnemy Sund)S 4,13, Solaris 2.5, and 2.6
all networked together via Fast Bthernet and fiber connections. The LAN hackbone is comprized of CISCO hubs
and smart switches connecling approximately 600 individual poits together nsing Virmal LAN {VT.AN)
technology. The AFSAC uses Pentium based PUs, and N file servers, Sun Spare slations. CISCO hubg and
switches, and other commnication devices to provide intermal Office Aulomation (OAY and worldwide
coimmumications capabilities. The NT servers provide access to OA software, data storape and reitieval, print and
file server functionality, datasuser securil ¥, €tc. 'The Sparcs provide TN3I2T0 terminy] emulfation, World Widc
Web (WWW) accuss, Weh Hyper-Text Maurkup Language (HTML) and JTava development, (racle datalase
capabilities, email, or other communication requiremenls.

1.4.2 Software

The nctwork management Sysiem uses WIN2000 layered with € Zisco Works (or Switched Inter-networks (WS
to provide proactivi monitoring of network trends and statistics.  Softwarc (e, Microsoft {ME)} Power Pain,
Word, Excel, Acvess, Windows 2000, provide much of the OA Suppart o the users. MS Windows 2000 is the
standard Graphical User Interfice (GUI) software. MS Word is the commuon word processor.  MS/Cutlook
presenily provides mail-handling support.  Secure Woh Access (SWA) provides users 4CCess tor the Secarity
Assistance Management Informalion Svstem (SAMIS) mainframe computer located at Tinker AFR, Oklahoma,

1.4.3 Communications Protocels
Communications protecals includ. simple Notwork Management Protocol (SNMPY, Transmission Conrol
Protocoldnlemet Protocaol (TCP/P), Fast Fthoemet, X 400, X500, and SMTP. The Network General Sniffer
LAN analvzer is used to collect system performance and operational statislical data,

1.4.4 Operatinyg Systems

Operating s¥slems inchids WINDOWS 2000, AIX 4.2 1, Solars 2.5 and 2.6, and SunQS 4.1.3 with a grinvith
pedential to versions greater Lhan these specified.

Adtzehment 4 in FIIGHI-CAO0E5 PIKI |
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2. TECHNICAL SERVICES REQUIRED

2.1 Site Manspement

2.L1 (m-Site Administrator

The contraciur shall provide an on-xiie administrator who performs Juiies mecluding:

2.1.1.1 The Site Administrator will condned all contracior porsonnel staff addministration of contractor personme!
stafl polivies and procedyres.

* The Sitc Admministrator shall coordinate a1 assighments with conlractor personnel staflin accordance with
govemment-approved priorities and government anthorized workload. The Site Administrator shal]
requite that contractor staff porsomnei courdinate a1 assignmenis back to the Site Adinindstrator, The Site
Administrator shall coordinale with the COTR or dusignated technica) fepresentativi(s) any adjustments
deemed necessary in workload assignments. The S techmtical tepresentalive will provide majar project
assighments requiring decisiun analysis directly to the site administrator

2.1.1.2 The Sile Administrator shall assure gl] performance requirements defined within thix SOW and the
contract, inchuling agree upon workload objectives o be detingd Jointly by the government and contractor, are
documented in the ARS, PRS, STR, 0% PR, or agiecd upon tracking systeiss. The contractor shall provide
resoutee estimales for each project for which sucl vslimates arc requested and provide project tracking an
mamagement for cach project for which project track ing and management is requested by the government.

2.1.1.3 The Site Adininistrator shali previde monthly aciivity repor including preject status, workload
scheduliug, training status, and other information to ensure AFS ACYSDI has wsight intn all significant
coniractual activitics. The miemthly report is due by the 15% of the [vllowing month.

21.1.4  The Site Administrator shall assure governmuent satisfactivg with the contractor's performance by
working closely with (he S[31 representative (o identify and initiate the actions. needed 1o resobve fssues related (o
Government satisfaction.

2.1.2  Coutractor Personnel Qualificationy

The contractor shall provide personnel who at 4 mininnin meer the skiils listed in Attachment Appendiz A
Skill Category Descriptions and Cinalifcations.

2.1.3  Contractor Personnel Traiming

Coniractor persumnel shall have sutficient training arwd expericnes to perfirm the regnired dutivs, Technical
education of contractor persanmel required to Fulfill e basic tasks of the contract shall be the contractor's
weponsillily and shall not be finded by the Governmen. Trainmg al the Government’s cxpense may only be
considered (ur those Rystems/equipment and/or scrvices thal are added 10 a task during its performance, or that
are not similar to the systems’equipiment and services already covered hy the ceniract, or thal are uniyus to the
WPATIT environment and not comman in the marketplace. Training shall be Planned and cxecuted in
accordince with the jointly agreed 1o training plan. The plan will be a living docurment to keep focus on the

Al iment 4 i3 F3 4 hi)-00=C0059 BHIE ]
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changing needs of the government and (he changing market supply of framning options. Updates will be
docuinented in accordance with changes agreed upon hy the government and the contractor, Al requests for
training at Government expense shall be submitted to (he Confracting Ollicer’s Technical Represcnlative
(COTR} and the Contructing Officer for consideration tot approval/disapproval prior te ihe fraiming,

L.1.4 ‘Fraining Documentation,

The contractor will tnaintain monthly documentatinn of the training completed for each employee, including but
il limited 1o the amount of training hours, (vpe of tra imng, daic and location of traimng, and name of the
instructor.

2.2 Project Planning and Decisinn Analysis Management

The contractor’s on-site administrator will coordinule with the Government the wentificalion, assigmment, and
prioritizalion for cach project that requires decision analysis. These anulyses will be fully documented and
reported (o the ST techmical Tepresentalive,

Al intellectual property develuped by the contracior is the pruperty of the Government.

The govemment only needs 1 obtain Aceess 1o date needed in suppont of the contract. (Thereby relingurshing
uther technical data/sofiware (v the confractor for private use.)

2.2.1 Project Tracking

ilestone schedule tracking and reporting. In the event sovernment procured equipment to be installed] by the
wintractor for use by the government docs not meet dulivery schedule, or s anticipated to nol be switably for use
upon aroval, the contractor will he responsible for nonifying thie government representative of' Lhe delay cuused to
Profected schedules or work to he performed.

2.2.2. Decigivn Analysis for ldentified Projects

The vontractar shall prepare and submit a decision analysis for each project that has been identified to the site
adimimislrater Ihe decision analysis will consiat of typical front-end systems analysis, research, alternatives,
objectives,  advirse cotmequences,  potential - problems.  prevention  apd conbingeney  oplions,  and
recommends lions,

13 Personnel Assignment

When contiacilor persomned are going to be unavailable. (he contravior shall walify the COTH sk manager
imnediately. All annual leave should be seheduled at [east a week in advance where pussible to allow for task
schednling adjusiments. For extended pertods of sbsence thal will have: 3 negative impacl on projoc! schedules,
the contmector will supply backup personnel to fii] ihe position until the shsent conlractor telurms to waorlk.

The contractor shall porform atl tasks required to support the users of all elient workstations aitacled to (he
AFSAC LAN, including, but not lmited te. personal computers. printers, modems, CI-ROM drives, PI3As,
docking stations, audio visual cquipmment, laptops, etc. The contracior shall docoment alf maonthly activity and

Attachinem 430 3RS0 e 3 FeM I ]
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progress. These tasks include, but arc not limited to, hardware

lroubleshooting and repair, Commorcial O The

Shelf {(:OTS) softwarc suppott and Government CIT-The Shell (GOTS) soliware support, hardware or software

installations and upyrades, prinler confi

gurations, and other associated types of support.

3. SERVICE DELIVERY SUMMARY

3.1 Service Delivery Summary Matrix

trix
ber_

Performance Objective

—

!
Informration Assurance: No i
intrusions based on known or |
existing TCNO vuinerabilities.
Curmrency: Caonteactor
cmplovees shail maintain
currency en AFSAC's various
Anfomation sysiems

met,

Plan

| Decision Anal ¥y

gach projet.

scheduling, vacking, and on-
lime compleijun

Network Maintenance

{ lient Support

| Minirgal Disruption
Pruvide client support 10,5
| day, per work weck

3.2, Daty Deliveraliles

All data associated with tasks in this SOW will be waintained aml

Data fowinat and content will be consistent veith applicable AFS

4.  GOVERNMENT FURNISHED RESOURCES

4.1 Place of Performance

Performarnce Threskold

All extemal TCNG due dutes are met.
Majority of [ulemnal suspense dates are

| Traming meets jointiy ug_Eed_uPnn
- goals in AFSAC/SIDI and 55 1raining

I'roject Planning, Priviitication,  Joinlly identified and anthorzed
| contracior projects an: completed an
_ttme based on agreed upon geals.

M nnimring_M cthod
|QASP

Governmenl tracking
s¥sient

_I_Cﬁm cior Audit and '
Reporting

Docuinented recommendations AW | Contracior reﬁm |
agreed upon profect tonnat agreed
upon during the planning phase of |

Contmetor reports |

Custorner complaints |
Customer complaints

hemizs pet

available in slectronie lurmat to the COTR.

AC Instructions and guidelines,

Al conlractor personnel wall in provided workspace hilding 84 o1 210, Area C, Wright Pallurson AbFB.
Dayton, OIL Caniractor persanne] will occasiomully be dirccted by the COTR to waork on 3 temporary basis at

locations other than buildings B9 and 210,

4.2 Government-Farnished Equipment and Tools

Assigned workspace will mclude office equipment and supplies, telephone access, and pecess (0 the network

and othur systems ay required.
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CENERAL INFORMATION
5. ADMINISTRATIVE CONSIDERATIONS
21 Hours of Wark

The contractor shall provide vaverage in the techuical support branch at the specified povernment place of
performance from 0700-1700 hours wrth vore hours in other branches being O300-1700, Monday througlh
Friday, excluding official (rovernment-approved holidays.

5.1.2 Toree Protection Delta Conditions

In the ¢cvent the base declares fiee protection delta conditions, non-cssential persunnel may be told not 1o
report lo work. Ifcontractor persunnel are told not to report to duty, but to stay in tha loce! area for recall if
necessary, contractor employees are not requircd to make-up the ime oIl

5.2 Cungractnr Access

Contractor personne! will be provided swipe eards and 24 hour, seven day per wock access to buildings 89 and
210.  Contractor personne] performing assigned tasks aller normal duty hours do not require a EOvernmmi
ESCOIT.

3.3 Contracting Otticer Technical Representative (CO'TR)

The COTR s responsible for ensuring comtracter compliancy with this SO ae defined in the Quality
Assurance Surveillance Plan (QASPY.  Technical direction wil] come from the branch chief, or respective
branch team teads. '

5.4 Travel

Any of the assighed contractor s1alf may be required o fravel, both local and distant, in support of contraciual
work requirements. Travel costs ure reimburseble in accordance with FAR 3[.205-46. Persanal phone calls are
got reimbursable. Itoms such as arclare, vehicle rental, mileage rates, and per diem allowances are reimbursable
to the exlent that they do not exceed the maximum rates in cffect at the lime of travel as set furlh in the Fi:deral
Travel Regulations or Joint Travel Regulations (JTR). 'I'he contractor shul] submit all requests, along with an
cstimate of proposed travel costs to the COLR and the contraciing officer. Approval must be received from the
COTR and the contracting officer before Iravel may nceur

3.5 Computer Access and Taformation Assurance

Access ta unclassified government information systems Tequires at & minirmum a Natignal Agency Check 1AW
oD 52t6.2-R and suceussul cotpletion of the Air Force Information Assumnce Interned Based Training (1A
IBT) program.  For each contractor empluyee without a NAC, the contractor shall submiy A cover letler with (he
attached completed paperwork (SERSP or SERED worksheet, Fm 255 (ngerprint vard} and the disk to the
AFSAC secutity manager {throngh the contracling oificer]. The NAC worksheet will be coinpleted o the
computer located in the security manager's office. The cover ketter shanid contain sufficient einplovnient
information un the individual to serve as the basis lur approval of a temporary waiver for COMPULCT ACCess prior
to NAC approval. The contractor shail noi divulge any informativn aheut AFSAC files, data processing
2ctivilies or fisnclions, user 1Mk, or passwords to anvone who is niot suthorized 1o have access o sueh
information,
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3.6 Security Requirements

A Secret clearance is required befare personnel are granted aceoss

gvstems.
57 Poinds of Contaet

5.7.1 Contracting Officer
AFSACTEYP, Atin. John K. RBack
IN22 Van Patton Drive
Wright-Patterson ATD OH 45433-5332
(937) 257-729% Extension 4082

5.7.2 Finance
AFSAC/SDFR, Atm: Ms. Diane Dreesel
5490 Pearson Road
Wright-Patterson ATB OH 45433-5332
(W37} 257-3(1 3, Extension 4576

3,7.3 Contruacting (Mfficer Technical Representative (CO'TR)
AFSACSDIT, Aun: Rick Noofi
2490} Pearson Roal
Wright-Patterson AFR OIT 45433-5332
{937 257-6031, Extension 4541

3.7.4 Security Manager
AFSACISDIS, Atin, Margaret F. Wilmoth
1822 Van Patton Drive
Wrighi-latterson AFB O 45432-5332
(937) 257-8 188 Exiension 4339

to classified government information

Aftachrment A an FI3S00. 9500001y 1G0T |

FAGE % of 12



APPENDIX A

Skill Category Deseriptions and Qualifications

Network/System Administration

-Test, conligure, customize, and integrate hardware, and soltware Ly maintain, expand ar upgrade the AFSAC
network infrastructure and associated husts/components

-Provide icichnien) recommendations, specifications and Justificalions for (he procurement of hardware or
software 10 enhance aperations! petforiuance

Participaic in projeu planning, coordination and iustallation of software of hawlware

-Attach, configure, analyze, and monitor tools used to vwrify, maintain, and Optimize network and system
performancs: and availability "Niapnose and fix s¥stem/network hardware and suftware problems

-Install, rovbleshoot, and repair infrashuciyre cabling used wilh the AFSAC S l.ocal Arca Network

~Report discrepancies to (he HeipDesk for problan tracking (Action Reqguest Sysiem) and resohution

-Facilitate prablem resolution thraugh contact with the appropriate vendor or iocal bage COrImUnICAlons groups
-Communicate with vendors and (tovernment personnel regarding planned periods of° ASAC and other
compmiler systemys) and networkds) unavailabiliy

-Recommend and analyze software and hardware to sipport Functional Ay techmica] requirements

-Invoke and ensure compliance with security directives by using fircwalls, router accessideny ists, and setting
file permissions und Systein access purmissions,

~Comply with sysiem and network securtty dircetives and mogitor fur attempts to obrain illepal access

-Solicit vendor assistance as required and provided under established MAIRteNAnce agrucments

-Parform system hackups tor all system, application and wser data/iles

-Establish and mainiain user system and rnail accounts

-Davelop and maintain decumenation related to activity and progress un the tellowing avtivities:

-Planning, Tesling, cuslomization, integration, instaliation, and maintenance gf systein and petwodk hardwan:
and suftware

-Post documentution of such actions i the Network Operations Guide, Site Logs. Operating Instructions Ciaicd:
and the Action Request System a8 wequired. Electranic copies will ba kepl in the SDIT d] rCLOrY

-Instructions will be bath general and specitic enough 1o facilitaw: others in maintaining sysiem and applicatian
softwaro

Help Desk/Client Support
-Receive und log all problems reported by ysers

-Cuentralize and prionitize customer requests in the Action Reguest Syalem (ARTJ)

-Irack all problems to compietion (o ensure user satis faction

-Update users un any neyative operational siglus

~Train vther support personne] in the roles andd responsibilities of the help desk

-Ad inthe resolition of Office Automation {CA) problems.

-Knowledge of prinling processes to resolve user-printing problems

-Participalion in planning and implementation [rrocesses associated with moves, re HEAizations, and Cacility
renovations

-Conduct hardware, software, and communications lechnology research

-Assisd with the Freparation and insiallation ol cables, workstatinms, and [rinters

Arachioen] & (i F3IH0M 950008 PO l
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-Maintain sign-infsign-out process fur equipment, ensSunng equipmont is in proper working order, with
approprinte software ingialled

-Provide client application suftware support

-Install, test, and doviment canfiguration of C‘nrmnercjaI—Dﬁ‘-Thia—Hhe-If (COTS) and other ¢ ientiserver
applications

-Post confipuration documentation in the enline SDIT direstory, the Site Logs, and Action Request System
-Ensure clicnt sofiware i compalible with curront ARSAC ADP hardware and sofiware

-Awareness of all securit y direetives governing the use of ¢lignt hardware and sofiware tnstalialion

-Report ail securily discrepancics to the lechnical branch chicf or team Jead

-Lhrcument detailed requiremerl specifcations and program status for vach mewimndified program in the
official AFSAC requirenent tracking system(s) (».g. SPR/OS PR/Micrusoft Project)

-Develop and maintain process data flows, help screens and User's guides for AFSAC developed applivations
-Condirct functionaiily and custemer acceptanee lusting for afl developed sofiware modules

-Validate soflware tnodules meet custoper needs and satisfy requiremcot specificationg

-Perforn tasks required to support application development stiunts aswociated with SAMIS or ather AFSAC
LOmprler sysiems

-Recomrmend Automation soluiions tha enhance th CXisting ARSAC developmont eviromment and fiphyre
environments

Applicatlon Programming

-Deveiop ang mainfain custom, COTS, aim! GOTS applications in mainirame, clieni-gerver and web-basid
Covironmeits

-Develop all program moduls, driver PIOZrams, suripts. snd macres, Using top-down, design methodology and
sttuctured propiammin b techinigues

-Provide written und on-line (within-code) documentation for developed applications

-Test applications for dara validity, adherence established standards and sucurty directives, erlormance, and
cuslenner saiisfaction

~Update Proprams tu corvecl errors op problems identificd during testing and icst

Progrms uniil all specifications of the test plan have been met,

-The cxecutable sofiware shall be cmor froe, executabie unl the appropriate computer platfonm, and sutisty Lhe
lanctional requiremenis

~Dacument maintenance procedures for each program deveinpad

-Instructions will be both genernl and specific cuattgh te facilitate other PIOYIAMIMCTS i prograrn mainienance
-Mairntain currency with chianges in programnying lechnology

-Share and fransfer technieg) knowledgedlessons learnad among AFSAL developers

Web Administration

~Support intranet and internet applications in muitiple biowser covironments

-Dnsure consistency and compatitality among weh applications

-Maintain high awareness of Proven web scourity practices

-Recommend/implement securily solirlions that support Base Information Assupance Initiatives
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-Assist Unix Administration by instal linw/configuring/

troubleshooting web server software (e-ir. iPlanct, Apache)

-Provide server side soflware Support and experise ey Java 2 Interprige Fdition, Perl, Ugix Soript)
-Maintain currency with newly emerging weth lechnologies

-Recommend, develop and implemenl effective technological solutivns thai Suport current and frture AFSAC
web iutiatives
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